DEPARTMENT OF THE TREASURY
WASHINGTON, D.C. 20220

OFFICE OF October 3, 2011

INSPECTOR GENERAL

SUBJECT: Fraud Alert — Impersonation of Treasury Bureaus and Officials

The U.S. Department of the Treasury (Treasury) frequently receives communications from
citizens who request confirmation of the authenticity of telephone or electronic mail contacts,
purportedly from Treasury officials or others who have been deputized to act on the Treasury's
behalf, involving offers of windfalls of funds being held in trust for the citizens.

Members of the public are advised that the Treasury does not partner with corporations, foreign
governments, private attorneys, or other non-Treasury entities in the capacity of a holding
company for fund transfers to private citizens. These communications are fraudulent "phishing"
attempts to obtain personal identifying information (e.g., Social Security Numbers), financial
institution information (e.g., account numbers), and cash payments. In many cases, phishing
attempts can be recognized by one or more of the following red flag indicators:

Electronic Mail Messages
® The return address shows a ".com," ".net" or other non-governmental suffix

® The communication is not specifically addressed to the recipient, but instead
has a generic addressee such as "Beneficiary" or "To Whom It May Concern"

® The document is marked "Classified" (members of the general public do not
receive "Classified" documents from Treasury)

® The text is characterized by poor grammar, usage, mechanics, punctuation
and/or spelling

® The offer is time-sensitive

® The offer is for an unrealistic sum of money (e.g., $600,000,000)

Telephone Calls

® The telephone call is patently being made from a call center (as indicated by
background sounds) or from a cellular telephone (as indicated by a poor
and/or intermittent connection)

® The caller requires the victim to contact a third person by telephone for
additional information and is evasive, abusive, or even threatening in
response to attempts to elicit further information



® The offer is time-sensitive and the caller pressures the victim to act
immediately without reflection or confirmation

® The offer is for an unrealistic sum of money (e.g., $600,000,000)

Examples of actual electronic mail phishing attempts fraudulently asserting Treasury
approval or involvement are attached.



August 12, 2011
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We are an escrow firm nominated by he United States Department of the Treasury and
the United States:Supreme Court to:be In full-contact with those who have been victimized
by firms engaged in acquisition and or selling of fraudulent shares, § | _W.is
committed to helping victims likeyou as we are aware that you can lkewise.help us in
apprehending those who are-still at large continuously doing thelir transgressions. Rest assured
that we will be-doing our best to extend.our assistance In conjunction with our mission and
vision aimed toivardsaccuracy & transparency for the benefit-of the victims in pursulng what is
due for them. All Information that you need to know will be servad complate; furthermore, we
aspire for having fast progress as it is what is belng expected from us, Working hand In hand on
this program will sure bring faster resolution and deliverance of justice, therefore, your full

cooperation.regarding:thls matter is expected.

Thank you In advance & we look fonvard to be of service to you,
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THE DEPARTMENT OF THE TREASURY

1500 Pcnnsywnnla Ave,, NW. Washlnglpn. 0.C. 20220
© 20th July, 2011

Attn:
CC: UNITED'STATE GOVERNMENT FEDERAL RESERVE BA'NK.
The treasury:department Is-the: executwe agancy responsible for the pramoting economic prosperity
and ensuring the financial: sgcurlty ofihe United state: Thesdepartment Is responslb]e for a wide range
of zctivitiessuch as advlslng the: :president. omeconomlc and financtal- lssues,encouragmg sustainable
ecoriomic.growthy and fosté”?zhglmproved govemgnce in. ﬂnanc:al lnstutut;ons thch you have to
knov, P %

\ \ ‘!}
Onthe preeesg of YoUuE ei%l 9[’353“!-36’%19 us; by the ( clTl FlNAN@g;BANis for legaLproces§ to abtain
some doqumentﬁrom thexffhltied State government asa clearance oftransaction OF such"amount of
money 6utof. Uh[tedState,most have obtaln a clearance papers, TAX{IRS) STAMP DuUTY.Foreign-fund
monitg lg,ya:?tacl.'rmﬂs‘the United state constitution right of foreign fund own er.Thists what.you
heedto u’hderstandr‘\c;ry (el

The Untted St1te treasury provides.a detall look atthe structure.responsibllitles,aqd operaﬂoris of the
&-qurat reservesystemsaevise In-2005 to. reflectjchanges in monetary, eaulatory‘an,d»other palicy-
area:..iﬁcerpetatefmajor changes ‘inithe Law-and Tthe structure ofithe financxal system inth&ipast
decade: '

The umtedsmte treasuf‘y and federaly esemetbank have the right: to:cancel the’ transactlon JEdiscover
notxmee?up‘wlth 1H ‘%nfted Skate:constitutional right.Now that yourtelx transfe"x?':of’i ?ad Willthe
ralse to*elfect the: tran;fer via:<CITI BANK/United State federal reserve bankThe: requtre
adm{nlstcauygfchar es’ts $825:99.to obtaln above mention document,before*ther{ransferaof:,your $5.2
million-viljibe legsi y.trafisfer:This fees should'be made available;before the cantellation:will be
mada by“the Ugited Statevauthority Therequire fees,should be presented to us by the paying bank
respresentatlve,contact them for more.detail.
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Date: September 1, 2011

The U.S. Department of the treasury’s mission is .o maintain a
strong economy and create economic job opportunities { * promoting the
conditions that enable economic. growth afild stability ¢ home and abroad,
strengthen national security by combating threats & p: itecting the
integrity of the financial system and manage the U.S. iovernment
finances and resources effectively.

In this régard, our office has been tasked to as: .st in reshaping
investor’s confidence in thé U.S. with a specific prot¢ am called
“Capital Recovery Program” of the Securities Act of 1 33 and amendments.
We therefore reguest you to provide us with some docul :nts of your non-
performing investments as stated below:

1, Stock Certificate

2, Payment Receipt / Invoice
3. Copies of Identification
1. Kny pertinent document

Upon our receipt of your documents I shall inform you £ the procedurés
in selling and recuperating yoéur ‘investment capital u: ng our services.
I will be calling ydu back tomorrow to confirim your ri :weipt of this
letter.

Sincerely,

p——
Program Analyst “ > i
U.S. Department of Tteasurydum”

This documont will only bo racognitod whan occon\zanied with the soal of govarnmont depaitm 13 mantoned above,

10ib St & Peansylvanis Ave, NW Washington, DC 20004
Tol-No.: $1-646-043-6979 leasury_LwolaPusa.con Fax No.3 #1-645+¢ 4683

FILENO: L )T-LETTER-189-207950-80
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DEPOSITORY CERTIFICATE

is a beneficiary claimant ¢

This is to ceriify tha '
proceeds of his and otner shares, As the true benef

receive the monetary rights allocaled.

$287,050.00 as net
ary, he is entilled lo

Stock Holdings Number of Shares Total Ri

elvable Amount

10,000

B 70 $

87,050.00

This certificate.is secured by a deposit with the releasing agent to ¢
compliance to the United Stales rules and regulation, a deposit lolal
Miscellaneous Business Inc. as the releasing escrow agent

obligations:In transferring the funds to the claimant’s nominaled acce

Moreover, the eleclorale G-Trade Services as the appolnted

commits fulfiliment of all documentation and facilitating the verific
holdings Amnesly Program.

This agreement Is fully binding under international law and
undersigned on this day of August 26, 2011,

“ELECTORATE:

D

TIMOTHY GEITHNER v
CHIEF FINANCIAL OFFICER CHIEF FINANC
DEPARTMENT OF TREASURY G-TRADE:

aranfee proceeds with
7 $ 287,050.00 to LPJ

fulfill all duties and
nt.

rokerage firm hereby

lion of the said stock

iuthenlicated by the

)
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\L OFFICER
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. UNITED STATES
FEDERALDEPOSITORY aod TREASURY

Qffice of Foreign Assels Control
U.S. Department of'the “Treasury
Tregsury-Annex.

1500 Pesingylvanii Avenue; NW
Washingjon, DC 20220

To Whiom Jvving Conceriy

This document surves as acknowiedgment of the Statemjent oL ToN Cleal
dily-éxecured‘and filed by Easton Corporate Fingice in behalfo .
46,516.14 representingzprocieds. from the sdle ofher 4,368 shares.of British Biote

With thie intentlon-and for the purpose: of fulfilling ol tax obligations aw
ardir 1o ‘Have: his sale péogecds released, o.net pmount payable of GBP 12,4
Sttement.of Tax:Glearanee, Account shall te- collected from. thie: dbove-meritior
Corporate Finange which-is:1q be forwarded 1o the-assigned IRS Collection Acec
Media Ltd, with ABANKA VIPA DD, as one of aur recugnized bunking parine
for the-expedient crediting of the payment,

At:fho:request ofiEhston Corparite Finarigs, ihis office’fs prepared 10-assist
sale proceeds'to hru our recognized bunking partners in no
(fom the date-thaCon requrements and penaldes have been complied with, Furth
thie tax purposes will be returned into the taxpuyer's nccount in no bess thun. |5 by
of transfer -and/or receipt.of the suid -sale: pracseds into the- beneficiary’s

[dentification fssues: hos. been clenred, fn compliance. with the U.S Federal Tax
Fatelot Actand all relmed policies.

Slneercly,

—

e re——

P .
Alldilor. ke 30

Unlied States Dept. Of Treasusy

This dactmient will -only Ye rocognized wien atcompunivd with the file registration
wentloned above, This dueunent ix 1o serve the puspose us wh lnsteument proving tlet

August 22, 201

e Account-application

the benefielary of GBP
PLC / Vernalis PLC.

w related fees levied in
153 ds detalled on the
1 beneficidry by, Easton
1 (Trust-Account), Stur’

in Ljubljana, Stoveniy,

tho \ranslerof the-suid
ss thun 2 business doys
more, all funds s fur
ness-days fron: the dute
scouit. and/or after- alf
ade-and/ar-in line witli

.4,

government departients
v conunodities ntentioned

hereln ure I fuit legat-und tender, and suld contmodities are weclared 1o be legal, ond win Y guidelines of US laws,

File

(' H

GE-WT-85247-488






