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2007 National Money Laundering Strategy Foreword

FOREWORD

directly to the unprecedented U.S. interagency Money Laundering Threat Assessment completed in December

2005, and it focuses exclusively on deterring money laundering, independent of our efforts to combat the
financing of terror. Money laundering, in its own right, is a serious threat to our national and economic security.
Integrating illicit proceeds into the financial system enables organized crime, fuels corruption, and erodes confidence
in the rule of law.

T he National Money Laundering Strategy for 2007 breaks new ground in two important respects: it responds

The specific money laundering threats and vulnerabilities addressed by the 2007 Strategy were identified by an
interagency working group in a year-long evaluation that culminated in the U.S. Money Laundering Threat Assessment.
The Threat Assessment represents a significant step forward for the U.S. Government’s efforts to combat money
laundering and is a testament to our progress. Never before have regulators, policymakers, and law enforcement
professionals come together to identify money laundering trends and methods in the United States, and to assess our
effectiveness against a spectrum of money laundering threats.

Further, the 2007 Strategy builds on a solid foundation of successful initiatives and programs introduced in previous
National Money Laundering Strategies. Although we have made progress, money laundering is a dynamic threat
requiring a dynamic response. As globalization opens borders to travel and trade, and global payments and clearing
systems evolve, new money laundering opportunities are created and exploited. Accordingly, the 2007 National
Money Laundering Strategy responds to established and emerging money laundering trends and techniques both at
home and abroad.
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ry M. Paulson, Jr. Alberto R. Gonzales Michael Cherto
Secretary of the Treasury Attorney General _~ Secretary of Homeland Security
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2007 National Money Laundering Strategy

INTRODUCTION

a direct response to the first U.S. Government-
wide money laundering threat assessment re-

T he 2007 National Money Laundering Strategy is

leased in December 2005. In addition to following this
new methodology, the 2007 Strategy for the first time
focuses exclusively on money laundering. Previous
U.S money laundering strategies presented a combined
program against both money laundering and terrorist fi-
nancing. While money launderers and terrorist finan-
ciers may use the same financial channels and employ
similar techniques, there are differences in their opera-
tions and in our strategies against them.

The National Money Laundering Strategy for 2007 iden-
tifies areas in which the U.S. government will work to re-
vise, enhance, or renew efforts to enforce existing Federal
laws and regulations; study areas in which new guidance
may be appropriate; and work with State supervisory and
law enforcement authorities to improve financial transpar-
ency in State-regulated financial sectors. There are also
areas identified in which the U.S. can more effectively
exploit information-sharing opportunities between law
enforcement and the financial services community.

Although conceived to be the foundation for the 2007
Strategy, the U.S. Money Laundering Threat Assessment
is much more than that. It not only assesses the progress
the United States has made in combating money laun-
dering and highlights areas that require further attention,
but also provides lawmakers, regulators, examiners, law
enforcement, and industry with a cautionary explanation
of how major money laundering methods operate. For
this reason, the Threat Assessment is included in its en-
tirety as Appendix A.

Key findings of the U.S. Money Laundering Threat
Assessment include:

® Banks and other depository institutions remain the

primary gateway to the U.S. financial system. Once
illegal proceeds get into a depository institution, they
can be moved instantly by wire or disguised through
commingling with legitimate funds. With the
advent of Internet and remote banking, depository
institutions face increased challenges identifying
customers and their customers’ sources of funds.

® Money Services Businesses (MSBs) offer an

alternative to banks for both financial services and
money laundering. This industry includes check
cashers, money transmitters, foreign exchange
dealers, and sellers of money orders, stored value
products, and travelers’ checks. Small retailers
may offer informal money services as a sideline.
Relatively few MSBs are registered.

Smuggling cash out of the United States for deposit
elsewhere is a well-established money laundering
method and appears to be on the rise due to the
barriers criminals face attempting to launder
cash domestically. Bulk cash smuggling is most
often associated with illegal narcotics. The illicit
proceeds flow out of the U.S., often across the
Southwest border, retracing the route that drugs
frequently take entering the United States. Drugs
and illicit proceeds cross the U.S. northern border
as well.

Often the most complex money laundering methods
involve the use of international trade to disguise
funds transfers. Trade-based money laundering
takes many forms including the Black Market Peso
Exchange, which separates the crime from the cash
early in the money laundering process. Under this
scheme, drug dealers are able to hand off their
illicit dollars in the U.S. to professional money
launderers who make clean funds available outside
the United States.

Legal entities, including corporations, limited
liability companies and trusts, serve many
legitimate purposes but also can be used for
money laundering. Criminals who are able to hide
their control of a company or trust can disguise
their money laundering activity as commercial
transactions. Minimal registration requirements
and lax oversight can make it difficult to determine
who owns and operates legal entities.

® (Casinos are cash-intensive businesses that often

provide financial services and money laundering
opportunities. The exchange of cash for casino chips
and related money transfer and account services
make casinos vulnerable to money laundering. The
number of gaming establishments in the U.S. is
growing, driven by Native American tribes. Casinos
on Indian reservations today bring in more money
than Las Vegas and Atlantic City combined.
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Introduction

® The insurance industry has undergone a
transformation, and may become increasingly
attractive to money launderers. While traditional
insurance policies remain an important part of the
life insurance business, agents and brokers now
offer a range of investment services featuring
financial products that can be purchased and
subsequently transferred, redeemed or sold,
creating new opportunities for money laundering.

The United States has a robust and aggressive anti-mon-
ey laundering (AML) program. While quantifying the
effectiveness of U.S. efforts against money laundering
is difficult given the nature of the crime, there are ample
indications U.S. regulations and law enforcement are
having an impact. As it becomes more difficult to move
illicit funds using a particular money laundering method,
there is a clear migration to other channels. The Finan-
cial Action Task Force recognized the effectiveness of
the U.S. AML enforcement regime in its Report on the
Third Mutual Evaluation of the United States adopted in
June 2006. The Report’s summary states:

The U.S. Authorities are committed to identifying, dis-
rupting, and dismantling money laundering and ter-
rorist financing networks. They seek to combat money
laundering and terrorist financing on all fronts, includ-
ing by aggressively pursuing financial investigations.
These efforts have produced impressive results in terms
of prosecutions, convictions, seizures, asset freezing,
confiscation and regulatory enforcement actions'.

Statistics demonstrating the Federal law enforcement
and regulatory efforts against money laundering are pre-
sented in Appendix B.

The Threat Assessment and 2007 National Money
Laundering Strategy are products of broad-based inter-
agency cooperation. More than a dozen Federal agen-
cies, bureaus, and offices participated in these projects,
each with a unique mission and a unique view of the
money laundering landscape. Each category of finan-
cial crime has distinct criminal and financial traits. Ac-
cordingly, each Federal law enforcement agency has a

2007 National Money Laundering Strategy

lead role in a particular category of crime and often has
expertise interdicting specific money laundering threats.
Participation in crafting the 2007 Strategy came from
across the Departments of the Treasury, Justice, State,
and Homeland Security, as well as from the Board of
Governors of the Federal Reserve System, the Office of
the Comptroller of the Currency, and the Federal Deposit
Insurance Corporation.

Collaboration is an essential component of the U.S.
strategy against money laundering. U.S. law enforce-
ment agencies are most effective when they work to-
gether through information sharing, pooled databases,
regional task forces and Suspicious Activity Report
Review Teams. Examples of law enforcement collabo-
ration are included in Appendix C, which includes a list-
ing of databases and intelligence centers that hold bulk
cash seizure and other information.

An important tool in the U.S. fight against money laun-
dering is asset forfeiture, which strips away the profit
from illegal activity. In addition to disgorging criminal
proceeds and deterring crime, asset forfeiture has been
used to facilitate the return of funds to victims of fraud
and has resulted in millions of dollars being transferred
to State, local and international law enforcement efforts
through equitable sharing. A description of the strategic
use of asset forfeiture is presented in Appendix D.

Due to the global nature of financial and communica-
tions networks, the United States cannot have a sustained
impact against money laundering unless other countries
impose similar or complementary domestic regulations
and cooperate with international sanctions. The U.S.
government continues to work bilaterally and multilater-
ally to improve global safeguards. All agencies partici-
pating in AML initiatives domestically also work close-
ly with their international counterparts through bilateral
and multilateral channels to assist in capacity-building
efforts and coordination. International support for ef-
fective AML programs is vital to the national security of
the United States and is one of the goals outlined in the
2007 National Money Laundering Strategy.

! Financial Action Task Force, Summary of the Third Mutual Evaluation Report on Anti-Money Laundering and Combating the Financing of
Terrorism, United States of America, 23 June 2006, available at www.fatf-gafi.org/dataoecd/44/9/37101772.pdf
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GOAL 1

2007 National Money Laundering Strategy

® FinCEN will continue to conduct outreach efforts

CONTINUE TO SAFEGUARD
THE BANKING SYSTEM

cipal gateway to the U.S. financial system and are

constantly threatened by criminals attempting to
launder illicit funds. Once illegal proceeds are placed into
a depository institution, the funds can be moved easily by
wire transfer or disguised by intermingling them with le-
gitimate funds. The challenges depository institutions face
include criminals attempting to hide their identities and
sources of income in order to open accounts and launder
illicit proceeds. In addition, use of the Internet as a means
for customers to open or access accounts and the steady in-
flux of immigrants without U.S. government-issued identi-
fication are compelling banks to explore new ways to verify
the identity of their customers. Internationally, the use of
“correspondent,” “payable through,” and “nested” accounts
also create opportunities for concealing a customer’s true
identity in the absence of adequate customer due diligence.
Even when currency is smuggled out of the United States,
the funds can get into the banking system abroad and come
back to the U.S. via cross-border wire transfers.?

B anks and other depository institutions are the prin-

To safeguard the banking system, the Financial Crimes
Enforcement Network (FinCEN), the Federal banking
regulators, and the Federal law enforcement community
will continue to work closely with the banking industry to
fight money laundering. FinCEN and the Federal bank-
ing regulators will develop and publish guidance alert-
ing the banking industry to money laundering threats
and the development and application of AML controls.
FinCEN also will work to enhance information shar-
ing between the law enforcement community and the
banking industry, and will conduct focused outreach in
coordination with law enforcement to demonstrate the
value of Bank Secrecy Act data to the various sectors of
the financial community. The Federal law enforcement
community will make industry outreach a priority and
will pursue financial crimes aggressively.

on the new regulatory requirements implementing
Section 312 of the USA PATRIOT Act. Section
312 requires certain financial institutions to conduct
due diligence when establishing or maintaining
correspondent accounts for foreign financial
institutions or private banking accounts for non-U.S.
persons and to conduct enhanced due diligence when
establishing or maintaining correspondent accounts
for certain types of foreign banks or private banking
accounts for senior foreign political figures, their
families and close associates.

FinCEN and the Federal banking regulators will
work with the Federal law enforcement agencies to
shut off access to U.S. depository institutions for the
Black Market Peso Exchange (BMPE) by increasing
the use of advisories to alert depository institutions
of relevant threats. The BMPE is considered a
trade-based money laundering technique, but it
often relies on access to accounts at U.S. depository
institutions.*

FinCEN will work to sign information-sharing
agreements with States that have not yet signed a
memorandum of understanding (MOU). FinCEN
developed a model information-sharing agreement
thatitis seeking to execute with all States that regulate
banks, money services businesses (MSBs), and
other types of financial institutions for compliance
with the Bank Secrecy Act (BSA) or similar AML
requirements.

FinCEN will place a stronger emphasis on producing
more advanced analytic products and increase its
ongoing efforts to analyze BSA filings to provide
geographic threat assessments. These assessments
help law enforcement better determine where
vulnerabilities may exist in the financial systems
operating within their respective geographic areas
and assist the Federal and State banking regulators
in targeting examinations and enforcement.

2 For more information on money laundering threats to the U.S. banking system and countermeasures see Appendix A.

3 Many of these Action Items are applicable to the broader category of “financial institutions,” which includes banks and other depository

institutions, as well as other financial services businesses.

4 For more on the BMPE and trade-based money laundering see Goal 4 and Appendix A.
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GOAL 1 Introduction

2007 National Money Laundering Strategy

® FinCEN and Federal law enforcement agencies will ® FinCEN, in conjunction with other components

continue information-sharing and partnering with
the financial community through forums, such as the
Bank Secrecy Act Advisory Group (BSAAG)?® and
its related subcommittees. FinCEN will propose to
the BSAAG the creation of a new subcommittee to
serve as a forum in which all stakeholders can provide
input and maintain a dialogue on stored value issues
as FInCEN implements its regulatory plan.

The Treasury will work with the Federal law
enforcement agencies to identify areas where
Geographic Targeting Orders (GTOs) could
be used to identify and attack geographically
specific money laundering activity. The Treasury
Department has the authority, using a GTO, to
require financial institutions in a geographic area
to file additional transaction reports or maintain
additional records beyond those ordinarily required
under the regulations implementing the BSA and
other relevant requirements. GTOs have
the potential to generate important information
for law  enforcement, facilitating  better
targeting of resources to combat illegal activity.

FinCEN will facilitate improved information-
sharing among and between the financial services
community and law enforcement. Section 314
of the USA PATRIOT Act enables government
entities to provide actionable intelligence to
financial institutions, and mandates reporting
by financial institutions, as well as facilitating
information sharing among financial institutions
themselves. FinCEN will provide more frequent
alerts and advisories regarding terrorist financing
and money laundering through the Section 314
information-sharing system to better educate the
industry regarding risks to the U.S. financial system
and enable the industry to interdict appropriately.

of the Treasury, will study the application,
supervision, and enforcement of AML policies
and procedures on private-sector global payment
networks, leveraging similar work being undertaken
by a number of governmental and international
organizations on a multilateral basis. The global
reach of these payment networks often puts them
outside the jurisdiction of any one domestic
authority.

FinCEN will work to promote consistent reporting
of how BSA data is used and the value of BSA data
to the relevant agencies.

The Office of Foreign Assets Control (OFAC) will
continue to foster transparency within the automated
clearing house® community to assure that adequate
information is included with cross-border funds
transfers and that transactions subject to financial
sanctions are appropriately interdicted.

Federal law enforcement agencies that investigate
financial crimes will expand formal outreach
programs with the banking industry and identify
industry liaisons.

Federal law enforcement agencies will maintain
robust Suspicious Activity Report (SAR) review
programs and BSA data analysis in order to
initiate and support investigations of attempts to
exploit the banking system for money laundering.
There are 80 SAR Review Teams operating across
the United States analyzing BSA data to identify
evidence of financial crimes.

The BSAAG is an advisory group consisting of representatives of government, financial institutions, and other interested persons. The
BSAAG meets semiannually for the purpose of informing private sector representatives of the utility of Bank Secrecy Act reports and to advise
the Secretary of the Treasury (or his designee) of potential enhancements or modifications to existing Bank Secrecy Act requirements.

The Automated Clearing House (ACH) system is a domestic electronic batch transfer interbank payment network. The ACH is used by
participating depository financial institutions to clear electronic funds transfers, such as automatic payroll deposits and certain debit card
transactions. The Federal Reserve and the Electronic Payments Network act as central clearing facilities through which financial
institutions transmit or receive ACH entries. The ACH is governed by the private sector National Automated Clearing House Association.

Goal 1 e
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ENHANCE FINANCIAL
TRANSPARENCY IN MONEY
SERVICES BUSINESSES

riminals unable to move illicit cash directly into

the U.S. banking system may turn to money

services businesses (MSBs) as an alternative.
MSBs encompass a large and varied group of non-de-
pository financial service providers offering both formal
and informal value transfer services. MSBs include
money transmitters, check cashers, currency exchang-
ers, as well as issuers, sellers, and redeemers of money
orders, traveler’s checks, and stored value. The diversity
and accessibility of the MSB sector presents challenges
for regulation and oversight. While the exact number
of service providers in the United States is difficult to
determine, estimates suggest that fewer than 20 percent
of MSBs are registered with FinCEN. It is not known
what percentage of unregistered MSBs are exempt from
registration, due for example to their low business vol-
umes or agent status. Regardless, the result is that the
vast majority of MSBs operate without direct Federal
regulatory supervision.’

The relevant regulatory, supervisory, and law enforce-
ment agencies will work collaboratively to improve and
expand MSB outreach initiatives and will work aggres-
sively to identify and prosecute MSBs that facilitate
money laundering. FinCEN will clarify MSB regula-
tory obligations, simplify the registration process, and
strengthen the BSA compliance supervisory structure.

® Federal law enforcement agencies will increase
enforcement efforts along the Southwest border,
which they have identified as a primary destination
and transshipment point for suspicious funds sent

GOAL 2

through MSBs. A key finding of the 2005 National
Drug Threat Assessment® was that drug traffickers
use MSBs — particularly money transmitters,
currency exchanges (casas de cambio), and check
cashing businesses — to launder drug proceeds.

OFAC will enter into MOUs with the States,
working with the Conference of State Bank
Supervisors and the Money Transmitter Regualtors
Association, to share information and improve
awareness of trade and economic sanctions that are
often connected with money laundering schemes.

FinCEN, in coordination with the Federal banking
regulators and the industry, will issue guidance and
develop regulatory definitions and requirements
under the BSA for stored value products and
payment systems.

FinCEN will coordinate with the Federal law
enforcement agencies and the Immigration and
Customs Enforcement (ICE)-led Identity and
Benefit Fraud Task Force to identify unregistered
MSBs, conduct outreach and, where appropriate,
to harmonize law enforcement responses. ICE’s
new MSB/IVTS? initiative has since January
2006 identified more than 400 unlicensed
MSBs, resulting in the initiation of 300 criminal
investigations.

FinCEN, in coordination with the Internal Revenue
Service (IRS), will enhance public sector outreach
to educate MSBs about their regulatory obligations
as well as making the sector aware of money
laundering indicators.

FinCEN will explore ways to obtain more
information on MSBs. This will help focus
supervision and enforcement resources on MSBs
that present the greatest vulnerability to money
laundering and other criminal activity. FinCEN
also will seek to clarify the extent to which
branches or agents of foreign MSBs located in the
United States are subject to the BSA.

7

8

pubs11/12620/index.htm.

For more information on money laundering threats involving MSBs and U.S. countermeasures see Appendix A.

National Drug Threat Assessment, produced by the National Drug Intelligence Center, available at http://www.usdoj.gov/ndic/

® Informal Value Transfer Systems (IVTS) refers to funds transfers that take place outside of the conventional banking system through non-
bank financial institutions or other business entities whose primary business activity may not be the transmission of money
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GOAL 2 2007 National Money Laundering Strategy

® The IRS will work to sign information-sharing
agreements with States that have not already signed
an MOU. The IRS has a model Federal/State MOU
that provides both IRS and the participating State
the opportunity to leverage resources for BSA
examinations, training, and outreach. FinCEN and
the IRS (which has been delegated examination
authority for MSBs!®) are reviewing examiner
training materials, as well as materials used for
education and outreach, and are working with
State regulators to launch a task force dedicated
to educating and assisting MSB regulators on the
conduct of BSA examinations.

® IRS-Criminal Investigation (IRS-CI) and IRS
Small Business/Self Employed BSA (IRS SB/SE
BSA) will continue to implement the Fraud Referral
Program through which civil operating divisions
of the IRS advise IRS-CI of potential criminal
violations encountered during the performance of
their duties. The Fraud Referral Program has been
a traditional tool for criminal tax enforcement,
but in FY 2005 IRS-CI, working with IRS SB/
SE, expanded the program to include MSB BSA
compliance.

10 TRS Small Business/Self Employed BSA has been delegated authority to examine MSBs for BSA compliance.
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STEM THE FLOW OF
ILLICIT BULK CASH OUT OF
THE UNITED STATES

riminals facing barriers to money laundering
‘ at banks and MSBs in the United States may

attempt to smuggle cash to foreign financial
institutions. Often some of those funds are wired or
transported back to the United States for deposit in U.S.
accounts. The smuggling of bulk currency out of the
United States is the largest and most significant drug-
money laundering threat facing law enforcement. De-
terring direct access to U.S. financial institutions by
criminals does not prevent money laundering if illicit
proceeds can still reach U.S. accounts through indirect
means.'!

Stopping criminal proceeds from leaving the United
States as illicit bulk cash and reentering the country as
seemingly legitimate funds requires a borderless strat-
egy that includes initiatives against bulk cash smug-
gling at home and capacity building and cooperation
abroad.”

® Treasury’s Executive Office for Asset Forfeiture
will provide support for both IRS-CI and ICE to
establish more Federal law enforcement-led task
forces and investigations targeting the smuggling
of bulk cash out of the United States. The
Department of Justice will provide support for Drug
Enforcement Administration (DEA) participation
in task forces and investigations targeting bulk
cash smuggling.

2007 National Money Laundering Strategy GOAL 3

The Departments of the Treasury and Justice
will continue to sponsor advanced bulk currency
smuggling and  post-interdiction  financial
investigations training for DEA, IRS-CI, ICE and
Customs and Border Protection (CBP), and the
United States Attorneys Offices.

OFAC and the Federal Reserve will continue their
efforts to prevent the wholesale distribution of
U.S. currency, by commercial banks that receive
Federal Reserve Cash Services, to rogue regimes
or entities that appear on OFAC’s List of Specially
Designated Nationals and Blocked Persons.

CBP, DEA, and ICE will expand bulk cash
concealment detection training for State and local
law enforcement. This will include training in
concealment “trap” detection'® , methods of courier
debriefing, and guidance on pertinent evidence
identification.

The Organized Crime Drug Enforcement Task
Force (OCDETF), through its regional strategic
initiatives, will target illegal bulk cash movement
along the Southwest border and on interstate
highways coming from the Western and Eastern
States.  These bulk cash initiatives will be
supported by OCDETF’s Co-Located Strike
Forces in Houston and Atlanta and the Gulf Coast
High Intensity Drug Trafficking Area (HIDTA)™"
Blue Lightning Operations Center, which function
as regional points of contact for law enforcement
officers and prosecutors nationwide.  These
regional support centers gather intelligence and
disseminate leads quickly throughout neighboring
areas.

The DHS-led Border Enforcement Security Task
Force (BEST) will be expanded beyond the
Southwest border, where bulk cash smuggling is

For information on international initiatives see Goal 8.

For more information on bulk cash smuggling and U.S. countermeasures see Appendix A.

B3 Smugglers use many low- and high-tech methods to conceal cash and other contraband in hidden compartments or “traps” in vehicles and merchandise.

14 The HIDTA program enhances and coordinates drug control efforts among local, State, and Federal law enforcement agencies. The
program provides agencies with equipment, technology, and additional resources to combat drug trafficking and its harmful consequences

in critical regions of the United States.
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GOAL 3 2007 National Money Laundering Strategy

targeted as an identified vulnerability at specific
points of entry, to include Northern border locations
as well.

CBP, in coordination with ICE, will increase
the capability for outbound inspections and will
continue to invest in research and development of
non-intrusive bulk currency detection technology.

CBP, in coordination with ICE, will develop
mitigation guidelines for bulk cash smuggling
violations. Currently, when cash is seized in
violation of the bulk cash smuggling statute,
31 U.S.C. 5332, CBP has utilized mitigation
guidelines applicable to a person failing to file a
Report of International Transportation of Currency
or Monetary Instruments (required for amounts
exceeding $10,000 entering or leaving the country).
Distinct mitigation guidelines must be formulated
for the smuggling of bulk currency.

FinCEN and the Federal banking regulators will
work with the Federal law enforcement agencies
to help U.S. depository institutions identify illicit
deposits. In April 2006, FinCEN and the Federal
banking regulators issued an advisory warning that
U.S. financial institutions may be misused for the
repatriation of illicit U.S. currency smuggled into
Mexico.

® The National Drug Intelligence Center (NDIC)
will partner with the El Paso Intelligence Center!>
to produce a comprehensive Southwest border
bulk cash threat assessment. This joint analysis
will produce recommendations to maximize the
effectiveness of law enforcement resources to
combat bulk cash smuggling in the Southwest
border region.

NDIC will conduct a comprehensive analysis of
bulk cash smuggling along the Northern border.
The project will seek to identify the areas in this
region where bulk cash smuggling is taking place,
the methods used, and the groups responsible.

15 See Appendix C.
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ATTACK TRADE-BASED
MONEY LAUNDERING AT
HOME AND ABROAD

often those that use trade to transfer value into

or out of the United States. Trade-based money
laundering encompasses a variety of schemes. The
most common in the Western Hemisphere is the Black
Market Peso Exchange (BMPE) in which Colombian
drug traffickers swap illicit dollars in the United States
for clean pesos in Colombia. Other methods include
manipulating trade documents, and using criminal
proceeds to buy gems or precious metals. Trade-based
schemes are also used by informal value transfer systems
to settle accounts.'®

T he most complex money laundering methods are

Law enforcement will use all available means to
identify and dismantle trade-based money laundering
schemes. This strategy includes infiltrating criminal
organizations to expose complex schemes from the
inside, and deploying ICE-led Trade Transparency
Units that facilitate the exchange and analysis of trade
data among trading partners.

® ICE will work with countries that have expressed
interest in establishing Trade Transparency Units
(TTUs) with the United States. ICE, with the
support of the Department of State, has established
TTUs in Argentina, Paraguay, Brazil, and
Colombia, and is working with the governments of
Mexico, the Philippines, and Malaysia to establish
TTUs. The mission of a TTU is to analyze cross-
border trade data in order to identify anomalies that
might indicate trade-based money laundering, such
as the BMPE. With Treasury Department support

GOAL 4

for domestic TTU operations, ICE conducts
investigations and prosecutions related to trade-
based money laundering and other financial crimes
in the United States and abroad.

Treasury and ICE will investigate how Foreign
Trade Zones (FTZ), known as free trade zones
outside of the United States, are abused for trade-
based money laundering and will work with host
nations to close this vulnerability. Operating in an
FTZ allows manufacturers legal options to defer,
reduce, or even eliminate U.S. customs duties.
These zones are intended to promote manufacturing,
but also facilitate money laundering when false
documentation is used to misrepresent imports and
exports.

The United States will attack both the onshore and
offshore components of the BMPE. Federal law
enforcement agencies and the Department of State
will work cooperatively and collaboratively with
foreign law enforcement authorities to shut down
the international BMPE network. In addition,
U.S. Federal law enforcement agencies and offices
of the Treasury will continue to work with the
U.S. financial services and trade communities to
raise awareness of trade-based money laundering
strategies, including the BMPE.

NDIC will dedicate analytic resources to producing
a database that will collect BMPE-related data and
will publish an intelligence product addressing a
reverse BMPE scheme, known as reintegro, which
is believed to account for a significant percentage
of illicit proceeds laundered through the BMPE
annually. When goods are exported from Colombia,
the shipper must obtain documentation that allows
the goods to be exported and payment to be received
into the shipper’s bank account. This is known as
a reintegro, which means ‘’reintegrate papers.’’
After the initial use of the export documents by
the shipper, these papers are often sold for others
to use, which can create opportunities for money
laundering.!”

16 For more information on trade-based money laundering and U.S. countermeasures see Appendix A.

17

For more information on reintegro, see: “Law Enforcement Efforts to Combat International Money Laundering Through Black Market

Peso Brokering,” House of Representatives Subcommittee on General Oversight and Investigations, Committee on Banking and Financial

Services, U.S. House of Representatives, October 22, 1997, at:

http://commdocs.house.gov/committees/bank/hba44337.000/hba44337 Of htm.
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GOAL 5

PROMOTE TRANSPARENCY IN
THE OWNERSHIP OF LEGAL
ENTITIES

T he organization and registration of certain
business entities, such as corporations,
limited liability companies, and trusts can be
accomplished in all State jurisdictions with minimal
public disclosure of personal information regarding
controlling interests and ownership. The current lack
of transparency prevents financial institutions from
identifying suspicious transactions and hinders law
enforcement investigations and prosecutions. Using a
State-registered business entity as a front is one way that
money launderers gain access to U.S. banks and other
domestic financial institutions.'®

FinCEN will enhance awareness of the misuse of
legal entities for money laundering, and, with OFAC
and other offices of the Treasury, will work with
State administrators to explore options to increase
transparency in the beneficial ownership of legal
entities. FinCEN, OFAC, the IRS, and the Federal
functional regulators will issue guidance on the risks
of providing financial services to shell companies.
Law enforcement agencies will target for prosecution
individuals who use the incorporation process to
facilitate money laundering.

® FinCEN, OFAC, the IRS, and the Federal functional
regulators will develop guidance for financial
institutions alerting them to the risks inherent in
providing financial services to shell companies
and other legal entities, and will suggest ways to
mitigate those risks consistent with applicable AML
and customer identification program regulations.

® FinCEN will publish an analytical study of the
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use of domestic legal entities, focusing on limited
liability companies, in financial crime and money
laundering.

Offices of the Treasury, including FinCEN and
OFAC, will develop and implement outreach
programs with State authorities and relevant
trade associations to explore legislative and
administrative options torequire the disclosure of
ownership information in the company registration
process. Outreach efforts will focus on those States
with the most significant organization activity
and those that are most often cited in Suspicious
Activity Reports involving shell companies and
other legal entities.

The Treasury, in conjunction with FinCEN and
the Federal functional regulators, will provide
necessary guidance to clarify points of question
about the customer identification program rule.

The Federal Bureau of Investigation (FBI) is
developing an internal working group that will
focus on service providers that form companies on
behalf of offshore criminal interests. The working
group will identify and develop actionable leads,
initiate investigations, and work cooperatively with
domestic and foreign law enforcement agencies
to combat threats to the United States posed by
criminal organizations operating through U.S.
shell companies and other legal entities.

8 For more information on the money laundering threats associated with legal entities see Appendix A.
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EXAMINE ANTI-MONEY
LAUNDERING REGULATORY
OVERSIGHT AND
ENFORCEMENT AT CASINOS

asinos are a high-volume cash-intensive industry

and are among a broad and varied group of

nonbank financial institutions that offer money
laundering opportunities outside the traditional financial
services system. A number of money laundering
schemes using casinos have been reported by foreign
and domestic law enforcement.!” The growth of the
casino industry in recent years has been driven primarily
by Native American tribes. A primary concern is to
ensure that tribal gaming commissions understand their
BSA compliance responsibilities.

FinCEN and the IRS will develop an aggressive
outreach and supervisory campaign to reach as
broadly as possible across the expanding universe of
casinos to enforce established AML programmatic,
reporting, and recordkeeping requirements. The law
enforcement community will work through the Indian
Gaming Working Group (IGWG), led by the FBI, to
monitor tribal casinos for criminal conduct.

GOAL 6

FinCEN will leverage Federal supervision and
enforcement resources by working with State
and Tribal authorities to harmonize regulatory
obligations, share information, and coordinate
enforcement actions.

FinCEN, in conjunction with the IRS, will enhance
outreach to the Native American casino regulatory
community to ensure the Native American tribes
that own casinos fully implement the applicable
BSA requirements, and to alert the sector to money
laundering and terrorist financing indicators.

FinCEN and the IRS will continue to implement
a revised examination methodology to identify
potentially non-compliant casinos. This new
approach incorporates input from the casinos
themselves, other regulators, and here law
enforcement.?

The FBI will continue to lead the IGWG to identify
investigative priorities and allocate resources
for investigations of Tribal casinos. The IGWG
consists of representatives from the FBI’s financial
crimes, public corruption, and organized crime
programs as well as representatives from other
Federal agencies.

% For more information on money laundering using casinos see Appendix A.

2 The IRS Tax Exempt and Government Entities — Office of Indian Tribal Governments is responsible for: (1) identifying all Tribal casinos
subject to BSA regulation; (2) conducting and documenting BSA outreach; (3) maintaining a compliance database; and (4) assisting IRS
SB/SE BSA with Tribal protocol issues and BSA examination case selection. The IRS SB/SE BSA unit is responsible for conducting BSA

examinations of Tribal casinos.
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IMPLEMENT AND ENFORCE
ANTI-MONEY LAUNDERING
REGULATIONS FOR THE
INSURANCE INDUSTRY

nonbank financial service providers that offer a

wide variety of financial products. In addition
to traditional insurance policies, insurers today also
market savings and investment products and tax
planning services. These various financial products
and services can offer criminals opportunities for
money laundering.”’ A number of money laundering
methods have been used to exploit insurance products,
primarily life insurance policies and annuities.

l nsurance companies are among a broad class of

Regulatory, supervisory, and law enforcement agencies
will coordinate to enforce regulations that extend
AML programmatic, reporting, and recordkeeping
requirements to the insurance industry.

® FinCEN will provide outreach and training to the
insurance industry to advise on the implementation
of two recent regulations regarding BSA
compliance obligations. Under the new rules,
certain U.S. insurance companies are required
to establish AML programs and file SARs. The
final rules apply to insurance companies that
issue or underwrite certain products that present
an increased risk for money laundering and other
illicit activity.

® FinCEN, in conjunction with the Federal

2007 National Money Laundering Strategy

banking regulators, will provide guidance on the
application of the recent insurance rules to banking
organizations that underwrite or sell insurance
products and are already subject to BSA compliance
obligations under the banking laws.

OFAC will work with State regulators and the
National Association of Insurance Commissioners
to promote detection and prevention of money
laundering schemes that may involve violations of
U.S. trade and economic sanctions.

IRS SB/SE BSA will work to sign an information-
sharing MOU with State insurance regulators. The
MOU provides both the IRS and the participating
State the opportunity to leverage resources for BSA
examinations, training, and outreach. FinCEN
and the IRS are also developing examiner training
materials.

21 For more information on money laundering using insurance products and U.S. countermeasures see Appendix A.
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SUPPORT GLOBAL
ANTI-MONEY LAUNDERING
CAPACITY BUILDING AND
ENFORCEMENT EFFORTS

( j ountries with lax AML regulation and
enforcement pose a national security threat to
the United States by providing a safe haven for

criminal enterprise. New payment and communications

technologies are opening up the world to transnational
crime and creating new options for cross-border funds

transfers.

The United States will work to detect, disrupt,
dismantle, and defeat money laundering networks
globally by promoting transparency in the international
financial system and encouraging cooperation and
coordination among diplomatic, financial, and law
enforcement authorities.  The United States will
provide education, training, and support for countries
seeking to protect themselves from money laundering
and will work against countries that facilitate money
laundering.

® U.S. law enforcement agencies will continue to
devote resources to training foreign counterparts in
the investigation of sophisticated money laundering
methods. Transnational crime presents a growing
challenge to the U.S. law enforcement community,
requiring support from investigators and law
enforcement agencies worldwide that understand
modern crime fighting techniques.

® DEA, through its co-chairmanship of the
International Drug Enforcement Conference
(IDEC), a forum of 57 countries represented by the
senior drug enforcement official for each country,
will implement, through the IDEC, a global money
flow strategy designed to identify and attack the
flow of illegal drug money as it transits the globe
from countries of drug abuse to countries of drug
supply and bank secrecy havens.

GOAL 8

® ICE, through its 56 international attaches, will

continue to provide technical assistance and
investigative support to foreign counterparts to
facilitate international investigations into money
laundering, bulk cash smuggling, and other
transnational financial crimes.

FinCEN will assist in the development of financial
intelligence units that will receive, analyze, and
disseminate financial intelligence to domestic law
enforcement and share financial information with
foreign counterparts.

The Departments of the Treasury, State, Justice,
and Homeland Security, the Federal functional
regulators, and the law enforcement community,
will work bilaterally, regionally, and through
multilateral organizations, in support of the

Financial Action Task Force (FATF) 40
Recommendations and Nine Special
Recommendations  for  preventing money

laundering and terrorist financing.

The Department of State will continue to design,
coordinate, and support efforts to develop
comprehensive AML regimes globally, regionally,
and bilaterally with the interagency community
and through multilateral organizations including
the United Nations Global Programme Against
Money Laundering, the Organization of American
States, the Pacific Islands Forum, and the FATF-
Style Regional Bodies.

The Federal bank regulators will continue to provide
training and technical assistance to foreign bank
supervisory officials for the development of AML
compliance programs and program supervision.

The Treasury, in consultation with the Departments
of State and Justice, and other agencies as
appropriate, will use Section 311 of the USA
PATRIOT Act to safeguard our financial system
from foreign money laundering threats. Under
this authority, U.S. financial institutions may be
required to take one or more special measures
when dealing with a foreign jurisdiction, financial
institution, class of transaction, or type of account
designated to be of primary money laundering
concern.
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® In conjunction with the National Strategy to
Internationalize Efforts against Kleptocracy, launched
in August 2006, the U.S. Government will employ its
tools and authorities to target, trace, seize, and forfeit
assets misappropriated by current and former senior
foreign government or political officials, their close
associates, and immediate family members or other
politically exposed persons and deny them access to
the international financial system.

The Treasury, in collaboration with the Department
of State, the Federal banking regulators, and other
agencies as appropriate, will work directly with the
private sector on AML program implementation
in regions of global strategic significance. This
initiative complements the development and
implementation of jurisdictional AML controls.

The Treasury will continue working closely with
the International Monetary Fund (IMF) and the
World Bank Group to promote member country
programs against money laundering and will
continue to help guide improvements through
targeted technical assistance both directly and
through the IMF and World Bank. By the end of
2005, the IMF and World Bank had conducted
more than 50 assessments of member countries’
compliance with the standards of the FATF and
had provided technical assistance on related
projects in more than 125 countries. The Treasury
is also working with the multilateral development
banks to strengthen their internal controls, and is
encouraging the regional development banks to
carry out internal risk assessments similar to those
undertaken by the World Bank.
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® ICE will compile investigative data, using the
Treasury Enforcement Communications System

|M PROVE HOW WE M EASU RE (TECS 1I), which serves as the ICE investigative
OUR PROGRESS database for case management. TECS II contains

data relating to transnational and cross-border
financial crimes, including bulk cash smuggling
violations, cases involving failure to file a Report
of International Transportation of Currency or
Monetary Instruments (CMIR)*, and money
laundering cases.

easuring the scope of the money laundering

threat and the effectiveness of law

enforcement and regulatory countermeasures
remains a challenge. There are no objective, quantitative °
benchmarks that provide a starting point because of the
unreported volume of financial crime. All efforts to
quantify the problem are estimates. 2

FinCEN and other offices of the Treasury will
work with the Federal law enforcement community
to develop a process to evaluate and report on
law enforcement’s use of BSA reporting in their
investigations. This information will provide
meaningful feedback to the financial community on

Traditional measures of our effectiveness against the value of this information to law enforcement,
money laundering, such as the volume of seized and will assist institutions in the enhancement of
or forfeited assets, indictments, and BSA (filings, their AML and Suspicious Activity Reporting
although imperfect, do offer useful information programs.

and are indicators of the progress the United States
is making against money laundering. The United
States must work toward more effectively identifying
and connecting criminal activity, illicit cash, money
laundering methods, cases, and outcomes.

® OCDETF will support the compilation of money
laundering prosecution statistics by providing
data contained in its management information
system regarding results achieved in OCDETF
designated cases. OCDETF collects data on 14
primary money laundering activity categories
to evaluate the program’s progress toward
attacking the financial infrastructure of major drug
trafficking organizations. These 14 categories
cover the most prevalent and sophisticated money
laundering methods used by major drug trafficking
organizations.

22 The FATF Mutual Evaluation Report (MER) of the United States, supra note 1 and accompanying text, measures the U.S. AML/CFT
regime against the FATF 40 Recommendations and 9 Special Recommendations and is a significant benchmark of the effectiveness of
the U.S AML/CFT system. .

23 31 U.S.C. 5316 requires individuals to report the transport or transfer of more than $10,000 in currency or monetary instruments into or out
of the United States.
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U.S. Money Laundering Threat Assessment APPENDIX A

Appendix A: U.S. Money Laundering Threat Assessment
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