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(500)-30     Organizational Roles and Responsibilities
The following presents a summary of the five main functions within the Office of Information Technology (OIT) and their areas of responsibility.

30.1   Research and Development.

Primary Functions: Enterprise Architecture, and Prototype Team
Research and Development is comprised of two distinct groups.  

The TIGTA Enterprise Architecture group is responsible for developing and maintaining the TIGTA Enterprise Architecture (EA), which consists of a series of work products and process setup to serve as guidelines for managing the relationship between information technology and business operations.  This serves as the primary mechanism for TIGTA to comply with Clinger-Cohen and other Federal and Department policies and mandates.  The EA group is responsible for identifying and assessing organizational business IT objectives and enterprise architecture standards.  This includes identifying and developing business need justifications, technical alternatives, resource estimates, and cost benefits.  The EA group works with the functional business units and TIGTA IT directors to ensure that all IT procurements, services, and projects are compliant with established EA guidelines.  The group membership consists of the Chief Enterprise Architect who acts in the capacity of the EA Program Manager and EA management analysts and business unit liaisons.

The second group is the Prototype section.  The Prototype lab is responsible for functional and compatibility testing of TIGTA hardware and software, technology evaluation and product selection, Planning, Design and Testing of all O/S components related to workstation and server configuration.  This group is also responsible for recommending efficient and cost effective solutions for meeting business requirements.

30.2   Systems Management.
Primary Functions: Network Administration, Telecommunications, E-Mail, Helpdesk, and Web Services

Systems Management is comprised of three System Administrator groups: System Administration – East; System Administration – West; and Corporate Resources.  The first two groups specialize in the day-to-day activities necessary to keep the network up and running, splitting the country into two service territories that use the line created by the intersection of the Mississippi and Ohio Rivers as the territorial divider.  The Corporate Resources group is organized into teams specializing in telecommunications, electronic messaging, helpdesk and web services.  Although these groups are structured around the primary activities noted above, all Systems Administrators will perform the full range of duties as necessary.

The Assistant Directors for the Network Administration groups – East and West will serve as the contact points for any IT considerations in space acquisitions and/or renovations.

30.3   Data Management.
Primary Functions: Data Warehousing and Data Administration
Data Management is comprised of the Data Warehousing group and the Data Administration group.  The Data Warehousing group has two primary functions.  The first is to work with TIGTA’s business units (Audit, Investigations, Management Services, and Counsel) to identify and house data in a central location that will assist the business units in meeting their mission.  The second is to develop methodologies for making the housed data accessible to the business units for analysis.

The Data Administration group has two primary functions.  The first is the loading of the data on the systems at the central location.  The second is to maintain the hardware and software for the systems housing the data.  This group also assists in maintaining the housed data.

30.4   

30.4 Applications Section.
Primary Functions: Software Development and Support
The Application Section is comprised of the Development Team (ADT) and the Support Team (AST).  The ADT is responsible for developing customized software solutions for TIGTA.  The ADT follows and employs the Federal software development life-cycle for analysis, design, development, integration and testing.  The ADT also coordinates development and support of intra-agency and IG community software initiatives.

The AST is responsible for providing support for customized and COTS business applications.  Support includes database administration, systems administration, support of production versions of customized software, level-2 customer support as well as user and system technical writing.  The AST provides imports and extracts of database information for PARIS, ALERTS, NBIC, PDT, etc.  They also address request for ad hoc reports, queries, and extracts from these various databases.  

The AST also manages and coordinates the TIGTA IT User's Group; the development and issuance of TIGTA-wide policy and guidance; and implements and monitors systems used in coordinating policy and guidance of OIT programs, i.e., records management, property management, and the Internal Management Document System (IMDS).

30.5  Security Section
Primary Functions: System Certifications and Accreditation, Security Policy

Development, Compliance Review 

The scope of the TIGTA – IT Security Program is to provide TIGTA with the Security Infrastructure to support all components of the TIGTA Enterprise Architecture, discrete automated data processing systems and communications systems used in support of the TIGTA Charter. 

The objective of the IT Security Program is the protection of TIGTA’s assets through establishing Policies and Standard Operating Procedures.  TIGTA assets are classified as equipment (desktops, notebooks, servers, telecommunication, peripheral, etc), information (proprietary or custodial), physical location and personnel.  The protection of the TIGTA assets will be accomplish by:

· Identifying security requirements

· Establishing Policies and Operating Procedures

· Performing risk/vulnerability assessments

· Implementation of Public/Private Key Infrastructure (PKI)

· Accreditation and Certification of TIGTA systems/applications

· Users security awareness training

· Ensure compliance with existing information security laws, OMB circulars Treasury Directives and other regulations as they apply

· Ensuring the implementation of security controls in compliance with the Treasury and TIGTA IT Security Requirements

· Monitoring for compliance to Security Policies, Procedures and Standards

The IT Security Program area will be involved with all TIGTA initiatives to ensure that TIGTA assets are appropriately protected throughout the life cycle of the initiative.

The IT Security Program under the direct authority of the AIG-IT directs and supports IT protection practices, policies and procedures of the TIGTA assets through the development, implementation and monitoring of security features within TIGTA Enterprise. 
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