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CHAPTER 400 - INVESTIGATIONS 

(400)-370     Electronic Crime Investigations            

[bookmark: Overview]370.1   Overview.  
This section includes the following information regarding electronic crime investigations:

· Electronic Crimes
· Cybercrime Investigations Group
· Consulting with Cybercrimes
· Computer Investigative Support Officer Program

370.1.1   Acronyms Table. 
[bookmark: CICT]
[bookmark: ElectronicCrimes][bookmark: DFS]370.2   Electronic Crimes.   
Electronic crimes or “cybercrimes” are defined as illicit activities that are conducted predominantly on computers, through cyberspace (e.g., the Internet, the IRS network, etc.), or as activities that involve violations of Federal statutes or administrative guidelines which require a technical interpretation of electronic evidence or data to prove or disprove the offense.  

Some specific examples of electronic crimes include, but are not limited to:

· Investigations where the primary offense involves statutes specific to computers and networks by definition, such as Title 18 United States Code (U.S.C.), Section 1030, Fraud and Related Activity in Connection with Computers
· Common offenses under 18 U.S.C. 1030 include a broad range of offenses, such as elevation of privileges to gain access to network resources a user should not be accessing; computer intrusions; unauthorized access of computer files and resources; electronic sabotage or attacks against the IRS network; and trafficking in illicit computer credentials;      
· Internet fraud investigations, such as phishing and online impersonation scams;  
· Attacks against, or abuse of, public facing IRS systems; and
· Electronic impersonation (e.g., e-mail, websites, etc.) involving IRS resources. 

Electronic crime investigations often require specialized training and equipment to conduct technical analysis, which must subsequently stand up to scrutiny during administrative or legal proceedings.  Given the specialized nature of these types of investigations and the fact that electronic crimes often involve multiple jurisdictions with differing legal requirements, the Electronic Crimes and Intelligence Division (ECID), Cybercrime Investigations Group (Cybercrimes), is the designated group responsible for conducting all electronic crimes investigations in OI.  
[bookmark: CybercrimesInvestigationsGroup]370.3   Cybercrime Investigations Group.  
Cybercrimes identifies and investigates electronic crimes, or violations which have the potential to compromise IRS networks, and/or corruptly interfere with the IRS ability to conduct electronic tax administration, both internally and externally.    
  
Cybercrimes provides technical investigative assistance to OI when unique or specific technical issues normally investigated by Cybercrimes are encountered.  In these situations, Cybercrimes can provide investigative guidance in the following areas:

· Network incident response analysis, and investigation; 
· Identifying and mitigating external threats to electronic tax administration;
· Assisting AUSAs and SAs with prosecution of complex network investigations;
· Preserving electronic evidence “chain of custody;”
· Providing technical advice on obtaining court orders, search warrants and subpoenas associated with network investigations;
· Supporting joint operations with IRS Computer Security Incident Response Center (CSIRC) that contain a central point for reporting and analysis, sharing response efforts, and providing investigative support, as appropriate;
· Conducting and assisting with interviews relative to network-related investigations;
· Network vulnerability identification and assessments;
· Recommending preventive, recovery, or mitigation strategies for internal or external vulnerabilities or attacks;
· Electronic intelligence collection concerning network vulnerability;
· Research and development; and 
· Recommending improvements and system enhancements.

[bookmark: ConsultingwithCybercrimes]370.4   Consulting with Cybercrimes.  
The SAC-ECID or ASAC-Cybercrimes should be consulted prior to the initiation of electronic crimes investigations.  

The SAC-ECID or ASAC-Cybercrimes may defer electronic crimes investigations to the field on a case-by-case basis.  Because electronic evidence is extremely perishable (subject to being deleted or overwritten), potential investigations should be discussed with the SAC-ECID or ASAC-Cybercrimes as soon as possible.  This consultation should be noted on Form OI 6501, Chronological Case Worksheet.  

[bookmark: DFSResponsibilities][bookmark: RequestingDFSSupport][bookmark: SubmittingItemsforExamination][bookmark: StorageofDigitalEvidence][bookmark: ComputerRelatedInvestigations][bookmark: CISOProgram][bookmark: ExternalAgencyAssistance]370.5   Computer Investigative Support Officer Program.  
The Computer Investigative Support Officer (CISO) Program has a dual mission:  to assist the Digital Forensic Support (DFS) Group with seizing electronic media and to support their divisions with technology-related investigations.  Each field division SAC will designate one or more CISO candidate(s) with the recommendation of the DFS ASAC, who will coordinate a technical assessment and interview of each candidate. 
[bookmark: CISOActivities][bookmark: _GoBack]370.5.1   CISO Activities.   CISOs conduct their activities as a collateral duty.  ASACs should balance the the CISO’s investigative caseload with their CISO activities.

CISO activities include, but are not limited to, the following:

· Supporting technology-related investigations in their area of responsibility;
· Seizing computers and other media when DFS agents are not available;
· Assisting DFS agents with search warrant executions; 
· Maintaining liaison with the DFS agent who supports the CISO’s division and with DFS program management; and
· Maintaining liaison with others in the law enforcement community specializing in technology-related investigations.

See Section 40.8 of this chapter for additional information on collateral duties.  

370.5.2   CISO Training.  CISOs will receive initial training provided by DFS agents.  Continuing training may be provided by the Federal Law Enforcement Training Center (FLETC); the Defense Cyber Investigative Training Academy (DCITA); or other approved sources.
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