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HSIN FS Portal Quick Guide

Department of the Treasury posts government reports related to cybersecurity and critical infrastructure protection on the DHS
Homeland Security Information Network (HSIN) Financial Services Portal. Examples of these reports include the following:
Department of the Treasury Financial Sector Cyber Intelligence Group (CIG) Circular, FBI/USSS Private Industry Notification
(PIN), FBI/DHS Joint Indicator Bulletin (JIB) and FBI Liaison Alert System (FLASH).

Membership in the HSIN Financial Services Portal is available to the following individuals:

. Financial Services Information Sharing and Analysis Center (FS-ISAC);

J Banking and Finance Sector Owners, Operators, their designees, Security Managers and Resilience Managers;
J Technology Services Providers to the Financial Sector;

. Banking and Finance Sector Trade Associations; and,

. Federal and State Financial Services Sector Regulators.

Access requests can be submitted via email to hsinci@hg.dhs.gov with the following information:

. Name;

. Work email address;

. Work phone number;

. Company / agency; and,
. Job title / responsibilities.

Once you have been approved for access, visit https://hsin.dhs.gov/ to logon using the required two-factor authentication. This
document contains screen shots illustrating how to view current documents and to setup email notification when new
documents are posted. Email notifications, once setup, save users from logging onto the system until they have received
notification that a document of interest has been posted.

Please contact hsinci@hg.dhs.gov with questions regarding access. Please contact CIG@Treasury.gov with questions regarding
HSIN Financial Services Portal contents.
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1. After account logon, select “Memberships” to view the Portals available to your account.
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2. Select “Financial Services” Portal.
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3. Users can view current documents on the Financial Services Portal home page. In order to setup email notifications,
select “Financial Services Document Library.”

Homeland Security - : : :
Site Actions Information Nerwork Community Directory | HSIN Central { My HSIN | Memberships

CI Home  Sector Overviews - Content Providers - Resources »  About CI - | FINANCTAL SERVICES [t Il g vl Search this site... Fo O
HSIN 3 FINANCIAL SE =

Libraries

e Welcome to the HSIN Joint Financial Services Portal.

Validation Tasks can access the SCC area.

Sector Coordinating

Source Topic Report Type Created Council
(] Archived Documents 6/25/2012 6:43 PM
E Private_Industry_Notification_150216-001_TLP_GREEN (1) &2new FBIL Cyber  Incident_Coverage 2/17/2015 4:35 PM Quicklinks to Recurring Reports
E JIB-14-201593C DHS_US-  Cyber  Incident_Coverage 2/13/2015 1:45 PM MICC Daily Post
CERT
< Diaily g 5
ff]  RCR Threat from Malware-Infected Consumer Products 02122015 DHS_NICC Cyber  Incident_Coverage 2/13/2015 1:40 PM DHS Daily Open Source Infrastructure Report
. .. . _ CERT/CIIN Advisory
E CIG Circular 34 - Malicious Cyber Actors Use of IPs Treasury Cyber  Incident_Coverage 2/11/2015 8:32 PM
E Private_Industry_MNatification_150210-001_TLP_GREEM FBI Cyber  Incident_Coverage 2/11/2015 5:46 PM RSS Viewer
'E Private Industry Motification (PIN) 150130-001_TLP_GREEN FBIL Cyber  Incident_Coverage 2/11/2015 5:45 PM .
Top Stories - Google News
E RCR -Steganography as a Means to Deliver Malware 01272015 DHS_I&A  Cyber  Reference 2/11/2015 5:44 PM
US judge in Texas blocks Obama's immigration plan - Reuters
E OCIA - Remote Controlled Model Aircraft Fact Sheet DHS_MICC Physical Reference 2/11/2015 5:41 PM
Haiti cancels carnival after more than a dozen are electrocuted atop
E MIFR-420864 DHS_US- Cyber  Incident_Coverage 2/11/2015 5:39 PM float - MiamiHerald.com
CERT

- B T T R T
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4. The “Financial Services Document Library” displays additional metadata for each document. In addition, this view
enables users to setup email notifications. Select “Library” under “Tools.”

S1

Homeland Security

Information Network HSIN Central

Community Directory My HSIN

Memberships

site Actions Browse

E

—

Document Library

CI Home Sector Overviews « Content Providers » Resources » About CI ~ Administration - Search this site...
I ——
Libraries
Type Nams Source Topic Report Type Incident Type Opponent Type Scope Created
Lists
. . Private_Industry_MNotification_150216- FBI Cyber Incident_Coverage Cyber_Attack-- Crime International_Scope 2/ 5 4:35 PM
validation Tasks -E 001_TLP_GREEN (1) &inew Widely_Targeted
JIB-14-201949C DHS_US-CERT Cyber  Incident_Coverage Cyber_Attack-- Unknown Actor International_Scope 2/13/2015 1:45 PM
— . Specifically_Targeted
4 Recycle Bin
Q All Site Content 'E RCR Threat from Malware-Infected DHS_NICC Cyber  Incident_Coverage Cyber_aAttack-- Unknown Actor International_Scope 2/13/2015 1:40 PM
Bz el Consumer Products 02122015 Widely_Targeted
'E CIG Circular 34 - Malicious Cyber Actors Treasury Cyber Incident_Coverage Cyber_ Aftack-- Unknown Actor International_Scope 2/11/2015 8:32 PM
Use of IPs Widely_Targeted
'E Private_Industry_MNotification_150210- FBI Cyber  Incident_Coverage Cyber_Attack-- Crime International_Scope 2/11/2015 5:46 PM
001_TLP_GREEN Widely_Targeted
'E Private Industry Motification (PIN) FBI Cyber  Incident Coverage Cyber_Attack-- Crime International_Scope 2/11/2015 5:45 PM
150130-001_TLP_GREEM Widely_Targeted
'E RCR -Steganography as a Means to DHS_T&A Cyber Reference Cyber_Attack-- Unknown Actor International_Scope 2/11/2015 5:44 PM
Deliver Malware 01272015 Widely_Targeted
'E OCIA - Remote Controlled Model Aircraft DHS_NICC Physical Reference Aircraft_as_Weapon-- Unknown Actor International_Scope 2/11/2015 5:41 PM
Fact Sheet Human_Caused
'E MIFR-420864 DHS_US-CERT Cyber  Incident_Coverage Cyber_Attack-- Unknown Actor International_Scope 2/11/2015 5:39 PM
Widely_Targeted
badl Defendina Aagainst Destructive Malware MNSA Cvber Reference Cvber Attack-- Unknown Actor International Scope 2/11/2015 5:36 PM
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5. Select “Alert Me” and then “Manage My Alerts” in the menu that will appear under “Alert Me.”

Validation Tasks

'a Recycle Bin
B Al site Content

Rl = = = S

® ©

2 = I = =

CIG Circular 35 - Iran-based Hacking Team
Registers Malicious Domains £ Hew

MIFR-427735 finew
MIFR-410717 &inew
PIN-150226-001_TLP GREEN

OCIA - Water Systems

FLASH-E-000051-TT_IP_TLP AMEER
FLASH-E-000051-TT_TLP AMBER

1B-15-10079-IP Addresses and Malicious Files
Associated with Healthcare Breach
IB-15-20026
Private_Industry_Motification_150216-
001_TLP_GREEN

JIB-14-20195C

RCR Threat from Malware-Infected Consumer
Products 02122015

CIG Circular 34 - Malicious Cyber Actors Use of IPs

Private_Industry_Motification_150210-

Treasury
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Cyber
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Cyber

Cyber

Cyber
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Cyber

Cyber

Cyber

Cyber

Cyber

Incident_Coverage

Incident_Coverage

Incident_Coverage
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Reference

Incident_Coverage

Incident_Coverage

Incident_Coverage

Incident_Coverage

Incident_Coverage

Incident_Coverage

Incident_Coverage

Incident_Coverage

Incident_Coverage

Cyber_Attack--
Widely_Targeted

Cyber_Attack--
Widely_Targeted

Cyber_Attack--
Widely_Targeted

Cyber_Attack--
Widely_Targeted

Cause_Not_spplicable
Cyber_Attack--
Widely_Targeted

Cyber_Attack--
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Cyber_Attack--
Specifically_Targeted

Cyber_Attack--
Widely_Targeted
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Unknown Actor

Unknown Actor

Unknown Actor

Crime

Unknown Actor

Crime

Crime

Unknown Actor

Unknown Actor

Crime

Unknown Actor

Unknown Actor

Unknown Actor

Crime

International_Scope

International_Scope

International_Scope

International_Scope

International_Scope

International _Scope

International_Scope

International _Scope

International_Scope

International _Scope

International_Scope

International _Scope

International_Scope

International_Scope

3/3/2015 12:52 PM

3/2/2015 7:22 PM

3/2/2015 7:21 PM

2/27/2015 8:23 PM

2/27/2015 8:04 PM

2/27/2015 8:03 PM

2/27/2015 8:02 PM

2/23/2015 2:29 AM

2/23/2015 2:23 AM

2/17/2015 4:35 PM

2/13/2015 1:45 PM

2/13/2015 1:40 PM

2/11/2015 8:32 PM

2/11/2015 5:46 PM

Library Taols HSI Homeland Security - :
Site Actions o o — Library Information Network Community Directory HSIN Central My HSIN Memberships
= ShowTaskPane =g [P Modify View » Cument View: lg] Connect to Qutlook |_, /’_ ! @ 7
| . p ; &0 = L - @j
_\—) Show Totals T Tl Create Column | Al Documents  ~ @ Export to Excel @
Standard MNew Create . Sync to SharePoint Connect to Form Web  Edit MNew Quick Library Library  Workflow
View Row Refresh Data View Navigate Up 1-30 » M Workspace Office Open with Explorer Parts»  Library Step Settings Permissions Settings ~
View Format Datasheet Manage \Views / Connect & Export Customize Library Settings
Libraries
Type MName Type Incident Type Opponent Type Scope Created Modified
Lists

3/3/2015 12:53 PM

3/2/2015 7:23 PM

3/2/2015 7:22 PM

2/27/2015 8:24 PM

2/27/2015 8:05 PM

2/27/2015 8:04 PM

2/27/2015 8:03 PM

2/23/2015 2:30 AM

2/23/2015 2:25 AM

2/23/2015 2:21 AM

2/13/2015 1:46 PM

2/13/2015 1:41 PM

2/11/2015 8:33 PM

2/11/2015 5:48 PM
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6. Select “Add Alert.”

Homeland Security - ; ; _ ; T : s
Inﬁ)rlmtion Network Community Directory ; HSIN Central : My HSIN Memberships E g ;C

Hite Actions

My Alerts on this Site x _— NE¥r

IHANCIAL SERVICES {7
CI Home Sector Overviews - Content Providers - Resources » About CI « Administration - ()
Libraries

Delete Selected Alerts

=i Add Alert

Lists

Validation Tasks

\a] ReCycle Bin
(2n All site Content
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7. Make selections shown below and press “OK.” These steps setup email notifications for new/changed content.

Homeland Security / / I
Community Directory | HSINCentral | My HSIN | Memberships | i 4["

te Actions Information Network
—
EMNC]AL SERVICES
CI Home Sector Overviews - Content Providers « Resources ~  About CI « Administration = (¢
Libraries
Lists Delete 1 K il Cancel

validation Tasks Alert Title
T —

Enter the title for this alert. This is included in the subject of the notification sent for this alert.

Z Recycle Bin

23 All Site Content Delivery Method
Send me alarte b
Specify how you want the alerts delivered. D

Send URL in text message (SMS)

Change Type Only
Specify the type of changes that you want to be alerted to.

Send Alerts for These Changes
to filter alerts based on spedific criteria. You may also restrict your alerts to only
that show in a particular v

When to Send Alerts

ntly you want to be alerted. (mobile alert is only available for immediately

B cend notification immediately

Send a weekly summary

frequ

]

Specify how

Time:
Tuesday ¥|| 8:00PM V¥

Someone else changes a document created by me
Someone else changes a document last modified by me

Dekte g
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