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Final Report issued on
September 30, 2016

Highlights of Reference Number: 2016-20-094
to the Internal Revenue Service Chief
Information Officer.

IMPACT ON TAXPAYERS

In Fiscal Year 2015, the IRS collected more than
$3.3 trillion in Federal tax payments, processed
hundreds of millions of tax and information
returns, and paid about $403 billion in refunds to
taxpayers. In addition, the IRS employs over
80,000 people in 554 facilities nationwide. The
IRS relies extensively on computerized systems
to support its financial and mission-related
operations. Weaknesses within the IRS'’s
Information Technology Program could result in
computer operations that become compromised,
disrupted, or outdated, which could adversely
affect the IRS’s ability to meet its mission of
providing America’s taxpayers with top-quality
service by helping them understand and meet
their tax responsibilities and enforcing the law
with integrity and fairness to all.

WHY TIGTA DID THE AUDIT

TIGTA annually assesses and reports on the
adequacy and security of IRS information
technology as required by the IRS Restructuring
and Reform Act of 1998. Our overall objective
was to assess the progress of the IRS’s
Information Technology Program, including
security, improving tax systems and online
services, and operations for Fiscal Year 2016.

WHAT TIGTA FOUND

TIGTA has designated Security for Taxpayer
Data and IRS Employees as the number one
management and performance challenge facing
the IRS for the sixth consecutive year. While the
IRS continues to work toward securing tax

information and maintaining taxpayer privacy,
much work remains. TIGTA identified
weaknesses within the IRS’s cybersecurity
program in which three domains need significant
improvement (Information Security Continuous
Monitoring, Configuration Management, and
Identity and Access Management). TIGTA also
identified weaknesses in the electronic
authentication process controls. Additional
areas that need improvement include physical
security controls, backing up and restoring data,
and SharePoint controls.

In addition, the IRS continues to update its
systems in an effort to combat identity theft and
tax refund fraud. During the 2016 Filing Season,
the IRS implemented three new data elements
into its Return Review Program. As of

March 25, 2016, the IRS had detected

$72 million in suspected tax return refund fraud
that was directly attributable to the new data
elements. The IRS is testing additional new
data elements for future implementation.

The IRS continues to develop systems to
implement the Affordable Care Act and other tax
law changes. The IRS successfully tested the
functionality and security of the Affordable Care
Act Compliance Validation System. However,
the Foreign Account Tax Compliance Act
Program Withholding & Refund Release 2.0
system was built to requirements but has not
provided the intended business results. Finally,
TIGTA identified concerns with information
technology contract administration controls and
the enterprise e-mail acquisition.

WHAT TIGTA RECOMMENDED

Because this report was an assessment report
of the IRS’s Information Technology Program
based on TIGTA audit reports issued during
Fiscal Year 2016, TIGTA did not make any
recommendations.
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MEMORANDUM FOR CHIEF INFORMATION OFFICER
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FROM: Michael E. McKenney
Deputy Inspector General for Audit

SUBJECT: Final Audit Report — Annual Assessment of the Internal Revenue
Service Information Technology Program (Audit # 201620002)

This report presents the results of our assessment of the Internal Revenue Service’s (IRS)
Information Technology Program, including security, improving tax systems and online services,
and operations for Fiscal Year 2016.* This review is required by the IRS Restructuring and
Reform Act of 1998.2 This audit is included in our Fiscal Year 2016 Annual Audit Plan and
addresses the major management challenges of Security for Taxpayer Data and IRS Employees,
Implementing the Affordable Care Act and Other Tax Law Changes, Fraudulent Claims and
Improper Payments, Achieving Program Efficiencies and Cost Savings, and Improving Tax
Systems and Online Services.

Copies of this report are also being sent to the IRS managers affected by the report information.

If you have any questions, please contact me or Danny R. Verneuille, Acting Assistant Inspector
General for Audit (Security and Information Technology Services).

! Any yearly accounting period, regardless of its relationship to a calendar year. The Federal Government’s fiscal
year begins on October 1 and ends on September 30.

2 Pub. L. No. 105-206, 112 Stat. 685 (codified as amended in scattered sections of 2 U.S.C., 5 U.S.C. app.,

16 U.S.C.,,19U.S.C.,,22U.S.C.,,23U.S.C,,26 U.S.C,,31U.S.C.,38U.S.C.,and 49 U.S.C.).




Annual Assessment of the Internal Revenue
Service Information Technology Program

Table of Contents

BaCKQIOUNG.........oooiiiiccc st

RESUIES OF REVIBW ...t ettt ettt e e e,

Security and Privacy of Federal Tax Information..........ooooeeeeeeeeeeeeeeienn

Systems Development Supporting the Affordable Care Act and Other
TAX LAW CRANGES et eeeee e eeeeeeee e e e ee e eesenesneeennennns

Information Systems to Combat Identity Theft and Tax Refund Fraud........

Information Technology Contract Administration .........cooeeeeeeeeieeeeieeiine.

Achieving Program EFFICIENCY ....uueuee e

Appendices
Appendix | — Detailed Objective, Scope, and Methodology ............ccevenn.....

Appendix Il — Major Contributors t0 ThiS REPOI .....evvvveeeeeeeeceeeeeee e,

Appendix 1 — Report DiStribUtioN LISt .........eeeeeeeee e

Appendix IV — List of Treasury Inspector General for Tax
Administration RePOrtS REVIEWE.........uueeee e

Appendix V — Outcome Measures Reported in Fiscal Year 2016................

APPENdiX VI — GlOSSAIrY OF TOIMIS ..ot e e e e e e e




Annual Assessment of the Internal Revenue
Service Information Technology Program

ACA
CIO
DHS
EFDS
FATCA
FISMA
FY
GAO
HSPD-12
IPM
IRS
ISCM
IT

NIST
OMB
PIV
RRP
TIGTA

Abbreviations

Affordable Care Act

Chief Information Officer

Department of Homeland Security

Electronic Fraud Detection System

Foreign Account Tax Compliance Act

Federal Information Security Modernization Act
Fiscal Year

Government Accountability Office

Homeland Security Presidential Directive-12
Integrated Production Model

Internal Revenue Service

Information Security Continuous Monitoring
Information Technology

National Institute of Standards and Technology
Office of Management and Budget

Personal Identity Verification

Return Review Program

Treasury Inspector General for Tax Administration



Annual Assessment of the Internal Revenue
Service Information Technology Program

Backqground

The Internal Revenue Service (IRS) Restructuring and Reform Act of 1998 requires the
Treasury Inspector General for Tax Administration (TIGTA) to annually evaluate the adequacy
and security of the IRS Information Technology Program. This report provides our assessment
for Fiscal Year (FY) 2016.% The IRS collects taxes, processes tax returns, and enforces Federal
tax laws. In FY 2015, the IRS collected approximately $3.3 trillion in Federal tax payments,
processed hundreds of millions of tax and information returns, and paid approximately

$403 billion in refunds to taxpayers. Further, the size and complexity of the IRS add unique
operational challenges. The IRS employs almost 80,000 people in its Washington, D.C.,
headquarters and more than 550 offices in all 50 states, U.S. territories, and some U.S. embassies
and consulates. The IRS relies extensively on computerized systems to support its financial and
mission-related operations. As such, it must ensure that its computer systems are effectively
secured to protect sensitive financial and taxpayer data and are operating as intended. In
addition, successful modernization of IRS systems and the development and implementation of
new information technology applications are necessary to meet evolving business needs and to
enhance services provided to the American taxpayer.

The growth of the Internet over the past decade has changed consumer expectations as they
become increasingly more accustomed to using the Internet for anything from ordering telephone
service to conducting transactions with financial institutions using traditional online and mobile
devices. According to the IRS Strategic Plan (FY's 2014-2017), customers show a preference for
Internet-based service before trying other service channels such as telephones, paper, or in
person. The primary focus for the IRS over the past two decades has been to migrate taxpayers
to electronic filing. In FY 2015, 78.2 percent of individual taxpayers chose to file electronically,
a significant increase from 71.3 percent in FY 2010. Outside of filing activities, taxpayers also
use the Internet to download forms, view content, and check refund status. The IRS website
continued to get heavy use, with more than 493 million visits to IRS.gov during FY 2015. One
of the most popular online tools (Where’s My Refund?) handled a record-breaking 234 million
inquiries, a 24 percent increase over the prior year.

The IRS’s FY 2016 appropriations increased by $290 million to $11.2 billion over FY 2015
levels, with the increase being targeted to improve taxpayer service, combat identity theft, and
improve cybersecurity. Even with the increase for FY 2016, IRS appropriations remain about
7 percent below FY 2011 levels. As the Government Accountability Office (GAO) reported in

! Pub. L. No. 105-206, 112 Stat. 685 (codified as amended in scattered sections of 2 U.S.C., 5 U.S.C. app.,
16 U.S.C,19U.S.C.,22U.S.C,,23U.S.C,26 US.C.,31U.S.C,,38U.S.C,, and 49 U.S.C.).
2 See Appendix VI for a glossary of terms.
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March 2016, these declines have contributed to fluctuations in taxpayer service and longer wait
times on the telephones than taxpayers have historically experienced.

The Information Technology (IT) organization and other information technology expenses
comprise a significant portion of the IRS’s budget and play a critical role in enabling the IRS to
carry out its mission and responsibilities. The IRS’s FY 2016 appropriations included about
$2.5 billion for information technology investments; this represents 20 percent of the total IRS
budget. As previously discussed, the IRS received a $290 million increase to its FY 2016 budget
as compared to FY 2015 levels. Cybersecurity was allocated almost one-third of the funding,
solely from the Operations Support appropriation account. This funding included $7 million to
maintain the cybersecurity workforce (50 additional full-time equivalents).

Figure 1 illustrates FY 2016 information technology funding, generally aligning information
technology funds by an Associate Chief Information Officer (CIO) organization. The Associate
CIO User and Network Services organization is represented by two functional areas, Enterprise
Networks and End-User Equipment & Services, in order to provide budget transparency.

¥ GAO, GAO-16-695, IRS 2017 BUDGET: IRS Could Improve Presentation of Budget Data in Its Congressional
Justification (July 2016).
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Figure 1: IRS IT Organization FY 2016 Total Available Funding
(by Associate CIO Organization)*

Office of Chief Technology ~ Strategy &Planning
Officer (CTO) 537,522,453 (134)

5312,469,086 (11%) Cybersecurity

/ 5197,324,734 (7%)

Enterprise Netwaork

$163,700,765 (6%) \

Application Development

Enterprise Operations T RBO7,367,011 (30%)
5449 904, 188 (17%)

Affordable Care Act- PMO
5160.467,731 (6%%)

EnterpriseServices
5316,125,060 (12%)
Enterprise PMO
End-User Equipment & Services 592,074,185 (3%)
5189,430,184 (T%)

Source: TIGTA analysis of the IRS IT organization budget data as of July 2016 based
on information provided by the Associate CIO, Strategy and Planning, Financial
Management Services. *PMO = Program Management Office.

* The proportions of funding by Associate CIO areas or Associate CIOs with Business Systems Modernization
funding are overstated because not all of these funds will be spent this year.
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Figure 2 shows information technology funding for FY 2016 by funding source.

Figure 2: IRS IT Organization FY 2016 Total Available Funding
(by Funding Source)®

Affordable Care Act

Busines Systems $235,179,039 {9%)

Modernization
5566,481,774 (21%)

EarnedIncome Tax Credit
59,836,319 (0.4%)

Supplemerntal

$251,542,000 (9%)

Reimbursables

519,336,823 (0.7%)
Information Systems

51,644,009,461 (60%)

Source: TIGTA analysis of the IRS IT organization budget data as of July 2016 based on
information provided by the Associate CIO, Strategy and Planning, Financial
Management Services.

® The proportions of funding by Associate CIO areas or Associate CIOs with Business Systems Modernization
funding are overstated because not all of these funds will be spent this year.
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Figure 3 illustrates that, as of July 2016, the IRS had a total of 6,703 information technology
employees working across eight different business units.

Applications Development

Figure 3: Number of IT Organization Employees
by Business Unit (in Descending Order by Number of Employees)

Number of
Information Technology Business Unit Employees

Enterprise Operations

User and Network Services

Enterprise Services

Cybersecurity

Enterprise Program Management Office

Strategy & Planning

Office of the CIO*

Source: Treasury Integrated Management Information System as of July 2016. *As of July 7, 2016, the IRS
IT organization is now led by the CIO instead of the Chief Technology Officer. Where possible, all
references to the Chief Technology Officer have been revised to the CIO.

Applications Development is responsible for building, testing, delivering, and
maintaining integrated information applications systems, or software solutions, to support
modernized systems and the production environment.

Enterprise Program Management Office is responsible for the delivery of integrated
solutions for several of the IRS’s large-scale programs. It plays a key role in establishing
configuration management and release plans and implementing new information system
functional capabilities.

Cybersecurity is responsible for ensuring IRS compliance with Federal statutory,
legislative, and regulatory requirements governing confidentiality, integrity, and
availability of IRS electronic systems, services, and data.

Enterprise Operations provides computing (server and mainframe) services for all IRS
business entities and taxpayers.

Enterprise Services is responsible for strengthening technology infrastructure across the
enterprise, along with providing independent systems acceptability testing, final
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integration testing, and performance and integration testing on select IRS systems and
applications.

e Strategy and Planning collaborates with IT organization leadership to provide policy,
direction, and administration of essential programs, including strategy and capital
planning, performance measurement, financial management services, requirements and
demand management, and risk management.

e User and Network Services supplies and maintains all deskside (including telephone)
technology, provides workstation software standardization and security management,
inventories data processing equipment, conducts annual certifications of assets, provides
the Service Desk as the single point of contact for reporting an information technology
issue, and equips the Volunteer Income Tax Assistance program.

e The Office of the CIO includes the CIO, two Deputy Chief Information Officers, and
their staff. A Deputy Chief Information Officer serves as principal advisor to the CI1O
and provides executive direction and focus to help the organization increase its
effectiveness in delivering information technology services and solutions that align to the
IRS’s business priorities.

In July 2015, the IRS IT organization employed 7,042 employees, 339 more full-time personnel
than in FY 2016.

The compilation of information for this report was conducted at TIGTA offices in Dallas, Texas,
and New Carrollton, Maryland, during the period June through September 2016. The
information presented is derived from TIGTA audit reports issued between October 1, 2015, and
September 30, 2016. We also reviewed relevant GAO reports and IRS documents relating to
IRS information technology plans and issues. These audits and our analyses were conducted in
accordance with generally accepted government auditing standards. Those standards require that
we plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable
basis for our findings and conclusions based on our audit objectives. We believe that the
evidence obtained provides a reasonable basis for our findings and conclusions based on our
audit objective. Detailed information on our audit objective, scope, and methodology is
presented in Appendix I. Major contributors to the report are listed in Appendix Il. A list of
TIGTA audit reports used in this assessment is presented in Appendix 1V.
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Results of Review

During this annual review, we summarize information from the IRS’s IT organization program
efforts in systems security, development, and operations as required by the IRS Restructuring
and Reform Act of 1998. Overall, the IRS needs to ensure that it leverages viable technological
advances as it modernizes its major business systems and improves its overall operational and
security environments. Otherwise, the IRS’s computer operations could become compromised,
disrupted, or outdated, which could adversely affect the IRS’s ability to meet its mission of
providing America’s taxpayers with top-quality service by helping them understand and meet
their tax responsibilities and enforcing the law with integrity and fairness to all.

For FY 2016, TIGTA designated Security for Taxpayer Data and IRS Employees as the number
one management and performance challenge area for the sixth consecutive year. The IRS faces
the daunting task of securing its computer systems against the growing threat of cyberattacks.
Beyond the cyber threat, effective information systems security is essential to ensure that data
are protected against inadvertent or deliberate misuse, improper disclosure, or destruction and
that computer operations supporting tax administration are secured against disruption or
compromise.

Protecting the confidentiality of this sensitive information is paramount. Otherwise, taxpayers
could be exposed to loss of privacy and to financial loss and damages resulting from identity
theft or other financial crimes. According to the FY 2015 Office of Management and Budget
(OMB) report to Congress,® malicious actors continue to gain unauthorized access to, and
compromise, Federal networks, information systems, and data. During FY 2015, Federal
agencies reported 77,183 cybersecurity incidents to the U.S. Computer Emergency Readiness
Team, a 10 percent increase over the 69,851 incident reports in FY 2014. The U.S. Computer
Emergency Readiness Team receives computer security incident reports from the Federal
Government, State and local governments, commercial enterprises, U.S. citizens, and
international Computer Security Incident Response Teams. More specifically, from August 1,
2015, to July 31, 2016, the IRS reported 376 incidents to the U.S. Computer Emergency
Readiness Team. Of those 376 incidents, more than 80 percent (322) were from lost or stolen
information technology equipment, and the next highest category of incidents, at 5 percent (17),
involved successful malicious code attacks.

Security and Privacy of Federal Tax Information

The IRS is an attractive target to hackers because of its mission and the large amounts of tax data
it processes and stores. Whether it pertains to defending its networks, detecting when incidents

® OMB, Annual Report to Congress: Federal Information Security Management Act (Mar. 2016).
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occur, or remediating those incidents, the IRS takes the protection of taxpayer privacy very
seriously.

We performed several audits to assess the IRS’s efforts to protect its information and taxpayer
data. Some of these audits focused solely on how the IRS mitigates its information security
risks. We also reviewed electronic authentication process controls, data storage and backup, and
several areas addressing physical security controls.

Overall assessment of the IRS Information Security Program

The Federal Information Security Modernization Act of 2014, commonly referred to as the
FISMA, focuses on improving oversight of Federal information security programs and
facilitating progress in correcting agency information security weaknesses. The FISMA requires
Federal agencies to develop, document, and implement an agencywide information security
program that provides security for the information and information systems that support the
operations and assets of the agency, including those provided or managed by another agency,
contractor, or entity. The FISMA is supported by the OMB, the Department of Homeland
Security (DHS), agency security policy, and risk-based standards and guidelines published by the
National Institute of Standards and Technology (NIST) related to information security practices.

The FISMA directs Federal agencies to report annually to the OMB Director, the Comptroller
General of the United States, and selected congressional committees on the adequacy and
effectiveness of agency information security policies, procedures, and practices and compliance
with the FISMA. The DHS is responsible for the operational aspects of Federal cybersecurity,
such as establishing governmentwide incident response and operating the tool to collect FISMA
metrics.

For FY 2016, the DHS issued its FISMA Inspector General Reporting Metrics® with
three significant changes from last year.

1) The DHS organized the FY 2016 Inspector General FISMA Reporting Metrics around the
five information security functions outlined in the NIST Framework for Improving
Critical Infrastructure Cybersecurity (Cybersecurity Framework):° Identify, Protect,
Detect, Respond, and Recover. Eight security program areas evaluated in prior FISMA
evaluations were aligned within the Cybersecurity Framework functions and included:
Risk Management, Contractor Systems, Configuration Management, Identity and Access
Management, Information Security Continuous Monitoring, Incident Response, Security
and Privacy Training, and Contingency Planning.

"Pub. L. No. 113-283. This bill amends chapter 35 of title 44 of the United States Code to provide for reform to
Federal information security.

8 DHS, FY 2016 Inspector General Federal Information Security Modernization Act of 2014 Reporting Metrics
(Version 1.1.1, Aug. 2016).

° NIST, Framework for Improving Critical Infrastructure Cybersecurity (Version 1.0, Feb. 2014).
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2) The DHS implemented a new scoring methodology based on five levels of maturity:
Ad-Hoc (level 1), Defined (level 2), Consistently Implemented (level 3), Managed and
Measureable (level 4), and Optimized (level 5). Agencies with programs that score at or
above the Managed and Measureable level for a NIST Cybersecurity Framework
function are considered to have “effective” programs within that area in accordance with
the definition of effectiveness in NIST Special Publication 800-53.° To score at or above
the Managed and Measurable level, all metrics listed under the Defined and Consistently
Implemented levels must be met, plus half or more of metrics listed under Managed and
Measureable must be met.

3) The DHS, in coordination with other key stakeholders, continued the effort begun in
FY 2015 to develop maturity models. In addition to the Information Security Continuous
Monitoring maturity model, which was included in the FY 2015 Inspector General
FISMA Reporting Metrics, the FY 2016 Inspector General FISMA Reporting Metrics
included a maturity model for the Incident Response program area.

During our FY 2016 FISMA review," we found that the IRS has established an information
security program that is generally aligned with applicable FISMA requirements, OMB policy
and guidance, and the NIST standards and guidelines. However, due to program attributes not
yet implemented, the IRS’s Information Security Program is not fully effective. Based on the
DHS’s scoring methodology for the FY 2016 FISMA evaluation period, three security functions
rated as “not effective” and two security functions rated as “effective” as shown in Figure 4.

% The Inspector General FISMA Reporting Metrics leverage NIST Special Publication 800-53, Rev. 4, Security and
Privacy Controls for Federal Information Systems and Organizations (Apr. 2013, updated Jan. 2015), which defines
security control effectiveness as the extent to which security controls are implemented correctly, operating as
intended, and producing the desired outcome with respect to meeting the security requirements for the information
system in its operational environment or enforcing/mediating established security policies.

1 TIGTA, Ref. No. 2016-20-092, Treasury Inspector General for Tax Administration — Federal Information
Security Modernization Act Report for Fiscal Year 2016 (Sept. 2016).

Page 9



Annual Assessment of the Internal Revenue
Service Information Technology Program

Figure 4: Security Function Effectiveness Based on
the Implementation of DHS-Specified Attributes

Cybersecurity

Framework FY 2016 Inspector General Eg:elf::;/e
Security FISMA Metric Domains Functio)rll
Functions
Identify e Risk Management (met 13 of 16 attributes) No

e  Contractor Systems (met all attributes)

e Configuration Management (did not meet a majority of
attributes)

Protect e Identity and Access Management (did not meet a No

majority of attributes)

e  Security and Privacy Training (met all attributes)

e Information Security Continuous Monitoring (maturity

Detect model level of two) "
Respond e Incident Response (maturity model level of four) ves
Recover e Contingency Planning (met all attributes) ves

Source: TIGTA’s evaluation of security program attributes, which provided the basis for
determining whether security functions were rated “effective” or ““not effective.”

We found that three security program areas (Contractor Systems, Security and Privacy Training,
and Contingency Planning) met all performance attributes. The Risk Management program area
needed improvement on three of 16 performance metrics, related to ensuring that 1) system
interconnections in use had proper authorization or security agreements, 2) Plans of Action and
Milestones were maintained and effective for correcting security weaknesses, and 3) an insider
threat detection and prevention program is implemented.

The IRS has formalized its incident response program through the development of
comprehensive incident response policies, plans, and procedures consistent with the FISMA,
NIST standards, and OMB guidance. Based on the maturity model issued in the FY 2016
Inspector General FISMA Reporting Metrics for this program area, the IRS’s incident response
program has achieved a maturity level of four, Managed and Measurable, on the scale of one to
five. The IRS successfully demonstrated all nine of the level-four attributes. However, TIGTA
provided a comment on one metric (Metric 4.3.1.2) related to ensuring that key incident response
personnel have the appropriate knowledge, skills, and abilities to successfully operate this
mission-critical program.
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We determined that three metric domains need significant improvement in order for the IRS to
meet all performance attributes.

Information Security Continuous Monitoring (ISCM)

The ISCM program area is at a maturity level of two (Defined) on the DHS’s scale of one
to five. The OMB requires Federal agencies to implement an ISCM program that
automates asset management and maintains secure configuration of assets in real time. In
July 2014, the Department of the Treasury decided to adopt a uniform approach to ISCM
across the Treasury and to use the toolset selected by the DHS to meet the program
requirements. The DHS is in the process of procuring a standard set of cybersecurity
tools and services for use by Federal agencies. This toolset will include sensors that
perform automated searches for known cyber flaws and send the results to dashboards
that inform system managers in real time of cyber risks that need remediation.

When implemented, ISCM is intended to provide security automation in 11 domains:
Vulnerability Management, Patch Management, Event Management, Incident
Management, Malware Detection, Asset Management, Configuration Management,
Network Management, License Management, Information Management, and Software
Assurance. The IRS is working in concert with the DHS’s implementation phases, and
currently performs ISCM-related activities using numerous templates and tools deployed
within the enterprise.

Configuration Management

The Configuration Management program area did not meet the majority of the attributes
specified by the DHS. The IRS has established standard baseline configurations for
information systems and system components. In addition, the IRS uses automated
compliance tools to scan for improper configurations, vulnerabilities, and software
flaws. However, deficiencies continue to exist in ensuring baseline configurations are
maintained and reported vulnerabilities are corrected timely. In addition, the IRS is still
working to expand a standard automated process to deploy operating system patches
Service-wide. Eventually, the IRS’s Configuration Management program area will
benefit from the implementation of ISCM, which intends to use automation to produce an
accurate inventory of devices and software on the IRS network and to automate
configuration management of these devices and software in near real time.

Identity and Access Management

The ldentity and Access Management program did not meet a majority of the attributes
specified by the DHS. The IRS has made progress in implementing the use of personal
identity verification (PIV) cards for network and remote access in compliance with
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Homeland Security Presidential Directive 12 (HSPD-12)," but more work is needed to
enforce PIV card access to systems and for physical access to IRS facilities.

Also, the IRS has not consistently implemented controls to ensure that:
0 Users are not granted more access than they need.
0 The use of administrative privileges is tracked and periodically reviewed.
0 Accounts are terminated when no longer required.
0 The use of shared accounts is controlled.

In addition to our FY 2016 FISMA work, the GAO conducted its annual IRS financial statement
audit on the IRS, which includes evaluating security controls over the IRS’s financial systems.
During FY 2016, the GAO stated that the IRS continued to make progress in implementing an
effective Information Security Program. The IRS has a well-organized framework for its
program, such as assessing risk for its systems and developing security plans. However, the
GAO concluded that significant weaknesses remaining in implementing the security controls
limited their effectiveness in protecting the confidentiality, integrity, and availability of financial
and sensitive taxpayer data.”® Specifically, the IRS had not updated key mainframe policies and
procedures to address issues such as comprehensively auditing and monitoring access. Further,
the IRS had not ensured that many of its corrective actions to address previously identified
deficiencies were effective.

Electronic authentication process controls

The increasing number of data breaches in the private and public sectors means more personal
information than ever before is available to unscrupulous individuals. Much of these data are
detailed enough to enable circumvention of most authentication processes. As such, it is critical
that the methods the IRS uses to authenticate individuals’ identities provide a high level of
confidence that tax information and services are provided only to individuals who are entitled to
receive them. The risk of unauthorized access to tax accounts will continue to grow as the IRS
focuses its efforts on delivering online tools to taxpayers. The consequences of unauthorized
accesses include expanding the taxpayers’ preexisting identity theft issues and potential delays in
tax return processing while identity theft issues are resolved.

12 DHS, HSPD-12, Policy for a Common Identification Standard for Federal Employees and Contractors, was
signed by President Bush on August 27, 2004. This directive established a new standard for issuing and maintaining
identification badges for Federal employees and contractors entering Government facilities and accessing computer
systems. The intent was to improve security, increase Government efficiency, reduce identity fraud, and protect
personal privacy. Agencies are required to use PIV badges (also referred to as SmartlD cards) to access computer
systems (logical access).

3 GAO, GAO-16-398, Information Security: IRS Needs to Further Improve Controls Over Financial and Taxpayer
Data (Mar. 2016).

Page 12



3

2 Annual Assessment of the Internal Revenue
-@‘) 5 Service Information Technology Program
'{’0 .

UL ORI

The IRS deployed the Get Transcript application on its public website (www.IRS.gov) in
January 2014. This application allows taxpayers to view and download their tax information,
such as account transactions, line-by-line tax return information, and income reported to the IRS.
From October 1, 2014, through April 15, 2015, the IRS provided 23 million transcripts to
individuals using the Get Transcript application.

On May 14, 2015, the IRS Computer Security Incident Response Center identified a significant
number of undeliverable e-mails sent by the online authentication system. These e-mails were
the confirmation code e-mails that the system sends individuals attempting to establish an online
account. The Computer Security Incident Response Center reported the backlog of
undeliverable e-mails to the Information Technology organization’s Cybersecurity function.
Cybersecurity function officials and the Office of Compliance and Analytics analyzed the
e-mails. Based on its results, the IRS removed the application from its website on May 21, 2015.

As a result of this incident, the IRS determined that of 124,870 successful accesses™ by
unauthorized individuals, the individuals successfully obtained a tax transcript in 113,383 of the
access attempts (a tax transcript was not viewed in the remaining 11,487 access attempts). For
the 113,383 Social Security Numbers used in these accesses, 95,181 tax returns were filed in
Processing Year 2015 as of November 30, 2015. The IRS determined that 59,970 of these
returns warranted review because they were filed after the account was breached through the
Get Transcript application. IRS analysis of these returns identified:

e 34,201 tax returns that were detected and treated as likely identity theft. The IRS
prevented a total of $119,026,062 in refunds claimed on these returns.

e 22,318 tax returns that were not treated as identity theft. The IRS paid a total of
$62,196,854 in refunds claimed on these returns.

e 2,869 tax returns that were likely filed by the innocent taxpayer because the returns report
either a balance due or a zero amount owed, i.e., the returns do not claim a refund.

In an audit of the IRS’s response to the Get Transcript incident,™ we found that in addition to
failing to identify all individuals affected by the Get Transcript application breach, the IRS did
not have complete knowledge of what was being screened at the Integrated Enterprise Portal, and
thus it was unaware of the weaknesses related to detecting automated attacks or which tools it
might need to address them. Audit log reports were also not being adequately monitored, and the
IRS did not provide responsible staff with the tools and training needed to monitor and analyze
large amounts of audit log data.

1 The attackers were able to mimic taxpayers because they had a significant amount of information on taxpayers
prior to the attack, which they had obtained from non-IRS sources.

B TIGTA, Ref. No. 2016-20-082, Improvements Are Needed to Strengthen Electronic Authentication Process
Controls (Sept. 2016).
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The IRS has undertaken a number of steps to improve systems and provide for more secure
authentication, including strengthening application and network controls. For example, the IRS
worked with the United States Digital Service' to identify its most pressing needs and
implement an appropriate method of delivering secure account multifactor authentication. The
IRS completed a number of electronic authentication improvements to implement stronger
authentication, including requiring that users establish profiles, preventing one-to-many
relationships for identity information (for example, an e-mail address cannot be used by more
than one user), and sending a letter to taxpayers when they first create a login and password for
any web application on IRS.gov. The IRS relaunched the Get Transcript application in

June 2016.

Although the IRS recognizes the growing challenge it faces in establishing effective
authentication processes and procedures, we identified that the IRS has not established a
Service-wide approach to managing its authentication needs.'” As a result, the level of
authentication the IRS uses for its various services is not consistent. The IRS has a need to
authenticate individuals’ identities at two primary points of interaction—filing and processing a
tax return and providing account-related services. The IRS offers a number of methods for
taxpayers to interact with the IRS, e.g., online, in person, and by telephone. Different access
methods may require different authentication processes. The existence of differing levels of
authentication assurance among the various access methods increases the risk of unscrupulous
individuals accessing and obtaining personal taxpayer information or defrauding the tax system.
Unscrupulous individuals can identify the weakest points of authentication and exploit them to
inappropriately gain access to tax account information.

Securing data storage

In December 2010, the U.S. CIO called for a shift to a “Cloud First” policy for the Federal
Government to allow agencies to optimize spending and to reinvest in their most critical mission
needs.® In February 2011, the U.S. CIO published the Federal Cloud Computing Strategy,
requiring Federal agencies to evaluate safe, secure cloud computing options before making any
new information technology investments.* According to the NIST, cloud computing is a model
for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable
computing resources, e.g., networks, servers, storage, applications, and services, that can be

18 The United States Digital Service is part of the Federal Chief Information Officer Team and is tasked with
working with agencies to ensure that they have the resources and talent needed to deliver great services on time, on
specifications, on budget, and with optimal user functionality.

Y TIGTA, Ref. No. 2016-40-007, Improved Tax Return Filing and Tax Account Access Authentication Processes
and Procedures Are Needed (Nov. 2015).

'8 The White House, U.S. CIO Vivek Kundra, 25 Point Implementation Plan to Reform Federal Information
Technology Management (Dec. 2010).

9 The White House, U.S. CIO Vivek Kundra, Federal Cloud Computing Strategy (Feb. 2011).
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rapidly provisioned and released with minimal management effort or service provider
interaction.?

The Enterprise Storage Services Program provides enterprise storage for IRS data, including
taxpayer and other sensitive data. The IRS reported significant cost savings with its migration of
production data into the Enterprise Storage Services “Storage-As-a-Service” cloud environment
since March 2013, and it estimates that this approach will save millions of dollars by providing
better utilized resources. However, TIGTA found that more detailed contractual agreements are
needed to support the Enterprise Storage Services Program with data security controls, including
security monitoring and incident management.”* Clear agreements between the IRS and the
Enterprise Storage Services contractor would better ensure adequate preparation; detection and
analysis; containment, eradication, and recovery; and post-incident activity. Also, the
Service-Level Objectives established under the current contract do not clearly stipulate

time frames for the contractor to mitigate losses and resecure the Enterprise Storage Services
environment should a data breach occur.

Physical security controls

The FISMA provides a comprehensive framework for ensuring the effectiveness of physical and
information security controls over information resources that support Federal operations and
assets. Agencies are required to provide information security controls proportionate with the risk
and potential harm of not having those controls in place. Agency heads are required to annually
report on the effectiveness of the agencies’ security programs.

The IRS’s Physical Security Program, as defined in the Internal Revenue Manual, states that IRS
management will provide employees with standa