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IMPACT ON TAXPAYERS
On May 6, 2015, a U.S. Senator wrote to the
Commissioner of the IRS to express concern
with the IRS’s policy to not provide tax-related
identity theft victims with copies of the fraudulent
returns filed using their name and Social
Security Number. In response to this concern,
the IRS changed its policy to allow victims of
tax-related identity theft to receive, upon
request, redacted copies of fraudulent tax
returns filed using their name and Social
Security Number.

WHY TIGTA DID THE AUDIT
On November 3, 2015, the IRS established the
Fraudulent Return Request Program. Since the
program’s inception, the IRS has received more
than 5,000 requests for copies of fraudulent
returns. This audit was initiated to evaluate the
IRS’s Fraudulent Return Request Program that
was established to help victims of identity theft
learn more about the information used by
identity thieves to prepare fraudulent tax returns
using their name and Social Security Number.

WHAT TIGTA FOUND
Actions taken as part of the development of the
Fraudulent Return Request Program include:
•

Identifying information that taxpayers must
provide to the IRS to obtain a copy of a
fraudulent tax return.

•

Developing guidelines and procedures to
receive and process requests as well as to

account for and track the processing of
requests.
While the IRS took prompt action to establish
this program, TIGTA found that additional
actions can be taken to improve the accuracy
and timeliness of processing return requests.
TIGTA’s review of a statistically valid sample of
130 taxpayer requests, from a population of
1,962 taxpayer requests as of March 11, 2016,
identified 33 taxpayer requests with one or more
processing errors. Based on the results of this
sample, TIGTA projects that 498 taxpayers’
requests could contain processing errors.
These errors included not timely processing the
request, not providing a copy of the fraudulent
tax return, and not properly redacting all
required information from the return.
When TIGTA brought these concerns to IRS
management’s attention, they indicated that they
performed an internal review of the program and
found similar concerns. For example, the IRS’s
internal review identified inconsistences with
some of the information being redacted on the
return. IRS management emphasized that this
is a new program, and many of the errors
resulted from implementing new and evolving
procedures. To help correct these errors, the
IRS made updates to internal guidelines and
created new training material to assist
employees in processing requests.

WHAT TIGTA RECOMMENDED
TIGTA recommended that the IRS: 1) ensure
that assistors timely and accurately process
requests and 2) implement an automated
process to redact Personally Identifiable
Information on copies of fraudulent returns
provided to identity theft victims. The IRS
agreed with and plans to take corrective actions
to address both recommendations.
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Request Copies of Fraudulent Tax Returns (Audit # 201640027)

This report presents the results of our review to evaluate the Internal Revenue Service’s (IRS)
Fraudulent Return Request Program that was established to help victims of identity theft learn
more about the information used by identity thieves to prepare fraudulent tax returns using their
name and Social Security Number. The overall objective of this review was to assess the
effectiveness of the IRS’s processes related to identity theft victims’ requests for copies of
fraudulent tax returns identified by the IRS. This audit is part of our discretionary audit coverage
and addresses the major management challenge of Providing Quality Taxpayer Service
Operations.
Management’s complete response to the draft report is included as Appendix VI.
Copies of this report are also being sent to the IRS managers affected by the report
recommendations. If you have any questions, please contact me or Russell P. Martin, Assistant
Inspector General for Audit (Returns Processing and Account Services).

Actions Can Be Taken to Improve Processes
of a Newly Developed Program That Enables Victims of
Identity Theft to Request Copies of Fraudulent Tax Returns

Table of Contents
Background ............................................................................................................ Page 1
Results of Review ................................................................................................ Page 3
Identity Theft Victims’ Requests for Copies of Fraudulent
Tax Returns Are Not Always Processed Accurately and Timely ................. Page 3
Recommendation 1:.......................................................... Page 6
Recommendation 2:.......................................................... Page 7

Appendices
Appendix I – Detailed Objective, Scope, and Methodology ........................ Page 8
Appendix II – Major Contributors to This Report ........................................ Page 10
Appendix III – Report Distribution List ....................................................... Page 11
Appendix IV – Outcome Measure ................................................................ Page 12
Appendix V – Form 4506-F, Request for Copy of Fraudulent
Tax Return..................................................................................................... Page 13
Appendix VI – Management’s Response to the Draft Report ...................... Page 14

Actions Can Be Taken to Improve Processes
of a Newly Developed Program That Enables Victims of
Identity Theft to Request Copies of Fraudulent Tax Returns

Abbreviations
FRR

Fraudulent Return Request

IPSU

Identity Protection Specialty Unit

IRS

Internal Revenue Service

SSN

Social Security Number

Actions Can Be Taken to Improve Processes
of a Newly Developed Program That Enables Victims of
Identity Theft to Request Copies of Fraudulent Tax Returns

Background
On May 6, 2015, a U.S. Senator wrote to the Commissioner of the Internal Revenue Service
(IRS) to express concern with the IRS’s policy to not provide tax-related identity theft victims
with copies of the fraudulent returns filed using their name and Social Security Number (SSN).
On May 28, 2015, the IRS responded that a change would be made to its policy that would allow
victims to receive, upon request, redacted copies of fraudulent tax returns filed using their name
and SSN. On November 3, 2015, the IRS published, on its website, the instructions for
requesting a copy of a fraudulent tax return.
To process taxpayer requests, the IRS established a new program called the Fraudulent Return
Request (FRR) Program. The requests are worked in the IRS’s Identity Protection Specialty
Unit (IPSU) at the Andover Campus in Andover, Massachusetts, and the Fresno Tax Processing
Center in Fresno, California. The IRS will process requests for copies of fraudulent returns for
the current tax year and previous six tax years. Since the program’s inception, the IRS has
received more than 5,000 requests for copies of fraudulent returns.
Instructions for requesting a copy of a fraudulent tax return
Identity theft victims are required to mail a signed letter containing their name, SSN, mailing
address, and the tax year of the fraudulent tax return being requested. In addition, the taxpayer
must add the following statement: “I declare that I am the taxpayer.” The taxpayer must then
sign below this statement. The taxpayer must also provide a copy of a government-issued
identification to prove his or her identity.
To ensure compliance with Federal privacy laws, the victim’s name and SSN must be listed as
either the primary or secondary taxpayer on the fraudulent return. If the name and SSN on the
request does not match the tax return, the IRS will not disclose the requested tax return
information. An authorized representative of the identity theft victim can also request a copy of
a fraudulent return by including the same information (previously noted) that the identity theft
victim would submit. However, the government-issued identification needs to be that of the
representative and the signed statement should read, “I declare that I am a person authorized to
obtain the tax information requested.” In addition, the representative submits his or her own
name and Taxpayer Identification Number, 1 mailing address, and how he or she represents the
victim. Documentation needs to be provided for the right to represent the taxpayer if the
representative does not already have the required documentation on file with the IRS. The
documentation must prove that the representative is authorized by the victim, e.g., parent,
1

A nine-digit number assigned to taxpayers for identification purposes. Depending upon the nature of the taxpayer,
the Taxpayer Identification Number is an Employer Identification Number, an SSN, or an Individual Taxpayer
Identification Number.
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Form 2848, Power of Attorney and Declaration of Representative; Form 8821, Tax Information
Authorization; or a court order, to receive this information.
Processing of fraudulent tax return requests
The IRS established a 30-day time frame to acknowledge receipt of requests and 90 days to
either fulfill the request or provide follow-up correspondence. Once a request is received, an
IPSU employee verifies that the required information and documentation has been provided by
the taxpayer or representative and that a fraudulent tax return was filed using the victim’s name
and SSN for the tax year requested.
The IRS will not release a redacted copy of a tax return for any identity theft case open and still
being worked. In addition, the IRS will reject the request if the letter does not include all of the
required information or if documentation is not provided. Requests will also be rejected if no
fraudulent return was filed for the tax year in question or if the address listed in the request does
not match the IRS address of record 2 for the valid taxpayer. If the request is rejected, the IRS
mails the taxpayer a notice to inform him or her of the reason the request was rejected. Identity
theft victims can then resubmit their requests with the information/documentation identified by
the IRS as not having been provided.
Once the IPSU employee verifies that all requirements are met, a copy of the fraudulent tax
return is manually redacted using a software tool, i.e., sensitive information is blacked out. The
IRS requires all of the Personally Identifiable Information 3 to be either fully or partially redacted
on the copy of the fraudulent return provided to the victim. Partial or full redaction protects
against additional identity theft. However, the IRS does provide enough information for
taxpayers to determine how their personal information was used.
This review was performed at the Wage and Investment Division’s IPSU Operation in
Andover, Massachusetts, during the period November 2015 through August 2016. We
conducted this performance audit in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our
audit objective. We believe that the evidence obtained provides a reasonable basis for our
findings and conclusions based on our audit objective. Detailed information on our audit
objective, scope, and methodology is presented in Appendix I. Major contributors to the report
are listed in Appendix II.

2

The address that posted from the most recently filed and properly processed tax return.
Any information that, either alone or in combination with other information, can be used to uniquely identify an
individual.

3
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Results of Review
To address congressional concerns regarding the IRS’s policy of not providing victims of
identity theft with a copy of a fraudulent tax return filed using their name and SSN, the IRS
established the FRR Program and took the following actions:
•

Identified information that taxpayers who are tax-related identity theft victims must
provide to the IRS to obtain a copy of a fraudulent tax return.

•

Administered an outreach initiative that includes posting to the IRS website
(www.IRS.gov) the instructions for a taxpayer to request a copy of a fraudulent tax return
that was filed using his or her name and SSN.

•

Developed guidelines and procedures to receive and process requests.

•

Updated the Correspondence Imaging System 4 to account for and track the processing of
requests.

While the IRS took prompt action to establish the FRR Program and provide victims of identity
theft with the ability to request and obtain copies of fraudulently filed tax return(s), we found
that additional actions can be taken to improve the accuracy and timeliness of processing these
requests.

Identity Theft Victims’ Requests for Copies of Fraudulent Tax Returns
Are Not Always Processed Accurately and Timely
Our review of a statistically valid sample 5 of 130 requests, from a population 6 of 1,962 requests
received as of March 11, 2016, identified 33 (25 percent) 7 requests with one or more processing
errors. Some of these errors resulted in delays in processing the request and taxpayer burden.
Based on the results of our sample, we project that 498 requests 8 could contain processing errors.
Specific errors we identified in the 33 requests include:

4

This system provides employees with the online ability to view, forward, save, retrieve, print, and manage
incoming taxpayer inquiries.
5
To select our statistically valid sample, we used an expected error rate of 20 percent, a precision rate of ±7 percent,
and a confidence interval of 95 percent.
6
We identified the population using a computer extract of taxpayer requests from the Correspondence Imaging
System that has category codes that are specific to the FRR Program.
7
The point estimate error rate for the percent of errors is 25 percent (33/130). We are 95 percent confident that the
true population exception rate is between 18 percent and 33 percent.
8
This projection, based on a 95 percent confidence interval, is that between 361 and 657 taxpayer requests were not
accurately and timely processed.
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•

Fifteen errors – taxpayers or their authorized representatives were provided copies of
fraudulent tax returns with information that had not been properly redacted by IPSU
employees. Redaction errors included taxpayer names not being properly redacted, street
numbers of an address visible on the return, and telephone numbers inconsistently
redacted. Figure 1 includes a list of return items and the guidelines IPSU employees
should follow when redacting tax return information.
Figure 1: Information Redacted From Fraudulent Returns
Tax Return Information

Internal Redaction Guideline Requirements

Names of the primary taxpayer, secondary
taxpayer, and dependents (or children
reported for other tax benefits).

Redact the entire name except the first four letters of the
last name.

Tax return address.

Redact the entire address except the street name.

Names and address of all other persons or
entities on return.

Redact the entire name and address.

Taxpayer Identification Numbers, e.g.,
SSN, Employer Identification Number. 9

Redact the entire number except the last four digits.

Personally identifiable numbers, such as a
Designee’s Personal Identification
10
Number or a Preparer’s Tax Identification
11
Number.

Redact the entire number.

Telephone number(s).

Redact the entire number except the last four digits.

Bank routing and account number(s).

Redact the entire number except the last four digits.

Signature.

Redact the entire signature.

Note: If the last name is four or three letters, then redact
the entire name except the first two letters of the last
name. If the last name is two letters, then redact the
entire name except the last letter of the last name.

Source: IRS Procedural Overview for Providing Copies of Fraudulent Return(s) Involving Refund-Related Identity Theft.

•

Eleven errors – taxpayers or authorized representatives erroneously received a copy of
the fraudulent tax return filed without providing the required documentation or the
documentation provided was illegible.

9

A unique nine-digit number used to identify a taxpayer’s business account.
A nine-digit number assigned to any “person” including a paid or unpaid return preparer, a family member, or a
friend. The Third Party Designee authority is limited to the specific tax form and period of the return, and is limited
to issues involving processing of that specific return.
11
A nine-digit number that begins with a “P” and the first digit is “0.” A Preparer’s Tax Identification Number is
required if the individual prepares or assists in preparing tax returns for compensation.
10
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•

Four errors – taxpayers received a copy of the fraudulent tax return even though the
identity theft case had not been resolved. Internal guidelines require IPSU employees to
reject requests for tax years for which the identity theft case is still being worked.

•

Three errors – taxpayers were either not timely sent an acknowledgement of receipt of the
request or a follow-up interim letter. For two requests, the taxpayers received the
required acknowledgement letters 44 and 47 days after the request was received (not
within the required 30 days). For the other request, the taxpayer received a copy of the
fraudulent return 96 days after the original request was received, but the taxpayer did not
receive an interim letter within the required 90-day period. Internal guidelines require an
acknowledgement of receipt to be sent to the taxpayer within 30 days of the receipt of a
request and 90 days to either fulfill the request or provide follow-up correspondence.

•

Three errors – the IRS did not provide taxpayers with a copy of a fraudulent return. Two
identity theft victims requested a copy of a fraudulent return for the incorrect tax year.
Internal guidelines direct IPSU employees to not reject requests with incorrect tax years
if the IPSU employee can determine, through additional research, that the requestor
requested the wrong tax year for the fraudulent tax return and can fulfill the request with
a copy of the applicable fraudulent return. In both instances, the IPSU employees could
have identified the correct fraudulent returns by performing additional research. For the
remaining request, the IPSU employee did not provide all tax year returns specified in the
request.

Figure 2 provides a summary of the 33 taxpayer requests we identified as not being accurately
and timely processed and the specific errors relating to each request. The 33 taxpayer requests
contained a total of 36 processing errors.
Figure 2: Summary by Type of Error on Requests Reviewed
Type of Error

Errors

IRS Actions Not Timely

3

Copy of Tax Return Not Provided

3

Identity Theft Issue Not Resolved

4

Requirements for Request Not Met

11

Redaction Errors

15

Total Number of Errors

36

Source: Treasury Inspector General for Tax Administration analysis of statistical
sample of 130 taxpayer requests for a copy of a fraudulent tax return.

When we brought our concerns to management’s attention in May 2016, the IRS indicated that it
performed an internal review of the program and found similar concerns. For example, the IRS’s
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internal review identified inconsistences with some of the information being redacted on the
returns. IRS management emphasized that this is a new program, and many of the errors resulted
from implementing new and evolving procedures. To help correct these errors, the IRS made
updates to internal guidelines and created new training material to assist employees. IRS
management also plans to implement additional improvements to the program by
October 1, 2016. These steps should help reduce the number of processing errors that occur.
A standardized request form needs to be developed to reduce taxpayer and
processing errors
The lack of a standardized request form contributes to the processing errors we identified. As
previously noted, current procedures require the identity theft victim to mail a signed letter that
must include his or her name, SSN, mailing address, and the tax year of the fraudulent tax return
being requested. In addition, the taxpayer must add the following statement: “I declare that I am
the taxpayer.” Taxpayers are to then sign below this statement. Creating a standardized request
form would help ensure that all required elements of the request are provided in a consistent and
easy-to-review format. While the IRS had identified the need for a form, after bringing our
concerns to IRS management’s attention and sharing an example of a request form used by a
State Department of Revenue, the IRS moved forward and developed its own request form,
Form 4506-F, Request for Copy of Fraudulent Return. 12 IRS management plans to make this
form available by October 1, 2016.
Automating redaction of tax return items can reduce processing errors
More than 40 percent of the requests with errors we identified were attributable to redaction
errors. As previously explained, the current process for redacting Personally Identifiable
Information is manually performed by IPSU employees and is subject to errors. It should be
noted that the IRS is currently testing software to redact Form 990, Return of Organizations
Exempt from Income Tax, and related schedules. The software provides an automated redaction
process that should reduce redaction errors and streamline the request process. The IRS should
evaluate the use of this software to automate the redaction of fraudulent returns provided to
victims of identity theft.

Recommendations
The Commissioner, Wage and Investment Division, should:
Recommendation 1: Ensure that assistors timely and accurately process requests for copies
of fraudulent tax returns.

12

See Appendix V.
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Management’s Response: The IRS agreed with this recommendation and will
continue to conduct ongoing quality and managerial reviews. Additional reviews will be
performed during annual site visits to identify opportunities to improve the process.
Recommendation 2: Implement an automated process to redact Personally Identifiable
Information on copies of fraudulent returns provided to identity theft victims.
Management’s Response: The IRS agreed with this recommendation and will study
the feasibility of the various options relative to this process. The implementation of
requisite programming changes, should an automated solution be determined, is subject
to budgetary constraints, limited resources, and competing priorities.
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Appendix I

Detailed Objective, Scope, and Methodology
The overall objective of this review was to assess the effectiveness of the IRS’s processes related
to identity theft victims’ requests for copies of fraudulent tax returns identified by the IRS. To
accomplish this objective, we:
I.

Determined if the IRS was accurately and timely processing requests for copies of
fraudulent tax returns.
A. Reviewed policies and procedures related to the processing of requests for copies of
fraudulent returns.
B. Interviewed IRS personnel to obtain an understanding of the policies, procedures, and
practices used to determine those eligible to receive a redacted copy of a fraudulent
tax return.
C. Determined what training was provided to employees reviewing requests and whether
the training was sufficient.
D. Reviewed managerial or quality review reports to identify any specific trends
associated with processing these requests.
E. Selected a statistically valid sample of taxpayer requests to evaluate the timeliness
and accuracy of case processing actions.
1. Obtained an extract of 1,962 taxpayer requests from the IRS’s Correspondence
Imaging System 1 for the period November 2015 through March 11, 2016. We
identified the population of taxpayer requests using category codes 2 that are
specific to the FRR Program. We assessed the reliability of the data on the IRS
computer extract and determined that the data were sufficiently reliable for
purposes of this report. We validated the accuracy of the extract by comparing
data from sample cases to the Integrated Data Retrieval System. 3 We also
validated the completeness of the data by comparing the volume of taxpayer
request records on the computer extract to the FRR Program’s inventory of
taxpayer requests.

1

This system provides employees with the online ability to view, forward, save, retrieve, print, and manage
incoming taxpayer inquiries.
2
A four-digit code that designates the status of the case.
3
IRS computer system capable of retrieving or updating stored information; it works in conjunction with a
taxpayer’s account records.
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2. Selected a statistical sample of 130 taxpayer requests from the population of
1,962 taxpayer requests for a copy of a fraudulent tax return. We used a
confidence interval of 95 percent, a precision rate of ±7 percent, and an expected
error rate of 20 percent to determine the sample size. A contract statistician
assisted with developing the sampling plan and projections.
II.

Determined if the current process for redacting fraudulent tax returns is adequate.
A. While performing Step I.E., determined if tax returns are being accurately redacted.
B. Reviewed redaction tools used by other IRS functions to determine if implementation
would improve the process for redacting copies of fraudulent tax returns.

Internal controls methodology
Internal controls relate to management’s plans, methods, and procedures used to meet their
mission, goals, and objectives. Internal controls include the processes and procedures for
planning, organizing, directing, and controlling program operations. They include the systems
for measuring, reporting, and monitoring program performance. We determined that the
following internal controls were relevant to our audit objective: the Internal Revenue Manual,
Standards for Internal Control in the Federal Government, and the FRR Program policies and
procedures for requesting a copy of a fraudulent tax return filed using a taxpayer’s name and
SSN. We evaluated these controls by interviewing management and analysts, examining the
IRS’s program reviews and inventory reports, and reviewing taxpayer requests for copies of
fraudulent tax returns.
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Appendix II

Major Contributors to This Report
Russell P. Martin, Assistant Inspector General for Audit (Returns Processing and Account
Services)
Diana Tengesdal, Director
Larry Madsen, Audit Manager
Gwendolyn Gilboy, Lead Auditor
Nathan Smith, Auditor
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Appendix III

Report Distribution List
Commissioner C
Office of Commissioner – Attn: Chief of Staff C
Deputy Commissioner for Services and Enforcement
Director, Customer Account Services, Wage and Investment Division
Director, Customer Account Services, Accounts Management, Wage and Investment Division
Director, Customer Account Services, Accounts Management, Identity Theft Victim Assistance,
Wage and Investment Division
Director, Customer Assistance, Relationships, and Education, Wage and Investment Division
Director, Office of Audit Coordination
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Appendix IV

Outcome Measure
This appendix presents detailed information on the measurable impact that our recommended
corrective actions will have on tax administration. This benefit will be incorporated into our
Semiannual Report to Congress.
Type and Value of Outcome Measure:
•

Taxpayer Rights and Entitlements – Potential; 498 taxpayer requests (see page 3).

Methodology Used to Measure the Reported Benefit:
We selected a statistically valid sample of taxpayer requests for a copy of a fraudulent tax return
filed using the taxpayer’s name and SSN to determine whether the IRS was accurately and
timely processing requests for copies of fraudulent tax returns. Our review of a statistically valid
sample 1 of 130 taxpayer requests, from a population of 1,962 taxpayer requests, for a copy of a
fraudulent tax return through March 11, 2016, identified 33 (25 percent) taxpayer requests with
36 processing errors. Based on the results of our sample, we project that 498 taxpayer requests
contained one or more processing errors. We are 95 percent confident that the point estimate is
between 361 taxpayer requests and 657 taxpayer requests and that the true exception rate is
between 18 percent and 33 percent.

1

To select our statistically valid sample using simple random sampling, we used an expected error rate of
20 percent, a precision rate of ±7 percent, and a confidence interval of 95 percent.
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Appendix V

Form 4506-F, Request for
Copy of Fraudulent Tax Return

Source: IRS Wage and Investment Division management.
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Appendix VI

Management’s Response to the Draft Report
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