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[bookmark: AntiFraudProgram](300)-70	Office of Audit Anti-Fraud Program

[bookmark: ProgramSection]70.1   Anti-Fraud Program.
The Office of Audit’s (OA) Anti-Fraud is a proactive effort to enable the OA to detect, deter, and help prevent fraud, waste, and abuse in Internal Revenue Service (IRS) programs.  This includes refocused and increased engagement among Treasury Inspector General for Tax Administration (TIGTA) functions, collaboration with the Office of Investigations (OI), and increased communication with the IRS.  The Program includes an Anti-Fraud Framework and a formal review and reporting process.

To facilitate the sharing of integrity/fraud-related information throughout the OA, the OA Fraud Board created a SharePoint site for all OA employees.  The OA Integrity and Fraud Board SharePoint site contains information for identifying fraud risks for integrity/fraud-related projects and developing fraud-related tests for audit plans.  The site is intended to be a comprehensive resource regarding integrity and fraud issues within IRS programs and operations. 

[bookmark: Framework]70.1.1.   Anti-Fraud Framework.  IRS management has primary responsibility for establishing and monitoring all aspects of the IRS’s fraud risk assessment and prevention activities and controls.  However, as an oversight organization, the OA is responsible for evaluating and testing the IRS’s fraud risk assessment, prevention activities, and controls. 

The OA Fraud Board developed a fraud risk assessment database template within the OA to identify the fraud risks inherent within IRS operations.  The fraud risk assessment database template considers the vulnerability of the IRS to fraudulent activity and whether any of those exposures could result in a material loss to the organization.  During the strategic planning process, the OA’s business units can use the database to assess the risks identified in program areas and evaluate whether to include testing in their audit coverage for that fiscal year.   See Section (300) 70.1.2 for more detailed information. The OA Anti-Fraud framework includes:

· Fraud Tests During Audit Planning:  Vulnerabilities to fraud, waste, and abuse are required to be considered during the planning process and are based upon an assessment of management controls, management information systems, and the risk of financial gain by employees, program users, beneficiaries, providers, contractors, or others.  In conducting audit tests, auditors are responsible for using professional judgment and exercising reasonable care.  However, auditors are not expected to identify all isolated breaches of integrity or guarantee that employee improprieties have not occurred.  Whether an act is, in fact, fraud is a determination to be made through the judicial or other adjudicative system and is beyond auditors’ professional responsibility.

However, the extent of testing performed by auditors depends upon the control environment and risk vulnerabilities of the area being audited.  A sound internal control framework should include five key components: control environment, risk assessment, control activities, information and communications, and monitoring activities.  Audit team members should discuss among the team the fraud risks, including factors such as individuals’ motivations or pressures to commit fraud, the opportunity for fraud to occur, and rationalizations or attitudes that could allow individuals to commit fraud.  Auditors should gather and assess information to identify risks of fraud that are significant within the scope of the audit objectives or that could affect the findings and conclusions.  An attitude of professional skepticism in assessing these risks and the results of audit testing assists auditors in identifying indicators of potential fraud and determining whether additional follow-up work is needed.

When auditors identify factors or risks related to fraud that has occurred or is likely to have occurred that they believe are significant within the context of the audit objectives, they should design procedures to obtain reasonable assurance of detecting any such fraud.  Assessing the risk of fraud is an ongoing process throughout the audit and relates not only to planning the audit but also to evaluating evidence obtained during the audit.  Further, when information comes to the auditors’ attention indicating that fraud, significant within the context of the audit objectives, may have occurred, auditors should extend the audit steps and procedures, as necessary, to (1) determine whether fraud has likely occurred and (2) if so, determine its effect on the audit findings. 

For more information on identifying fraud, waste and abuse during the audit process, see Section (300)-60.3.4 for more information.

· Proactive Fraud Initiatives:  Proactive testing of various systems and programs within the IRS in an attempt to identify vulnerabilities and indicators of potential fraud, waste, or abuse.  These efforts include evaluating successful OI investigations of proven criminal fraud for indicators and continuous monitoring using data analysis. 

· Stakeholder Communication:  Comprehensive and ongoing communications with internal and external stakeholders is needed to ensure that everyone understands his or her role in combating fraud, waste, and abuse at the IRS and how we can leverage the OA’s anti-fraud efforts to improve TIGTA’s ability to accomplish its strategic goals and address external stakeholder needs. 

The OA Fraud Board will also coordinate with the OI on improving the quality of potential fraud referrals.  It is essential that referrals clearly articulate the issues needing to be audited or investigated to maximize the use of TIGTA’s limited resources. 

[bookmark: Process]70.1.2   Anti-Fraud Program Review and Reporting Process.  To assist the OA in tracking potential integrity suggestions, an OA Integrity and Fraud Board Risk Assessments Database was established.  The database was created to identify potential or inherent fraud risks that can exist in IRS programs and operations (like bribery, embezzlement, or identity theft by IRS employees).  This database is located on the OA Integrity and Fraud Board SharePoint site and can be used as a tool to assist during both annual and individual audit planning.  (For more information on the fraud risk assessment process, see Section 300-50.4.4, Factors to Consider When Weighing Risks).

The Anti-Fraud Program review and reporting process consist of the following steps:

· Starting a new integrity project

The following steps should be taken when a new integrity project is initiated:

· The auditor will complete an integrity project justification.[footnoteRef:1]  The completed integrity project justification should be routed to your Assistant Inspector General for Audit (AIGA) for initial approval.  Once approved by the AIGA, it will be routed to the Deputy Inspector General for Audit (DIGA) for final approval. [1:  The integrity project justification should also be prepared and submitted along with the audit justification for future OA executive strategic planning meetings.] 


· When the DIGA approves the integrity project justification, a copy of the document will be forwarded to the AIGA, Management Planning and Workforce Development (MPW), for inclusion in the Fraud Project Database on the OA Integrity and Fraud Board SharePoint site.  

· The OA Fraud Board Chair will assign a TeamMate Time and Expense Capture (TEC) module number to the project and forward the number to the appropriate audit team.  The TEC number will enable business units to track the hours charged to all open and closed integrity projects.  Each OA business unit will be allotted staff days to complete its integrity project(s) for the fiscal year. 

· The OA Fraud Board Chair will coordinate with the OI Fraud Board Chair to discuss the new integrity project and identify the OI manager who will serve as the OI contact point should the audit team have any questions or is considering preparing a referral to the OI.

· The audit team conducting the integrity project will advise its designated Fraud Board representative of ongoing progress and results to share with the Fraud Board, when requested.  If serious integrity breaches are discovered during the project, please immediately advise your management chain and notify the OI contact.

· Informing the IRS’s Office of Audit Coordination

When planning the integrity project, audit staff may need to contact the IRS to request data or meet with IRS management to discuss a particular process or program.  In these situations, an e-mail can be sent to the *PPAC Audit Coordination mailbox advising them that we are conducting research and either need access to data or a meeting request.  Please note that the e-mail to the *PPAC Audit Coordination mailbox should be very limited and avoid discussing the fact that we are conducting an integrity project due to the sensitivity of the projects.  For example, do not include integrity project objectives, subobjectives, or tests; reason for initiating the project; closing memorandum date; etc.  The e-mail notification will include the following:

· Assigned TEC number.

· Access to individuals or data extracts needed.

· Designated TIGTA managerial contact.

· Statement that no audit report or closing document will be issued.

Integrity projects do not follow the Government Accountability Office’s generally accepted Government Auditing Standards because they are designed for internal use only, and closing memoranda will not be issued to the IRS or publicly posted on the TIGTA Internet site.  In addition, the audit team will normally not hold a closing meeting with IRS management to discuss the results of the integrity project.  If control or operational weaknesses are identified during an integrity project, an audit lead should be prepared for consideration during the annual audit planning process.
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· Completing an integrity project

· Referrals to OI – If the audit team determines that a referral to OI is warranted, it should advise the designated OI contact, the OA Fraud Board Representative, and the OA Fraud Board Chair.  It is often helpful to discuss the referral with the OI to determine if any additional work is needed before issuance.  The OA Fraud Board Chair can assist with any coordination meetings with the OI.  Examples of specific information you should consider when completing a referral to the OI include:  

· Background of the controls or situation.

· How the controls were bypassed.

· Impact of the action.

· Evidence to support the integrity issue identified.

· Other “red flags” tools that could support your referral (e.g., the IRS’s Automated Labor and Employee Relations Tracking System or running CLEAR reports (a Thompson Reuters public records database) for IRS employees referred).  

For assistance in preparing a referral, contact the OA Fraud Board Chair for recent examples of referrals to OI.  

· Reporting results in a closing memorandum 
When the integrity project is completed, a closing memorandum will be prepared and submitted by the AIGA to the DIGA for approval.  Once approved, the AIGA or designee will forward a copy to the AIGA (MPW) and the OA Fraud Board Chair.  The closing memorandum will count as one audit product on the OA Performance Report and will be posted to the OA Integrity and Fraud Board SharePoint site.  

The closing memorandum template is available on the OA Integrity and Fraud Board SharePoint site and in the templates section of Microsoft Word 2010.  The template provides the format and information required for each section.  Taxpayer data should not be included in the closing memorandum.  Instead, this type of information should be included in the referral to the OI.
