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CHAPTER 400 – INVESTIGATIONS

[bookmark: AuthorityAndOrganization](400)-10     Authority and Organization

[bookmark: Overview]10.1   Overview.
This Section contains information concerning the authority and organization of the Office of Investigations (OI).

· Authority
· Responsibilities
· Organizational Structure
· Statutes

[bookmark: AbbreviationsAcronyms]10.1.1   Acronyms Table.

[bookmark: Authority]10.2   Authority.  
The authority for the Treasury Inspector General for Tax Administration (TIGTA) is codified in the Inspector General Act (IG Act) and the Internal Revenue Service Restructuring and Reform Act of 1998 (RRA 98).  Treasury Order 115-01, specifically item 2, “Audit and Investigative Matters,” advises that in executing the functions of an Inspector General (IG), TIGTA is authorized to:

· Access return and return information, as defined in 26 U.S.C. § 6103(b), only in accordance with the provisions of 26 U.S.C. § 6103 and the IG Act;
· Access all facilities of the Internal Revenue Service (IRS) and Related Entities, including computer facilities and computer rooms, electronic data bases and files, electronic and paper records, reports and documents, and other material available to the IRS and Related Entities which relate to their programs and operations; and, when access is necessary to execute a function of TIGTA pertaining to a matter within the jurisdiction of TIGTA, all similar facilities throughout the Department; 
· Make such investigations and reports relating to the administration of the programs and operations of the IRS and Related Entities that are, in the judgment of TIGTA, necessary or desirable; 
· Request such information or assistance as may be necessary for carrying out the duties and responsibilities provided by the IG Act from any Federal, State, or local government agency or unit thereof;
· Require by subpoena the production of all information, documents, reports, answers, records, accounts, papers, and other data and documentary evidence necessary in the performance of functions assigned by the IG Act, which subpoena, in the case of contumacy or refusal to obey, shall be enforceable by order of any appropriate U.S. District Court: provided, that procedures other than subpoenas shall be used by TIGTA to obtain documents and information from Federal agencies;
· Administer to or take from any person an oath, affirmation, or affidavit whenever necessary for the performance of TIGTA functions, which oath, affirmation, or affidavit when administered or taken by or before a TIGTA employee designated by TIGTA shall have the same force and effect as if administered or taken by or before an officer having a seal;
· Enforce criminal provisions of the internal revenue laws, other criminal provisions of law relating to internal revenue for the enforcement of which the Secretary is responsible, or any other law for which the Secretary has delegated investigative authority to the IRS pursuant to § 8D(k)(1)(A) of the IG Act.  TIGTA and the Commissioner of the IRS (Commissioner) will establish policies and procedures to ensure that the TIGTA's and the Commissioner's responsibilities to investigate alleged offenses under the internal revenue laws and related statutes are delineated clearly; 
· Carry firearms, and perform the following functions set out in 26 U.S.C. § 7608(b)(2):
· Execute and serve search warrants and arrest warrants, and serve subpoenas and summonses issued under the authority of the United States;
· Make arrests without warrant for any offense against the United States relating to the internal revenue laws committed in the TIGTA employee's presence, or for any felony cognizable under such laws if there are reasonable grounds to believe that the person to be arrested has committed or is committing any such felony; and
· Make seizures of property subject to forfeiture under the internal revenue laws.
· Report any reasonable grounds believed to be a violation of Federal criminal law to the Attorney General of the United States in accordance with Sections 4(d) and 8D(k)(2) of the IG Act, subject to 26 U.S.C. § 6103;
· Investigate violations of 31 U.S.C. § 333 involving the misuse of the name or symbol of the IRS; the title of any IRS employee; the name or symbol of the Department of the Treasury in connection with internal revenue laws; or the title of any Treasury employee in connection with the activities of the IRS and Related Entities;
· Make determinations and issue orders, pursuant to 18 U.S.C. §§ 6001-6005, with the approval of the Attorney General, to compel the testimony under a grant of immunity of any individual who has been or may be called to testify or provide information at any proceeding before the IRS which such individual refuses to give or provide on the basis of the individual's privilege against self-incrimination; and
· Use the investigative, seizure and forfeiture authority under the Money Laundering and Control Act of 1986, 18 U.S.C. § 1956 and § 1957, where the underlying conduct is subject to investigation under the IG Act.


[bookmark: OIResponsibilities]10.3   Responsibilities.   
OI accomplishes its mission through proactive and reactive investigative programs that include investigations, operations, and studies.  Generally, OI is responsible for:

· Investigating IRS employee misconduct involving violations of a criminal, civil or administrative nature; 
· Investigating attempts by non-employees to corrupt or unlawfully interfere with the administration of the Federal tax system through such activities as bribery, threats or assaults, or other unlawful actions that may impact IRS personnel and impede Federal tax administration;
· Investigating actions by non-employees that may affect the safety of IRS employees or security of IRS facilities;
· Conducting armed escorts of IRS employees (See Section 260);
· Investigating non-employees who are involved in unauthorized disclosure or misuse of tax information;
· Investigating complaints against tax practitioners relating to the integrity of Federal tax administration (See Section 300); 
· Conducting tort investigations of accidents involving TIGTA or IRS employees on official business (See Section 310); 
· Investigating TIGTA employee misconduct involving violations of a criminal, civil or administrative nature;
· Conducting tests of high-risk integrity areas to detect corruption and other offenses involving IRS personnel and activities and alerting IRS management to potential integrity hazards and program vulnerabilities through information developed from these tests; and 
· Responding to Congressional inquiries and conducting other special investigations.

[bookmark: OrganizationalStructure]10.4   Organizational Structure.  
The Deputy Inspector General for Investigations (DIGI), who supervises investigative activities and inquiries relating to OI’s programs and operations, leads OI.  OI is separated into two functions:

· Special Investigations and Support Directorate (SISD); and
· Field Operations.

An Assistant Inspector General for Investigations (AIGI) leads each function with a Deputy Assistant Inspector General for Investigations (DAIGI) who assist the DIGI and are responsible for the supervision of specific Divisions that conduct investigative and support activities.

The DIGI may, notwithstanding other provisions of this chapter, assign any investigation to any Division or post-of-duty (POD) or waive any provision of policy stated in this Chapter at his/her discretion within the legal authority of TIGTA and the Treasury Use of Force policy.

Organizational charts are located on the TIGTA Intranet.

10.4.1   Special Investigations and Support Directorate.   There are seven specialized or support divisions that comprise SISD:  

· Criminal Intelligence and Counterterrorism Division (CICD);
· Cybercrime Investigations Division (CCID);
· Forensic and Digital Science Laboratory (FDSL);
· Fraud and Schemes Division (FSD);
· Operations Division (OPS);
· Special Investigations Unit (SIU); and 
· Technical and Firearms Support Division (TFSD). 
[bookmark: Operations]
10.4.1.1   Criminal Intelligence and Counterterrorism Division.   A Special Agent in Charge (SAC), who reports to the DAIGI-SISD, leads CICD.  CICD provides OI Divisions with criminal intelligence and coordinates national collection and dissemination of criminal intelligence products. 

10.4.1.2   Cybercrime Investigations Division.   A SAC who reports to the DAIGI-SISD leads CCID.  CCID is responsible for aggressively identifying and investigating electronic crimes or violations, which have the potential to compromise IRS networks and/or corruptly interfere with the IRS ability to conduct electronic tax administration, both internally and externally.  CCID is comprised of three Groups:

· Network Investigations;
· Cyber Fraud; and
· Advanced Cyber Systems and Criminal Analysis.

10.4.1.2.1   Network Investigations.   The Network Investigations Group is responsible for conducting investigations of attacks, intrusions, and threats delivered over/against the IRS and their computer systems, to include schemes to impersonate the IRS’s online portals through advanced phishing campaigns and other sophisticated means.  They also recommend effective countermeasures or actions to be taken by IRS system owners during a computer security incident investigation.  In addition, they maintain the capability to respond to and perform analysis of computer systems involved in the administration of tax-related programs.  They also work other Divisions and intelligence partners to mitigate or block emerging threats. 



10.4.1.2.2   Cyber Fraud.   The Cyber Fraud Group identifies and investigates misuses of IRS systems, primarily through external threats.  They recommend preventative, recovery, or mitigation strategies for internal or external vulnerabilities or actual attacks.  In addition, they work in consultation with other CCID Groups to develop methodologies to detect and respond to new or emerging schemes to defraud stemming from investigative or liaison efforts. 

10.4.1.2.3   The Advanced Cyber Systems and Criminal Analysis.   The Advanced Cyber Systems and Criminal Analysis Group is primarily responsible for identifying and developing new automated methodologies to detect unauthorized accesses to tax information within future-state IRS computer systems and perform advanced analytical support to various investigations.

10.4.1.3   Forensic and Digital Science Laboratory.   A Director who reports to the DAIGI-SISD leads FDSL.  FDSL performs the following functions:

· Provides forensic science expertise to support and develop case and mission related goals; 
· Provides digital evidence collection and analysis in support of OI investigations;
· Conducts forensic analyses in the areas of questioned documents, latent prints, and digital evidence;
· Provide digital imaging, photography, and visual aids;
· Provide audio/video enhancements;
· Maintains liaison with other forensic laboratories for the purpose of technical information exchange and to support forensic analysis not conducted by the TIGTA’s FDSL; and
· Conducts research and analysis relative to forensic and digital science, and develops and oversees training concerning these issues.

10.4.1.4   Fraud and Schemes Division.   A SAC who reports to the DAIGI-SISD leads FSD.  FSD continually evaluates domestic, national, or transnational criminal scheme activity to develop and share best investigative practices throughout OI.  FSD is comprised of three Groups:

· Investigation Development
· Fraud Development; and
· Complaint Management Team.

10.4.1.4.1   Investigation Development.   The Investigation Development Group is primarily responsible for the proactive detection and analysis of unauthorized accesses (UNAX) to Federal tax information in IRS systems and fraudulent activity of IRS-generated Treasury checks (e.g., altered, counterfeit, forged).  The Group is also responsible for providing investigative analysis to special agents (SA), as needed, on complaints and investigations involving UNAX, misuse of data in Government equipment, contracts, and IRS refund check fraud.

10.4.1.4.2   Fraud Development.   The Fraud Development Group is primarily responsible for conducting investigative initiatives involving national and transnational criminal scheme activity that did not originate through UNAX, misuse of data in Government equipment/contracts, or IRS refund check fraud.  The Group is also responsible for providing investigative analysis to SAs, as needed, on complaints and investigations that did not originate through UNAX, misuse of data in Government/equipment/contracts, or IRS refund check fraud. 

10.4.1.4.3   Complaint Management Team.   The Complaint Management Team (CMT) is responsible for complaints management and records management.  CMT is the central clearinghouse for complaints made to the TIGTA Hotline and is responsible for processing complaints received at TIGTA Headquarters. 

CMT is responsible for organizational liaison with the IRS Employee Conduct and Compliance Office (ECCO), receiving, and accounting for complaints referred from the ECCO.

The Records Management Section (RMS) is located within CMT.  RMS maintains all closed investigative case files and ensures they are maintained in compliance with Federal regulations and records retention schedules.

10.4.1.5   Operations Division.   A SAC, who reports to the DAIGI-SISD, leads OPS.  OPS is comprised of three Groups:

· Policy Team/Inspection Team; 
· Statistics, Analysis, and Results Team; and
· Training Team.

10.4.1.5.1   Policy Team.   The Policy Team supports the investigative operations of OI’s headquarters and field divisions by providing oversight and guidance on policy matters.  The Policy Team’s responsibilities include:

· Researching, developing, and implementing national policy for OI;
· Administering OI national programs;
· Maintaining Chapter 400 of the TIGTA Operations Manual and OI forms;
· Responding to congressional inquiries;
· Preparing congressional testimony;
· Coordinating with TIGTA’s Office of Chief Counsel on legal matters;
· Preparing briefing papers, speeches, and presentations on a variety of topics for OI executives;
· Preparing OI’s narrative for the Semiannual Report to Congress;
· Providing input to TIGTA’s annual IRS Major Management and Performance Challenges letter to the Secretary of the Treasury;
· Identifying significant investigative activity for weekly reporting to the Department of the Treasury;
· Preparing budget justifications and budget initiatives;
· Coordinating external reporting requirements; 
· Notifying the IRS of indictments/criminal informations in unauthorized access/unauthorized disclosure investigations;
· Reporting conflict of interest referrals to the Office of Government Ethics;
· Processing Inspector General subpoenas, requests for cease and desist letters, and requests for authorization to use electronic equipment and consensual monitoring; and
· Administering OI’s Intranet and Internet web pages; and
· Conducting Divisional inspections and CIGIE peer reviews.

10.4.1.5.2   Statistics, Analysis, and Results Team.   The Statistics, Analysis, and Results Team is responsible for managing the Criminal Results Management System and analyzing production and performance data for internal and external reporting.  

10.4.1.5.3   Training Team.   The Training Team, located at the Federal Law Enforcement Training Center (FLETC) in Glynco, GA, serves as the focal point for assessing training needs and setting training objectives for OI.  The Training Team’s responsibilities include: 

· Maintaining accreditation of the OI Training Academy;
· Providing technical assistance and support in the design, presentation, and evaluation of all OI training;
· Evaluating training conducted by field divisions;
· Maintaining liaison with the IRS-CI training component, as well as other Federal agencies, and professional law enforcement associations to keep abreast of new training developments;
· Collaborating with FLETC in the delivery of criminal investigator training;
· Providing technical assistance in developing training for other TIGTA and/or IRS employees;
· Promoting methods and means for maintaining OI’s integrity awareness program; and
· Preparing presentation materials to professional groups; and
· Maintaining the Firearms, Agent Safety, and Tactics Program.


10.4.1.6   Special Investigations Unit.   A SAC, who reports to the DAIGI-SISD, leads SIU.  SIU investigates allegations of misconduct involving TIGTA personnel and certain IRS employees.  SIU’s responsibilities include:

· Conduct proactive and reactive investigations related to procurement integrity issues involving IRS employees, contractors, grantees, and other recipients of IRS funds;
· Reviewing allegations and conducting investigations involving Senior IRS officials at the GS-15 level and above (IR-1 and IR-3) and IRS-Criminal Investigation (CI) personnel;
· Reviewing and conducting investigations involving allegations concerning members of the IRS Oversight Board and IRS Office of Chief Counsel;
· Reviewing allegations and conducting investigations involving TIGTA employees, except for the Inspector General and certain other officials; 
· Reviewing allegations and conducting investigations on other matters deemed sensitive, as directed by the DIGI; and
· Reviewing allegations and conducting investigations involving International (U.S. Competent Authority) employees located in Washington, D.C., and in U.S. embassies abroad.

In certain instances, other Divisions may conduct investigations into the above-mentioned matters with SIU oversight. 

The DIGI may assign SIU to any investigation within the jurisdiction of TIGTA at his/her discretion.

10.4.1.7   Technical and Firearms Support Division.   A SAC, who reports to the DAIGI-SISD, leads TFSD.  TFSD has two components: 

· Investigative Support; and
· Enforcement and Technical Operations.

10.4.1.7.1   Investigative Support.   The Investigative Support Group is responsible for administering the following programs:

· Radio Communications Program;
· Integrated Wireless Network;
· Technical Surveillance Countermeasures;
· TECS; and
· Fleet Program.

10.4.1.7.2   Enforcement and Technical Operations.   The Enforcement and Technical Operations Group provides technical investigative services to OI Divisions through Divisional Technical Agents.
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10.4.2   Field Operations.   Seven Divisions comprise Field Operations:  

· Great Lakes Field Division (GLFD);
· Gulf States Field Division (GSFD);
· Mid-Atlantic Field Division (MAFD);
· Mountain Central Field Division (MAFD);
· North East Field Division (NEFD);
· South East Field Division (SEFD); and
· Western Field Division (WFD).

A SAC, who reports to the AIGI and DAIGI of Field Operations, leads each Division.  Divisions are responsible for conducting investigations in assigned geographical areas and consists of PODs located throughout their geographical area.  The seven Divisions and the States they cover are:

	Field Division
	States Covered:

	Great Lakes 
	[bookmark: _GoBack]Illinois, Iowa, Indiana, Kentucky, Michigan, Minnesota, Missouri (Eastern), North Dakota, Ohio, South Dakota, and Wisconsin.

	Gulf States
	Arkansas, Louisiana, Oklahoma, and Texas.

	Mid-Atlantic 
	Delaware, Maryland, New Jersey, Pennsylvania, Virginia, Washington, D.C., and West Virginia.

	Mountain Central 
	Arizona, Colorado, Idaho, Kansas, Missouri (Western) Montana, Nebraska, Nevada, New Mexico, Utah, and Wyoming.

	North East
	Connecticut, Maine, Massachusetts, New Hampshire, New York, Rhode Island, and Vermont.

	South East
	Alabama, Florida, Georgia, Mississippi, North Carolina, South Carolina, Tennessee, Puerto Rico, and the U.S. Virgin Islands.

	Western
	Alaska, California, Hawaii, Oregon, Washington, Guam, and the American Samoa Islands.







[bookmark: Statutes]10.5   Statutes.   
[bookmark: MiscellaneousTopics]Statutes concerning most of the violations applicable to OI enforcement activities are listed in Exhibit (400)-10.1.  This list does not mean that OI has primary jurisdiction for all of the listed statutes, rather intended as a guide in determining what statutes might be applicable to OI.  Consult Titles 18, 26 and 31 of the U.S.C. for text, notes and other information.
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