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[bookmark: InvestigativeSourcesInformation](400)-150	Investigative Sources of Information

[bookmark: Overview]150.1   Overview.   
This Section contains information regarding investigative sources of information:   

· Authority
· Confidential Sources
· Law Enforcement Databases
· Mail Covers
· Taxpayer Data
· Centralized Authorization File
· Information from State or U.S. Territorial Taxing Authorities
· Social Security Administration Account Information
· Obtaining Wage and Other Income Statements
· Information Available Under the Bank Secrecy Act
· The National Instant Criminal Background Check System

150.1.1   Acronyms Table.

[bookmark: Authority]150.2   Authority.
Title 26, United States Code (U.S.C.) § 6103(h)(1) authorizes Treasury Inspector General for Tax Administration (TIGTA) employees to access or obtain tax returns and return information as long as the information is being sought in the performance of official tax administration duties (e.g., Office of Investigations (OI) is conducting an investigation pursuant to the internal revenue laws [i.e., Title 26] or related statutes).  In non-tax administration investigations (i.e., investigations not performed pursuant to the internal revenue laws or related statutes), TIGTA employees have limited authority to access tax returns and return information (e.g., through the use of an ex parte order pursuant to 6103(i) issued to the Internal Revenue Service [IRS] or with taxpayer consent).  See Section 400-70 and Chapter 700, Section 50 for a complete discussion of 26 U.S.C. § 6103 and the authority to access tax returns and return information. 

Several of the sources of information listed in this section may consist of tax returns or return information protected by the confidentiality provisions of 26 U.S.C. § 6103.

[bookmark: ConfidentialSources]150.3   Confidential Sources.
A confidential source (CS) is any person or entity that provides information or services on a confidential basis.  The courts have recognized that the Government's use of a CS is lawful and often essential to the effectiveness of properly authorized law enforcement investigations.

Use of a CS to assist in the investigation of criminal activity may involve elements of deception, intrusion into the privacy of individuals, or cooperation with persons whose reliability and motivation can be open to question.  OI may use a CS only in furtherance of its authorized investigative activities and law enforcement responsibilities.  A CS cannot be directed to commit acts that OI would not authorize its own special agents (SA) to commit.  A CS may be asked to:

· Provide information already in his or her possession or which comes to their attention;
· Affirmatively seek out information concerning misconduct, criminal conduct, or otherwise; or
· Provide operational assistance to OI.

SAs utilizing a CS should become thoroughly familiar with the Attorney General’s Guidelines Regarding the Use of Confidential Informants (Revised May 30, 2002).  When using a CS, the control agent should:  

· Carefully evaluate and closely supervise the use of a CS;
· Ensure that individual rights are not infringed upon;
· Corroborate information by independent sources whenever possible;
· Debrief a CS as soon as possible after he/she obtains information relevant to a particular investigation or that is of interest to OI;
· Promptly analyze and document information; and
· Disseminate information of interest to another agency (unless prohibited by law or regulation and provided the safety of the individual or security of any investigation is not unreasonably compromised).

A CS is not an employee of OI.  This should be fully explained to the CS and is further addressed in TIGTA Form OI 9834, Instructions to Confidential Source.  The CS’s relationship to OI can impose a special responsibility upon this agency when the CS engages in activity where they have received, or reasonably think they have received, encouragement or direction for that activity from OI.

[bookmark: OneTimeSources]150.3.1   One-Time Sources.   Individuals who furnish information on a one-time basis and request confidentiality should be processed as follows:

· Refer to a one-time source in all TIGTA OI forms by a temporary identifier ("T‑1,” “T‑2,") etc.;
· Refer to a one-time source in TIGTA’s Criminal Results Management System (CRIMES) by a temporary identifier ("T‑1,” “T‑2," etc.); and
· Documentation of a one-time source’s true name, address, Social Security Number (SSN), occupation, and associated documents related to the source shall be maintained in a folder titled “Restricted File” that is associated with the appropriate Intake or Investigation in CRIMES.  In order to create the “Restricted File” the case agent must enter a specialized technique in CRIMES, which provides the agent with the ability to control access.  See CRIMES User Manual.  

See Section 180.17.1 regarding procedures related to Undercover Identities.

See Section 210.4 and Section 210.10.10 regarding procedures for granting a pledge of confidentiality to IRS employees who furnish information about the subject of an investigation.

The Special Agent in Charge (SAC) has authority to designate one-time sources.

Note:  If a third-party references the name of an individual in a separate interview, who has previously been designated as a one-time source, use the individual’s name as opposed to the temporary identifier (“T-1, T-2,” etc.) should be used.

150.3.2   Confidential Source.   A CS is any person or entity, providing information or services on a confidential basis, whether compensated or not.  The information obtained by the CS may be the result of an association with a person of investigative interest, and whose identity, if generally known, would impair the relationship between the CS and OI, or could cause physical, emotional, or economic harm to the CS.  The furnishing of such information or services by a CS:

· May be the result of legitimate employment endeavors, or access to records;
· Must be consistent with OI rules and regulations and in compliance with applicable law; and
· May be the result of association with persons of investigative interest (e.g., a person who is the subject or who may be reasonably expected to become the subject of an investigation).

Consult with the United States Attorney’s Office (USAO) prior to using a CS to contact a subject who is represented by an attorney. 

A CS who provides information on a continuing basis will not be authorized to participate in activities that would otherwise be criminal, nor be used to provide substantial operational assistance in an undercover operation, unless an approving official has made a determination that:

· The CS appears suitable for such use; and
· The information likely to be obtained or the operational assistance to be provided is pertinent to authorized OI investigative activities or law enforcement responsibilities.

Complete a suitability evaluation for each proposed CS before making a decision to use the CS.  

[bookmark: DocumentingaConfidentialSource]150.3.3   Documenting a Confidential Source.   To initiate a request to designate a CS, contact the National Undercover Program Manager (NUPM).  The NUPM will assign the prospective CS an identifier to be used in all reports and correspondence.  The CS identifier will consist of the CRIMES division code for the originating division, followed by a three-digit sequential number.

[bookmark: InitialRecordChecks]150.3.3.1   Initial Record Checks.   For each individual that is being considered as a CS, the following records will be reviewed: 

· Police records (e.g., criminal history, address and name checks);
· CRIMES indices;
· All OI reports concerning the proposed CS;
· Employee Official Personnel Folder, if applicable; and
· Federal Bureau of Investigation (FBI) name check.

The SA should ask the CS for consent to review the CS’ tax information.  If the CS agrees, have the CS complete the Consent to Access Tax Returns and Return Information by the Treasury Inspector General for Tax Administration form.  See TIGTA Form OI 1933, Consent for Release of Tax Return and/or Return Information by the Treasury Inspector General for Tax Administration.  See Chapter 700, Section 50 of the TIGTA Operations Manual for guidance concerning authority to access tax returns and/or return information.  

The results of all record checks conducted related to the potential CS will be documented in TIGTA Form OI 9833, Confidential Source Application.  If the potential CS has a criminal record, include a printout of the information and seal it in an envelope with a “Restricted File” label affixed and attach to the Confidential Source Application. 

This review may only be used to assess CS suitability.  It may not be used to develop information concerning an individual for the purpose of inducing or influencing him/her to become a CS.

150.3.3.2   Confidential Source Application.   The control agent, who is typically the person who initially developed the CS, will complete TIGTA Form OI 9833, Confidential Source Application, to document a thorough description of the CS. 

A copy of the CS file (i.e., the CS application with attachments) will be forwarded to the NUPM for permanent retention.  The NUPM is to be provided copies of all information and documentation included in the CS file retained by the field division.

150.3.3.3   Approval of CS Designation.   Generally, the SAC has authority to approve the designation of a CS.  Approval of CS designation by the Assistant Inspector General for Investigations (AIGI) or a Deputy Assistant Inspector General for Investigations (DAIGI) is required for a CS possessing a judicially recognized privilege of confidentiality, as indicated in Section 150.3.13.

To obtain approval of the CS designation, the SA will forward the CS application through their manager to the SAC (or DAIGI/AIGI if required) requesting the designation of a CS.  The SAC will forward the CS application to the NUPM for review.  Once the CS application is approved, the NUPM will return the approved CS application to the requesting SAC.  The NUPM will then input the CS as a contact in CRIMES.

150.3.3.4   Suitability Factors.   In determining the suitability of a CS, the approving official considers the following factors:
· Nature of the matter under investigation and the importance of the information or assistance being furnished;
· Seriousness of past and present criminal activity of which the CS may be suspected;
· Motivation of the CS, including any consideration sought from the Government for his/her cooperation;
· Likelihood that the information or assistance which a CS could provide is not available in a timely and effective manner;
· CS' reliability and truthfulness, or the availability of means to verify information which the CS provides;
· Any record of conformance by the CS to OI instructions and control in past operations and how closely OI will be able to monitor and control the CS' activities insofar as he/she is acting on behalf of OI;
· Any risk that the use of a CS may compromise an investigation or subsequent prosecution, including court-ordered disclosures of identity which may require the Government to move for dismissal of the criminal case; and
· Risk that use of a CS in the particular investigation may intrude upon privileged communications, or inhibit the lawful association of individuals or expression of ideas.

Consider administering a polygraph to a potential CS.

150.3.4   Restricted Types of Confidential Sources.   Do not use the following persons as a CSs without additional approval as specified below:

· Persons enrolled in the Witness Security Program may not be utilized without approval from the Department of Justice (DOJ);
· Federal probationers may not be utilized without approval of the U.S. Probation Office; and
· State parolees or probationers may not be utilized without prior notice to State officials.

150.3.5   Reviews of Suitability Determinations.   The Assistant Special Agent in Charge (ASAC) reviews determinations of suitability every 180 days.  The SAC reviews them annually.  In addition, an annual update of records checks outlined in Section 150.3.3.1 will be completed.  A record of each suitability determination and updated records checks will be maintained in the CS file outlined in Section 150.3.8.  While the CS is active, the control agent will maintain regular contact with the CS to identify any derogatory issues that may affect suitability.

Ensure that copies of all documentation concerning records checks and reviews of suitability determination are forwarded to the NUPM.
Promptly apprise the SAC of any CS information found to be false.  If a determination is made not to use a person as a CS, promptly destroy any information collected about the person during the suitability evaluation process.

If OI learns an approved CS is no longer suitable to provide information or operational assistance, promptly terminate the CS relationship.  Include a detailed statement of the reasons for such termination in the CS file and provide a copy to the NUPM, which will be forwarded to the appropriate DAIGI/AIGI, if necessary.

150.3.6   Control Agent.   The control agent is responsible for the control of the CS.  Division management is responsible for ensuring that a control agent introduces alternate control agents to each CS under their control.

150.3.7   Instructions to Confidential Source.   Whenever a CS is established, the control agent is required to document that the CS has been advised and understands the extent of his/her activities while assisting OI.  The CS will sign TIGTA Form OI 9834, Instructions to Confidential Source, to acknowledge his/her agreement to follow and abide by the instructions.  The control agent and a witness, usually the alternate control agent will also sign the form.  The original form is to be maintained in the CS file and a copy forwarded to the NUPM.

For additional guidance regarding the responsibility of the CS to report payments as income, see Chapter 600, Section 50. 

[bookmark: ConfidentialSourceFiles]150.3.8   Confidential Source Files.   Store the CS documents and photographs in accordance with the provisions of the Department of the Treasury Security Manual, reference Treasury Directive 71-10, in which the information is accessible only to the approving official or authorized alternate.  Authorized access can be designated lower, if appropriate.

A copy of the documentation package (e.g., CS Application, Instructions to CS Form, one original set of handwriting exemplars, and one original set of photographs and fingerprints) will be provided to the NUPM by the control agent.  All original documentation is maintained by the controlling SAC-/Director.  No additional copies will be made or maintained by TIGTA.

150.3.9   Change of Field Division.   If a CS moves to a different field division and agrees to continue furnishing information, make arrangements for the receiving field division to establish that individual as a CS.  

· Forward the CS file to the receiving SAC-Division.
· The CS will retain the last three digits of the original identifier number since it is not field division specific.

150.3.10   Confidential Source Control Folders.   Once a CS designation is approved, the control agent will prepare a CS control folder titled under the CS identifier assigned by the NUPM.  Access to the folder is restricted to the control agent, alternate control agent, ASAC, SAC, NUPM, and OI executives.  Use a jacket type folder with fasteners on both sides of the interior.

Store CS control folders in accordance with provisions of the Department of the Treasury Security Manual (See Treasury Directive 71-10).

Place the following information on the left side of the folder:

· The report establishing the CS;
· The approval memorandum authorizing the utilization of the CS; and
· Copies of all documents furnished to the investigative Imprest Fund Cashier for payments to or on behalf of the CS, including copies of receipts for payment.

Place on the right side of the folder the following information:

· Reports of all contacts with the CS;
· Record of any information obtained;
· Disposition or uses made of the information;
· Amounts of money paid to or on behalf of the CS, with the date of the Form 1164, Claim for Reimbursement for Expenditures on Official Business that were submitted to the Imprest Fund Cashier for reimbursement; and
· In case of negative contacts, an informal memorandum or similar instrument.

Do not place any identifying information other than the assigned number/letter identifier for the CS on documents contained in the control folder.

The Imprest Fund Cashier retains actual receipts (secured in a restricted file) for payment to a CS, with the CS' true name.  See Chapter 600, Section 50.

150.3.11   Mailing Procedures for Confidential Source Documents and Information.   All CS-related correspondence (e.g., instructions, photographs, fingerprint cards) will be secured within a Restricted File envelope and then shipped via overnight courier service.  The shipment must be tracked for receipt and delivery.  See Section 190.9.  

150.3.12   Participation in Criminal Activities.   Unless approval is obtained as described below, do not authorize a CS to engage in any activity that would constitute a crime under State or Federal law if engaged in by a private person acting without the authorization or approval of an appropriate Government official.  For purposes of the following instructions, such activity is referred to as "otherwise criminal" activity.

The approval authority makes the determination that participation by a CS in otherwise criminal activities is justified and only on the basis of his/her written findings that the conduct is necessary to:

· Obtain information or evidence paramount for prosecutorial purposes;
· Establish and maintain credibility or cover with persons associated with criminal activity under investigation; or
· Prevent or avoid the danger of death or serious bodily injury.

This need outweighs the seriousness of the conduct involved.  "Extraordinary" and "ordinary" are the two types of otherwise criminal activities for the purposes of these guidelines.  The following are the definitions:

· Extraordinary:  Those involving a significant risk of violence, corrupt actions by high public officials, or severe financial loss to a victim.  The appropriate AIGI is the approval authority pertaining to participation in “extraordinary” criminal activity.
· Ordinary:  The SAC makes a determination that justifies a CS' participation in activities which otherwise would be "ordinary" criminal activities and records it in writing in advance of any such activity.  Verbal approval may be given in an emergency situation and confirmed in writing as soon as possible.  The NUPM will be immediately apprised when this transpires.  The SAC is responsible for reviewing participation in all such criminal activity by a CS.

Note:  The authority to approve "otherwise criminal" activity may not be re-delegated.

Determinations authorizing participation in such activities may concern a single instance or a specific group of otherwise criminal activities.  Retain the written determinations in both the CS file and the CS control folder.

To the extent practical, ensure that:

· The adverse effect of the activity on innocent individuals is minimized;
· The CS' participation is minimized and is not the primary source of technical expertise or financial support for the activity in which he/she will participate;
· The CS' participation in the activity is closely supervised by OI; and
· The CS does not directly profit from his/her participation in the activity.

150.3.12.1   Consultation with U.S. Attorney Regarding Participation in Criminal Activities.   Only the appropriate AIGI can approve participation in activities which are considered to be "extraordinary" criminal activities justified as part of a CS' assignment.  The division requesting permission to allow a CS to participate in “extraordinary” criminal activities must consult with and obtain the approval of a U.S. Attorney or an appropriate DOJ official prior to requesting approval from the appropriate AIGI.

The CS' identity is protected during the consultation.  Forward the written determination and record of the U.S. Attorney’s approval immediately to the appropriate AIGI via the NUPM, in a format suitable to protect the CS' identity.

150.3.12.2   Notification of Unauthorized Criminal Activity.   Carefully scrutinize a CS' assignment at all times.  If a CS participates in any unauthorized criminal activity, even of a minor nature, promptly apprise the ASAC or SAC, who will brief the NUPM, and the appropriate AIGI. 

· The Office of Chief Counsel should be consulted to determine whether notification of State or local authorities is authorized under applicable disclosure laws via the referral procedures in Chapter 700, Section 70;
· The NUPM will annotate the occurrence in the NUPM CS file;
· The appropriate AIGI or DAIGI is apprised of subsequent decisions and developments such as discussions with State or local authorities; and
· Consistent with disclosure guidelines, notify appropriate prosecutors regarding the unauthorized criminal activity.

Do not take any action to conceal a crime by a CS under any circumstances.

150.3.12.3   Acts of Violence.   Immediately notify the ASAC or SAC, who will brief the appropriate AIGI or DAIGI and the NUPM whenever a CS participates in a serious act of violence, even when appropriate State or local law enforcement or prosecutorial authorities are aware of the incident.

· Maintain detailed records regarding any instance of CS participation in a serious act of violence; and
· The appropriate AIGI makes the determination to continue use of the CS in consultation with the Assistant Attorney General, Criminal Division, DOJ, as necessary.

[bookmark: CSHavingJudiciallyRecognizedPriviledge]150.3.13   Confidential Sources Having Judicially Recognized Privilege of Confidentiality.   Do not use a person as a CS if he/she is under the obligation of a legal or generally recognized privilege of confidentiality (e.g., licensed physician, person admitted to practice law, practicing clergy) or is affiliated with the news media, without the written approval of the appropriate AIGI or DAIGI.

The appropriate AIGI or DAIGI promptly gives written notice, or verbal notice confirmed in writing, to the Assistant Attorney General, Criminal Division, DOJ, or his/her designee, of any such OI authorization.  The notice includes sufficient information to allow meaningful review, and states the reasons why the individual should be used as a CS.

Advise any such person approved as a CS that, in seeking information from him/her, OI is not requesting and does not advocate breach of any legal obligation of confidentiality.

Prepare a record and keep in the CS file after giving the advisement.  Furnish this advisement before accepting information on a continuing basis.

If, despite the advice to the CS that disclosure of privileged information is not requested or advocated, the CS still offers to provide information that is privileged or arguably privileged, do not accept the offer unless the SAC determines that serious consequences would ensue from rejection of the offer (e.g., physical injury to individual or severe property damage).  Promptly forward a report concerning such information and the circumstances that warranted its acceptance to the appropriate AIGI or DAIGI.

If the information is spontaneously provided by the CS, without any offer that would alert the SA to the nature of the information, in circumstances which do not meet the standard of serious consequences, record the information to establish that the problem was recognized and that no use was made of the information in the conduct of any investigation.

150.3.14   Confidential Sources Who Are Prisoners.   OI investigations may involve the use of prisoners as informants.  If using a prisoner as an informant in an investigation, make a request to use the prisoner to the appropriate authority.  Prepare the request for signature of the appropriate AIGI.  Include the following information:

· Location of the prisoner;
· Identifying data on the prisoner;
· Necessity of utilizing the prisoner in the investigation (provide only that information that is necessary in order to obtain the use of the Federal prisoner);
· Name(s) of the target(s) of the investigation only if it is necessary in order to obtain the use of the Federal prisoner;
· Nature of activity requested;
· Security measures to be taken to ensure the prisoner's safety, if necessary;
· Length of time the prisoner will be needed in the activity;
· Whether the prisoner will be needed as a witness;
· Whether a prisoner re-designation will be necessary upon completion of the activity; and
· Whether the prisoner will remain in the custody of OI or whether he/she will be unguarded except for security purposes.

Address requests for use of Federal prisoners to the attention of the Associate Director, Office of Enforcement Operations, P.O. Box 7600, Ben Franklin Station, Washington, DC, 20044-7600.  The Office of Enforcement Operations forwards their recommendation to the Bureau of Prisons (BOP), which advises OI of its decision.  Provide a report detailing the results of the activity to the Office of Enforcement Operations within 60 days of its conclusion.

For requests for use of State prisoners, follow the guidelines established by that jurisdiction.

150.3.15   Confidential Sources Who Are Cooperating Defendants.   If a CS is developed from a subject who decides to become a “cooperating defendant,” ensure the following:

· Obtain the concurrence of the USAO;
· Comply with all court rulings, if any, regarding the utilization of the CS; and
· If the CS has already been convicted, liaison with the U.S. Probation Officer assigned to the CS to ensure that required monthly reports regarding the activity of the CS are completed.

Provide the U.S. Probation Officer with specific investigative information, such as target names and locations, only if and to the extent that disclosure is authorized by Federal confidentiality laws (e.g., 26 U.S.C. § 6103 and the Privacy Act).  See Chapter 700, Chief Counsel, Section 50.5.2.

150.3.16   Infiltration of Organizations by Confidential Sources.   Individual members of legitimate organizations may be independently involved in criminal activities.  To ensure that the privacy of constitutionally-protected activities is respected, carefully regulate the use of a CS who uses affiliation with legitimate organizations to gather information concerning the activities of individual members.

In determining whether the use of such an affiliated person as a CS is viable, the appropriate AIGI or DAIGI, who is the approving official, should consider:

· The likelihood of responsible behavior by the CS during the course of his/her organizational membership.
· The ability of OI to focus the CS' reporting on members of the organization involved in criminal activities and to minimize adverse impact on innocent members of the organization.
· Whether the use of the CS might inhibit free association or expression of ideas by innocent members of the organization in the future, or hinder the ability of the organization to function effectively.

In approving the use of such an affiliated person as a CS, the approving official establishes procedures, recorded in writing, to minimize any acquisition, retention, and dissemination of information that does not relate to the matter under investigation or to any other authorized investigative activity.

150.3.17   Coordination with the U.S. Attorney’s Office.   Fully disclose to the Federal prosecutor the nature and scope of any CS participation in matters presented to DOJ.  

However, if it is necessary to withhold certain information to protect the CS's identity from possible compromise, inform the prosecutor of the general nature of the withheld information.  Authority to release the identity of a CS is delegated to the SAC and cannot be re-delegated.

150.3.18   Compensation of Confidential Sources.   OI may pay a CS a reasonable amount of money or provide other lawful consideration for:

· Information furnished;
· Services rendered; and
· Expenses incurred in authorized investigative activity.  

Do not offer payment of money or other consideration, other than a published reward, that is conditioned on the conviction of any particular individual.

In determining the value of information furnished, consider the following factors:

· Significance of individuals or organizations involved;
· Complexity of investigation in terms of level of penetration and jurisdictions involved;
· Probative value of information;
· Nature or significance of any seizures;
· Investigative time saved through use of informant;
· Time and effort expended by informant;
· Degree of danger involved; and
· Other pertinent factors.

Where practical, state in a compensation agreement with a CS that compensation will depend on compliance with the obligation of confidentiality for investigative information, and that any profits derived from a violation of the obligation shall be forfeited to the U.S.

Payments for services or information to a CS who is an IRS employee are not authorized.  However, minimal expenditures, such as for meals or refreshments, are allowed as a liaison expense solely for the purpose of maintaining a relationship between the CS and TIGTA.

Information concerning specific instructions on payments to a CS is contained in Chapter 600, Section 50 of the TIGTA Operations Manual. 

150.3.19   Protection of Confidential Sources.   Disseminate the identity of a CS and any information that may identify a CS only upon direction of the approving official.  In the event that a CS is threatened, OI will assess the threat to determine an appropriate response.  If necessary, refer a CS to DOJ for protection and relocation under the                               
Witness Security Program.  See Section 230. 

[bookmark: LawEnforcementDatabases]150.4   Law Enforcement Databases.
OI uses computerized databases to communicate with other law enforcement agencies and to conduct various criminal history inquiries.  This section provides specific information concerning the following databases:

· TECS;
· National Crime Information Center (NCIC);
· National Law Enforcement Telecommunications System (NLETS); and
· El Paso Intelligence Center (EPIC).

150.4.1   TECS.   TECS is a computerized data processing system designed to identify individuals involved or suspected of involvement in violation of U.S. laws.  TECS is maintained by the Department of Homeland Security, U.S. Customs & Border Protection (CBP), Office of Information Technology.  

TECS comprises several databases containing law enforcement-related information.

TECS provides direct access to the NCIC and NLETS.  Specific information concerning TECS and directions for TECS use are for "Official Use Only."  This information is provided on TECS system and is available only to authorized users. 

NCIC and NLETS entries and queries shall only be made through TECS.

150.4.2   National Crime Information Center.   NCIC is an electronic clearinghouse for crime data available to all local, State and Federal criminal justice agencies nationwide.  

NCIC regulations require that the agency having primary jurisdiction over the offense make all necessary entries into NCIC.  The agency must have written documentation, such as a report, to make an entry.

Temporary felony want records allow persons, in exigent circumstances, to be entered for 48 hours without a warrant.

The system also contains images that can be associated with NCIC records to help agencies identify people and property items.

[bookmark: SensitivityTECS_and_NCIC_150_4_3]150.4.3   Sensitivity of TECS and NCIC Data.   All TECS and NCIC data, excluding TECS Interstate Identification Index (III), is designated as "Law Enforcement Sensitive For Official Use Only."  Information from the TECS III files is "Limited Official Use Only."  Mark all printouts with the appropriate classification.  Shred or burn them when no longer needed.

The TECS and NCIC information is owned by the originating agency.  This information must be verified by the originating agency and cannot be used in ROIs or disseminated outside of OI law enforcement without the originating agency's approval.

Do not attach TECS or NCIC printouts to ROIs or other types of correspondence disseminated outside of OI.  Use the TECS and NCIC information only as lead information.  Agents must verify the information by obtaining the source document(s) from the law enforcement agency or court before including it in the ROI or other correspondence.  See Section 250.7.5.

For Potentially Dangerous Taxpayer (PDT) determinations, do not provide the IRS-Office of Employee Protection with information obtained only from TECS or NCIC.  Such information may not be provided outside of OI without verification by the originating agency prior to such a disclosure.

Indirect dissemination of information contained in NCIC files, other than from TECS III, is not prohibited, but must be approved by the Criminal Justice Information Services (CJIS) program manager who also serves as TIGTA’s Terminal Agency Coordinator (TAC) and National Systems Control Officer (NSCO). 

TECS III information may not be disseminated except for criminal justice purposes, and may not be disseminated outside of TIGTA. 

150.4.4   NCIC Messages.   The six types of messages pertaining to NCIC records are:

· Entry:  enters a new record into NCIC or provides supplemental information to an existing record;
· Modification:  adds, deletes or changes data in an existing record;
· Locate:  notification that an agency has recovered a stolen item or apprehended a fugitive;
· Cancellation:  removes an invalid record, restricted to the originating office;
· Clear:  notification that an item or individual may be removed from the system because enforcement action has been taken; and
· Inquiry:  requests the system to check one or more databases for the existence of active records.

150.4.5   Control Terminal Agency.   A Control Terminal Agency is a Federal, State or territorial criminal law enforcement agency on the NCIC system providing statewide or equivalent service to its NCIC users.  TIGTA’s Control Terminal Agency is the CBP.

150.4.6   NCIC Hit.   An NCIC "hit" is a positive response to an inquiry.  Immediately confirm with the originating agency all NCIC queries that result in a hit by entering an administrative message into NLETS or by a telephone call.  Enter all confirmed hits into NCIC as a Locate message.  The person initiating the query must ensure the Locate message is entered.  NCIC regulations require TIGTA to ensure someone is available 24 hours a day, seven days a week to confirm a “hit” on all records, except TECS III records.

150.4.7   Arrest Based on NCIC Hit.   An NCIC hit is not probable cause to make an arrest.  Contact the originating agency to verify the record.

150.4.8   Ten Minute Hit Confirmation Policy.   OI requires a 10-minute response time for its records.  "Confirming a hit" means contacting the agency that entered the record to:

· Ensure that the person or property inquired about is identical to that identified by the record;
· Ensure that the warrant, missing person report or lost or stolen property report is still outstanding; and
· Obtain a decision regarding the extradition of a wanted person, information regarding the return of the missing person to the appropriate authorities, or information regarding the return of stolen property to its rightful owner.  

Upon receipt of a hit confirmation request, an originating agency must furnish the requesting agency one of the following within 10 minutes:

· A positive confirmation;
· A negative confirmation, reject; and
· Notice of the specific amount of time necessary to confirm or reject.

********************************** provides “hit” confirmation for TIGTA arrest warrants.  If the user receives such a notice, *************************************** to obtain the name of the responsible TIGTA case agent.  For all other “hit” confirmations, the primary point of contact identified on the TIGTA Lost/Stolen Article Form will be contacted.

150.4.9   NCIC Off-line Searches.   An NCIC offline search inquiry is a special query of NCIC for information, which cannot be obtained through the use of online inquiries.  The offline search is made against two sources of NCIC information:  online files and historical data such as records that have been removed from NCIC transaction logs.  Only FBI NCIC officials may conduct offline searches.

150.4.10   National Law Enforcement Telecommunications System.   NLETS' purpose is to provide an improved interstate law enforcement and criminal justice communications system.  NLETS provides a message service and supports inquiry by users into State records such as motor vehicle, driver's license, criminal history, and other State databases.  NLETS consists of representatives of law enforcement agencies from each of the 50 states, the District of Columbia, Puerto Rico and several Federal law enforcement agencies.

NLETS is a computerized, high-speed message switching system created for and dedicated for use by the criminal law enforcement community.  NLETS provides for interstate or interagency exchange of criminal justice or related information and messages.  

150.4.11   National Law Enforcement Telecommunication System Query Files.   NLETS can be queried for out-of-state information using the following files:

· Driver’s License;
· Driver History;
· Vehicle Registration;
· Criminal History;
· Road/Weather Conditions;
· Administrative Messages;
· Boat Registration;
· Snowmobile Registration;
· Hazardous Material;
· Federal Aviation Administration (FAA)/TECS Aircraft Tracking System; and 
· FAA/TECS Aircraft Registration System. 

150.4.12   CJIS Program Manager.  The CJIS program manager:   

· Serves as TIGTA's point-of-contact for all matters relating to CJIS access;
· Serves as the OI point-of-contact for all CJIS-related matters and provides technical and policy guidance on the security and use of CJIS and data;
· Administers CJIS programs within TIGTA and oversees the agency's compliance with CJIS policies;
· Monitors CJIS use, enforces CJIS discipline, and assures proper procedures are followed;
· Ensures compliance with national, State, and local NCIC policies, rules, and regulations through routine review and analysis of CJIS use;
· Maintains liaison with State and Federal CJIS Systems Officers and other local TACs;
· Provides input into State and Federal networks and the national NCIC system;
· Trains and certifies operations, maintains system records, validates records, performs quality control reviews, enters/modifies/clears/cancels records, and provides technical and operational assistance;
· Provides oversight of and support to TIGTA's Systems Control Officers;
· Establishes policies and guidelines for user profile records and permission levels;
· Ensures monthly NCIC data validations are completed and returned to NCIC timely;
· Reports all significant administrative and program weaknesses discovered during audits, validations, or quality control reviews; and identifies appropriate corrective actions; and
· Formulates, modifies, and recommends policies, procedures, systems, and methods for the effective management of CJIS.

[bookmark: SystemsControlOfficer]150.4.13   Systems Control Officer.   Each field division has one or more SCOs.  SCOs provide support to the CJIS program manager in maintaining compliance with TECS/NCIC rules and regulations.  SCOs:

· Provide support to the CJIS program manager to ensure field compliance; and
· Provides support to the TECS users such as unlocking profiles, extending training certification dates, resetting passwords, assisting with queries, assisting with inputting and/or modifying records, and contacting BCP to make profile adjustments.

150.4.14   Oversight.   The CJIS program manager reviews the operations of SCOs and is responsible for correcting all instances of noncompliance by SCOs and users.

150.4.15   User Profile Records.   The User Profile Record (UPR) creates the account and consists of identifying information and documentation of training required for TECS use.  The CJIS program manager must prepare a UPR to create the account to access TECS.

All SAs with UPRs have access to complete “Inquiry,” “Locate,” and “Entry” messages.

150.4.16   TECS User Criteria.   Each TECS user must have a UPR and an account to use TECS.  The user must then pass TECS online computer generated training courses.

The CJIS program manager may provide the UPR and account to an SA or other TIGTA-OI employee determined to have a business need to access the system. 

Cooperative student employees, interns, seasonal and temporary employees may not be granted access to TECS.

To request a UPR account, the employee must complete TIGTA Form 5081, TIGTA Information Systems User Registration/Change Request, and the employee’s manager must submit the form to the CJIS program manager.

Before access will be granted, the employee must have:

· A background investigation completed within the preceding five years;
· Complete all required TECS training courses; and
· Legitimate need for access to TECS.

150.4.16.1   Removing a TECS User.   When an employee no longer needs access to TECS, separates from TIGTA, or is under investigation, the employee’s manager will complete TIGTA Form 5081 requesting to suspend and/or remove the TECS user’s access.  Send TIGTA Form 5081 to the CJIS program manager for processing.

150.4.17   TECS Liability.   The person who enters data, or requests that information be input to TECS, is responsible for the accuracy and completeness of the record.  The requester or user who input the record is responsible for removing a record from TECS once it is no longer valid.

The requester or TECS user may be held civilly liable for failure to remove invalid records.  For example, if a wanted person is arrested a second time because the original record was not removed after the first arrest, the SA who made or requested the TECS entry may be held responsible.

150.4.18   Audit Trails.   TECS generates audit trails on each user from log-on to log-off.  Each screen seen by the user and all information typed on the screen are maintained online.  The CJIS program manager requests all audit trails through CBP, Office of Internal Affairs.

150.4.19   Query Logs.   NCIC requires each agency to maintain a manual or automated log of all queries for a minimum of one year.  The automated audit trails maintained by TECS meet this requirement.

A log to document secondary disclosure of criminal history record information must also be maintained.  All criminal history record inquiry requests must show to whom the information is to be delivered.  This information can be maintained in the TIGTA Form OI 6501, Chronological Case Worksheet.

150.4.20   Security.   A shredder or Agency-provided “shred bin” must be available to destroy unwanted printouts.  Use a safe or locking cabinet to store all printouts containing criminal history data.

150.4.21   OI Entry Procedures.   All TECS and NCIC entries, except arrest warrants, are completed by the case agent.  **********************************************************************************************************************************************************************************************************************************************.  

The case agent will send a completed Article Form and the NCIC entry record to the CJIS program manager.  Include the intake or investigation number in the subject line of *******************************************************.  

The TECS user will insert the case agent’s last name and cell phone number when inputting any articles into NCIC.  The TECS user must insert the disclaimer to contact the ******************************************************** to obtain the name of the responsible TIGTA case agent.  If another law enforcement agency is the lead, that agency will input items.  

150.4.21.1   Arrest Warrants.   TECS/NCIC policy requires that all arrest warrants be input immediately into the system.  This requirement is to ensure the safety of other law enforcement officers who may be in contact with the subject. 

SECTOR will enter arrest warrants for TIGTA upon receipt of a valid request and supporting documentation.  The case agent will send a completed DHS Form 59, a valid arrest warrant that is signed by the Judge, the TIGTA Hit Confirmation Form, and a photo of the subject to the appropriate National Law Enforcement Communications Center at CBP.  Addresses can be found on the Technical and Firearms Support Division’s (TFSD) Intranet page. 

150.4.21.2   Lost Credentials.   Do not input lost or stolen IRS credentials (e.g., proximity badges, SmartID badges, IRS pocket commissions).

[bookmark: OIArrestWarrantRemovalProcedures][bookmark: OI_AW_Removal_Proced_150_4_21_2]150.4.21.3   OI Arrest Warrant Removal Procedures.  TECS/NCIC requires that all executed arrest warrants be removed immediately from the system to prevent other law enforcement entities from mistakenly arresting the subject under the belief that the warrant is still active.  TIGTA defines immediate removal as requiring the SA executing the arrest warrant or another designated agent to contact ************************* and request that the warrant be removed.   

150.4.21.4   Validations.   OI is responsible for ensuring the accuracy, timeliness and completeness of all records it enters into TECS and NCIC.

All items entered into NCIC are subject to a monthly validation of records procedure.  NCIC officials periodically prepare a listing from the database and forward the data to the entry agency for verification.  To validate these items, an agency must ensure that each of the following is verified:

· Supporting documentation is present;
· All fields are completed;
· All information is correct;
· Case is still pending; and
· Wanted persons/fugitives are still at large, verified by completing a court house check to ascertain that the warrant still exists.

The SCO advises the CJIS program manager, who is responsible for providing NCIC a signed statement that the sample data was validated and correct.  Failure to comply will cause the entry to be deleted.

150.4.21.5   El Paso Intelligence Center.   The EPIC is a multi-agency operation that collects, processes and disseminates information in support of ongoing field investigations.  EPIC's primary mission is to provide an accurate intelligence picture of drug movement by land, sea and air throughout the world.  

150.4.21.6   EPIC Requests.   All EPIC requests are made through TECS access.  The request must be in connection with an investigation which involves narcotics, drug related money laundering, illegal alien or weapons smuggling activities.

If available, include the following identifying information:

· Suspect's aliases;
· Suspect's Place of Birth;
· Suspect's parents' names;
· SSNs;
· Driver’s license information;
· Passport information;
· Suspect's street address and telephone numbers;
· Company name, address, and telephone numbers;
· Alien registration number;
· FBI number; and
· Race, sex, height, weight, color of hair and eyes.

Agency requests to EPIC are recorded in EPIC's database.  A permanent entry, which reflects the particulars of the inquiry, is maintained in the subject's record.

[bookmark: MailCovers]150.5   Mail Covers. 
A mail cover is the process by which a nonconsensual record is made of any data appearing on the outside cover of sealed or unsealed class of mail matter, or by which a record is made of the contents of any unsealed class of mail matter as allowed by law.  *****************************************************************************************************************************************************************.  

150.5.1   Requests for Mail Covers.   *******************************************************************************************************************************************************************************************************************************************************************************************************************************.

*********************************************************************************************************************************************************************************************************************************************************************.

150.5.2   Return of Mail Cover Information.   *********************************************
************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************. 

150.5.3   Cancellation of Mail Covers.   Cancel a mail cover when the information sought is obtained.  

[bookmark: SubmissionProcedures][bookmark: ConsumerCreditAgencyReports][bookmark: TaxpayerData]150.5.4   Documentation of Mail Covers.   Mail covers are for intelligence or lead generation purposes.  Do not reference the mail cover investigative technique nor the results of the mail cover in the ROI.  

150.6   Taxpayer Data.  
SAs may need to obtain original tax returns, return information, audit reports, and IRS Criminal Investigation (CI) reports from the IRS if investigating a violation of Title 26 or a related statute.  This information may only be obtained if the SA is performing a tax administration investigation.  See Chapter 700 for a discussion of the authority to access tax returns and return information.

[bookmark: TaxReturnsandReturnInformation]150.6.1   Tax Returns and Return Information.   Use the Integrated Data Retrieval System (IDRS) to order and control tax returns and return information required during a tax administration investigation.  SACs are responsible for ensuring there are adequate controls over the approval of requests for returns and return information and that returns and return information are promptly returned to files when they have served their purpose.  Requests for all other tax records, or those that cannot be generated through IDRS, may be requested using IRS Form 2275, Records Request, Charge and Recharge.

150.6.1.1   Control Procedures.   OI will follow all procedures that the IRS requires when they request tax returns and/or return information.

When tax returns or return information are requested, it is the responsibility of the SAC-Field Division to ensure that:

· There are adequate controls for approving SA requests for returns and/or return information; and
· SAs promptly return to the IRS original tax returns and/or return information when they are no longer needed.

Whenever possible, SAs should promptly make working copies of original tax returns and/or return information obtained from the IRS, and return the originals to the IRS for storage and safekeeping.  Original tax returns maintained by TIGTA as evidence will be processed in accordance with Section 190.

150.6.1.2   Use of Third Party Returns or Return Information.   It is sometimes necessary to disclose authentic third party tax returns or return information to non-IRS employees, especially during undercover operations.  The returns or return information may be disclosed only after:

· Securing the third party’s consent.  See TIGTA Form OI 1933, Consent for Release of Tax Return and/or Return Information by the Treasury Inspector General for Tax Administration; and
· Discussion with TIGTA Counsel if unable to secure the third party’s consent to determine if 26 U.S.C. § 6103 would authorize the disclosure under the circumstances at issue. 

150.6.2   IRS Tax Audits or Criminal Investigation Reports.   To review a tax audit report or an investigative report by IRS CI, contact the IRS management official overseeing the function.  Include a copy of portions of the tax audit or investigative report in the TIGTA report only if pertinent to the case.
[bookmark: CentralizedAuthorizationFile]150.7   Centralized Authorization File.
	The Centralized Authorization File (CAF) is an automated file available on IDRS of taxpayers that have executed powers of attorney and contains the names of taxpayers' representatives.  Use CAF information only for OI investigative purposes.  To receive a CAF, submit a Request Assistance Form (RAF) in CRIMES. 

150.7.1   Accessing the Centralized Authorization File.   SAs who are authorized to use IDRS are also authorized to make ordinary IDRS inquiries of the CAF in connection with their official duties.  SAs must comply with the provisions of 26 U.S.C. § 6103 when accessing tax returns and return information, including information in the CAF concerning taxpayer representatives received by the IRS on filed tax returns.

150.7.2   CAF Analysis and Utilization.  CAF data may be used: 

· As an investigative tool to identify former and current clients of representatives;
· To provide for the security of IRS employees after a representative is designated as a PDT and additional contacts with the representative are anticipated;
· To identify clients of a representative after the representative has made a bribe overture in order to identify other potential bribe overtures; or 
· For further analysis with other IDRS information to identify IRS employees who were assigned cases in the names of clients whose representative made a bribe overture.

Do not use CAF data to initiate audits if the information is available through another source, such as the Preparer Inventory File, or the Automated Information Management System historical files.
[bookmark: RequestsandControlTaxReturnsandReturnInf]
[bookmark: InformationfromStateUSTerritoryTaxingAut]150.8   Information from State or U.S. Territorial Taxing Authorities.
SAs may need copies or originals of tax returns or return information filed with State or U.S. territorial (e.g., Puerto Rico) taxing authorities during the course of their investigations.  

150.8.1   Request Procedures.   To obtain copies or originals of tax returns or return information filed with State or U.S. territorial taxing authorities, OI will take the necessary steps to acquire the information in the order listed below:

· Direct request to taxing authority;
· Request for assistance from IRS Disclosure Office; and
· Subpoena request.


150.8.1.1   Direct Request to Taxing Authority.   SAs will make a request to the State/territorial taxing authority, in writing if necessary, that the identified tax return or return information is necessary for the investigation of a Federal matter under the authority of TIGTA.

150.8.1.2   Request for Assistance from IRS Disclosure Office.  The IRS has memoranda of agreement with all State and territorial taxing authorities authorizing it to receive tax returns or return information filed with the state/territorial taxing authority, provided such information is required for the purpose of tax administration.  IRS will assist TIGTA in obtaining tax returns or return information filed with State and territorial taxing authorities provided that the SA is performing a tax administration investigation pursuant to Title 26 or related statutes, and that tax returns or return information provided is protected by the confidentiality provisions of 26 U.S.C. § 6103.  Consult TIGTA Counsel and/or see Chapter 700 for a complete discussion of 26 U.S.C. § 6103.

In the event the State or territorial taxing authority refuses TIGTA’s request for tax return or return information, SAs will direct their request to the appropriate IRS Disclosure Office, provided that the records sought are necessary for an official investigation related to Federal tax administration.  SAs will take the following action:

· Complete IRS Form 8796, Request for Return/Information, Sections A and B.  Regarding Section C, complete Block #1 (requesting SA), Block #2 (SAC), and Block $4 (address).  DO NOT complete Block #3, as it will be completed by the authorizing IRS Disclosure Officer.
· Complete a very brief memorandum addressed to the IRS Disclosure Office stating that TIGTA is conducting an official investigation related to Federal tax administration and that requested material will be protected according to the provisions of 26 U.S.C. § 6103.  Provide only enough information so that the addressee knows what records are needed for the investigation.  The memorandum should not provide details related to the nature of the investigation, as the memorandum will be provided to IRS and the State/territorial taxing authority.
· Submit both the IRS Form 8796 and memorandum to the appropriate IRS Disclosure Office via facsimile.

State/territorial taxing authorities typically will respond within four to six weeks.

150.8.1.3   Subpoena Request.   In the event TIGTA is unable to obtain the necessary records through the State/territorial taxing authority or IRS, the SA requiring such records should contact the Operations Division to discuss the use of an administrative subpoena.  See Section 220.


150.8.2   Control Procedures.   When tax returns or return information are requested, it is the responsibility of the SAC to ensure that:

· There are adequate controls for approving SA requests for State/territorial tax returns and/or return information.
· SAs promptly return to State/territorial taxing authorities all original documents when no longer needed.
[bookmark: SocialSecurityAccountInformation]
150.9   Social Security Administration Account Information.
The Social Security Act authorizes the Social Security Administration (SSA) to disclose information to any officer or employee of the Department of the Treasury lawfully charged with administering the following laws or regulations:

· Social Security Act, Titles II, VIII, IX;
· Self-Employment Contributions Act;
· Federal Unemployment Tax Act; and,
· Any Federal income tax law.

The regulations forbid further disclosure of information or its use for purposes other than the administration of the above-cited laws.

150.9.1   Requesting Social Security Administration Information.   The SAC-Mid Atlantic Field Division is responsible for obtaining information from the SSA for all offices.  Request SSA information from the SAC-Mid Atlantic Field Division by initiating a collateral request in accordance with Section 250.  The response to collateral requests for SSA information normally takes four to six weeks.

For expedited requests, submit requests directly to the ASAC, Baltimore Group.
 
150.9.2   Social Security Administration Information Requests.   The SSA retains quarterly employment and earnings information up to and including the quarter ending December 31, 1977.  After that date, employment information, by Employer Identification Number (EIN), is not available on a quarterly basis.  Earnings information is available on an annual basis.

SSA posts all W-2 earnings information to individual accounts within approximately 12 to 18 months.  The requesting SA prepares requests for SSA information by including the information contained in the following examples.




Copy of IRS Form 941, Employer’s Quarterly Federal Tax Return, for the period from (1st, 2nd, 3rd, or 4th quarter, Calendar Year) to (1st, 2nd, 3rd, or 4th quarter, calendar year) for: 

· Company name;
· Company address; and,
· Company EIN.

Copy of Form SSA-7009, Transcript of Earnings Record, identify employer for the period from 1st, 2nd, 3rd, or 4th quarter, calendar year to 1st, 2nd, 3rd, or 4th quarter, calendar year, for:

· Subject's name; and 
· Subject's SSN.

Copy of Form SS-4, Application for Employer Identification Number, for:

· Company name;
· Company address; and
· Company EIN.
	
Copy of Form SS-5, Application for a Social Security Card, for:

· Subject's name; and 
· Subject's SSN.

SSN issued to:  

· Subject's name;
· Date of birth (DOB) (month, day, year);
· Place of birth (POB); and
· Parents' names. 

Make every attempt to supply all of the information SSA requires to process the request, as missing information may delay or prevent SSA's processing of the request.

[bookmark: ObtainingWageandOtherIncomeStatements]150.10   Obtaining Wage or Other Income Statements.   
Request wage and other income statements through the IRS Information Returns Processing (IRP) System.  SSA will not honor those requests.  IRP information is available beginning with calendar year 1977 and retrievable only by SSN.  It is important to note, however, that this information may only be obtained from the IRS if the SA is performing a tax administration investigation, pursuant to Title 26 or related statute.  This information may be obtained by submitting a RAF in CRIMES or using command code “IRPTR” in IDRS. 

See Chapter 700, Section 120 for a discussion of the authority to access tax returns and return information.  

[bookmark: ObtainingUSTreasuryChecks][bookmark: InfoAvailableUnderBSA]150.10   Information Available Under the Bank Secrecy Act.   
The Bank Secrecy Act (BSA), originally the Currency and Foreign Transactions Reporting Act of 1970, requires financial institutions to keep a number of different types of records (including records of cash purchases of negotiable instruments), file a number of different types of reports (including of cash transactions exceeding a daily aggregate amount of $10,000, and of suspicious activity that might signify money laundering, tax evasion, or other criminal behavior), and to maintain anti-money laundering programs. 

150.10.1   Financial Crimes Enforcement Network Portal.   The Financial Crimes Enforcement Network (FinCEN) Portal is an online database that contains sensitive information on large cash and suspicious financial transactions reported under the BSA.  TIGTA has an Interagency Agreement with FinCEN which allows authorized OI personnel to access the FinCEN Portal. 

Reports and forms relating to the BSA program on the FinCEN Portal include the following: 

	Report
	Requirements

	Currency Transaction Report (CTR)
	Filed by financial institutions that engage in a currency transaction in excess of $10,000.

	Currency Transaction Report Casino (CTRC) (Includes both Form 8362 & Form 8852)
	Filed by a casino to report currency transactions in excess of $10,000.

	Report of Foreign Bank and Financial Accounts (FBAR)
	Filed by individuals to report a financial interest in or signatory authority over one or more accounts in foreign countries, if the aggregate value of these accounts exceeds $10,000 at any time during the calendar year.

	IRS Form 8300, Report of Cash Payments Over $10,000 Received in a Trade or Business
	Filed by persons engaged in a trade or business who, in the course of that trade or business, receives more than $10,000 in cash in one transaction or two or more related transactions within a twelve-month period.


	Suspicious Activity Report (SAR - for banks SAR-DI, for securities and insurance SAR-SF, for money services businesses SAR-MSB)
	Filed on transactions or attempted transactions involving at least $5,000 that the financial institution knows, suspects, or has reason to suspect that: the money was derived from illegal activities; the transaction was part of a plan to violate Federal laws and financial reporting requirements (structuring); or the transaction has no business or apparent lawful purpose or not typical for the customer and the financial institution doesn’t know of a reasonable explanation for it.

	Suspicious Activity Report Casino (SAR‑C)
	Filed on transactions or attempted transactions if it is conducted or attempted by, at, or through a casino, and involves or aggregates at least $5,000 in funds or other assets, and the casino/card club knows, suspects, or has reason to suspect that the transactions or pattern of transactions involves funds derived from illegal activities. Also filed when transactions are part of a plan to violate Federal laws and transaction reporting requirements (structuring).



150.10.2   Disclosure of Suspicious Activity Reports and Underlying Suspicious Activity.   The disclosure rules for information gathered during the course of a BSA (Title 31) compliance activity are different from information prepared or received pursuant to Title 26.  26 U.S.C. § 6103 prohibits the sharing or disclosure of tax returns and return information prepared or received pursuant to Title 26 unless a specific exception applies under § 6103.
 
The unauthorized disclosure of a SAR is not only a violation of Federal criminal law, but it undermines the very purpose for which the suspicious activity reporting system was created – the protection of our financial system through the prevention, detection, and prosecution of financial crimes and terrorist financing.  

Federal law (31 U.S.C. § 5318(g)(2)) prohibits the notification of any person that is involved in the activity being reported on a SAR that the activity has been reported.  This prohibition effectively precludes the disclosure of a SAR or the fact that a SAR has been filed.  However, this prohibition does not preclude, under Federal law, a disclosure in an appropriate manner of the facts that are the basis of the SAR, so long as the disclosure is not made in a way that indicates or implies that a SAR has been filed or that the information is included on a filed SAR.  

There is a narrow exception that allows a special agent (SA) to disclose the existence of a SAR in fulfilling his official duties, but FinCEN has interpreted this exception to apply only when it is required that the SAR be disclosed, for instance, in the course of a criminal trial in order to comply with constitutional due process requirements.

The responsibility for the security of FinCEN information is placed with each person having online access to the FinCEN Portal data and those who have knowledge or physical custody of FinCEN information, documents, or material, no matter how obtained.  Agents must not disclose FinCEN information to the public, and an SA with FinCEN Portal access or information must neither confirm nor deny the existence of a FinCEN record to the public. 

150.10.3   Financial Institution Disclosure of SAR Documentation.   Under the SAR regulations, institutions filing SARs should identify themselves within the SAR, and they are directed to maintain all "supporting documentation" related to the activity being reported.  Disclosure of supporting documentation related to the activity that is being reported on a SAR does not require a subpoena, court order, or other judicial or administrative process.  Under the SAR regulations, financial institutions are required to disclose supporting documentation to appropriate law enforcement agencies, or FinCEN, upon request.

[bookmark: RequestingTaxpayerData]150.11   National Instant Criminal Background Check System.
The National Instant Criminal Background Check System (NICS), a system owned by the FBI, was implemented in 1998 for the purpose of enhancing national security and public safety by providing the timely and accurate determination of a person’s eligibility to possess firearms and/or explosives in accordance with Federal law.  The NICS Improvement Amendments Act (NIAA) of 2007 and the Fix NICS Act of 2017 have further defined agencies’ reporting responsibilities.  Federal agencies are required to make all applicable records electronically available to NICS on a regular basis, and to submit semiannual certifications to the Attorney General.  

150.11.1   Persons Prohibited from Possessing or Receiving a Firearm.   The implementation of NICS has been instrumental in denying the transfer of firearms to criminals and other persons for whom possession is against the law.  However, the ability of the NICS personnel to make a quick and effective determination as to whether an individual is prohibited from possessing a firearm depends on the completeness and accuracy of information made available by Federal, State, and tribal authorities.  There are 10 categories of persons who are prohibited from possessing or receiving a firearm by Federal law:

· Felons;
· Fugitives from justice;
· Persons unlawfully using or addicted to any controlled substance;
· Persons adjudicated “mentally defective” or committed to a mental institution;
· Illegal/unlawful aliens, and aliens admitted on a non-immigrant visa;
· Persons dishonorably discharged from the military;
· Citizen renunciates;
· Persons subject to a domestic violence restraining order;
· Persons convicted of a misdemeanor crime of domestic violence; and/or
· Persons under indictment/information (for a crime punishable by imprisonment for a term exceeding one year).

150.11.2  Databases Available to NICS Personnel.   ****************************************
***************************************************************************************************:

· ****************************************************************************************************************************************************************************************
**************;
· ********************************************************************************************************************************************************************************; and
· *********************************************************************************************************************************************************************************. 

150.11.3  Responsibilities.   OI’s TFSD administers OI’s compliance with NICS.  In order to accomplish OI’s compliance, TFSD works with OI Divisions to ensure timely and accurate reporting.

[bookmark: _GoBack]150.11.4   Field Division Personnel Responsibilities.   Upon arrest, surrender, or booking of a subject, the case SA must ensure the correct Originating Agency Identifier (ORI) is entered in the U.S. Marshals Service’s Joint Automated Booking System (JABS).  See Section 140.5.10, Fingerprinting, Booking, and DNA Sampling, provides instructions on TIGTA’s unique ORI and how to locate it in JABS.     

SAs must also ensure fact sheets for any legal actions are submitted without delay, in accordance with Section 30.7, Reporting Significant Cases.  The fact sheet shall contain all available information, such as literal charges by statute and supporting court documents, whenever possible.  If documents are under seal or otherwise protected, such information must be clearly stated in the fact sheet.  **********************************
***************************. 

SAs are responsible for entering all relevant legal actions into CRIMES in an accurate, complete and timely manner.  See Section 80. 

It is the responsibility of the reviewing ASACs and SACs to ensure the accuracy and timeliness of CRIMES data and fact sheet content and submissions.  


150.12.5   Technical and Firearms Support Division Personnel Responsibilities.   TFSD serves as the NICS program manager and is responsible for monitoring internal compliance and ensuring the accuracy of arrest records relative to TIGTA investigations ********************************************* and/or State and local law enforcement agencies, as well as the transmission of disposition information and updates via FBI Forms R-84, Disposition Reports, to CJIS as required.  Records that cannot be entered into ******************, but have relevance for prohibiting factors, will be entered into the NICS Indices database ***************************************************, or otherwise provided to NICS personnel.  The NICS program manager will also be responsible for correcting any deficiencies identified in coordination with CJIS.

The NICS program manager will verify all new arrest records and identify final disposition information no less than quarterly and submit records to the FBI/CJIS within 15 days after the end of each quarter, whenever possible.  Additionally, the NICS program manager will monitor internal compliance through the continuous, but no less than quarterly, reviews of legal actions.  

To avoid duplicative efforts and to ensure dispositions are appropriately reported, the NICS program manager is the only authorized component within OI to submit Forms R-84 to the FBI.  

The NICS program manager will additionally maintain coordination with divisions to ensue Form R-84 submission data is provided for the NICS biannual certifications.  The NICS program manager will also coordinate with FBI, if requests are made regarding outstanding disposition records.  In addition, the program manager will maintain coordination with the TFSD NICS program manager to collect the necessary information to prepare the NICS biannual certifications for the Attorney General.  The first certification is due no later than January 31 of each calendar year and covers the period July 1 through December 31, of the prior calendar year.  The second certification of each year is due no later than July 31, and covers the period January 1 through June 30.
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