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[bookmark: _GoBack]CHAPTER 400 – INVESTIGATIONS

[bookmark: IGSubpoenas](400)-220     Subpoenas and Grand Jury Procedures

[bookmark: Overview]220.1   Overview.  
This Section outlines the policies and procedures for the use of administrative subpoenas, Federal grand juries, and other considerations for compelling the release of certain information or records.  This Section also explains the statutory basis for Treasury Inspector General for Tax Administration (TIGTA) Inspector General subpoenas, their scope, enforceability, and application of various laws, including the Right to Financial Privacy Act (RFPA), the Family Educational Right to Privacy Act (FERPA), the Fair Credit Reporting Act (FCRA), and the Electronic Communications Privacy Act (ECPA).  

This section includes information related to the following:

· Subpoena Authority
· Subpoenaed Parties
· Use of Subpoenas in Criminal Investigations
· Subpoena Requests
· Service of Subpoenas
· Production of Records
· Responsibilities for Investigative Subpoenas
· Applicability of the Right to Financial Privacy Act
· Basic Requirements of the Right to Financial Privacy Act
· Exceptions to the Right to Financial Privacy Act
· Emergency Access to Financial Records
· Civil Penalties Under the Right to Financial Privacy Act
· Applicability of the Family Educational Right to Privacy Act
· Applicability of the Electronic Communications Privacy Act
· Applicability of the Stored Communications Act
· Applicability of the Fair Credit Reporting Act
· Grand Jury Subpoenas

220.1.1   Acronyms Table. 

[bookmark: SubpoenaAuthorityProcedures]220.2   Subpoena Authority. 
The Inspector General has authority under Section 6(a)(4) of the Inspector General Act, as amended, “to require by subpoena the production of all information, documents, reports, answers, records, accounts, papers, and other data in any medium (including electronically stored information, as well as any tangible thing) and documentary evidence necessary in the performance of the functions assigned by this Act, which subpoena, in the case of contumacy or refusal to obey, shall be enforceable by order of any appropriate United States district court, provided that procedures other than subpoenas shall be used by the Inspector General to obtain documents and information from Federal agencies.”   

The Program Fraud Civil Remedies Act (PFCRA) also provides the Inspector General with subpoena authority as the investigating official under the Act.
[bookmark: SubpoenaedParties]
220.3   Administrative Subpoena Restrictions.   An administrative subpoena request must be relevant to the investigation and related to the functions designated in the Inspector General Act or PFCRA.  Inspector General subpoena authority may not be used to obtain records on behalf of another agency, either Federal or State, or for another office within the Department of the Treasury.  

The demand contained in the subpoena must be reasonable and should not be unduly burdensome.

Subpoenaed parties cannot be compelled to create a record that does not already exist (e.g., prepare responses to specific questions).  Additionally, TIGTA subpoenas are not available to obtain testimonial evidence, with the exception of statements that attest to the authenticity and completeness of documents provided in response to a TIGTA subpoena.

220.3.1   Restrictions on Disclosure.   Disclosure of administratively subpoenaed records will not be made except as required by law (e.g., court order, 26 U.S.C. § 6103, or the Privacy Act). 

[bookmark: UseofSubpoenasinCrimInvestigations]220.4   Use of Subpoenas in Criminal Investigations.   
Where documents are required for a criminal investigation and the investigation has been informally or formally discussed with the Department of Justice (DOJ) and/or United States Attorney’s Office (USAO), the use of an Inspector General subpoena to obtain the documents should also be discussed.  Where documents are required for an audit by the Office of Audit and there is a related ongoing criminal investigation, coordinate the issuance of a subpoena with Office of Investigations (OI), as well as discuss with the DOJ and/or USAO.  Avoid the use of a TIGTA subpoena after a grand jury has convened in a particular matter, and make the request only after discussions with TIGTA Counsel and/or DOJ/USAO.
 
[bookmark: SubpoenaRequest]220.5   Subpoena Requests. 
The Operations Division process subpoenas via the Inspector General Subpoena Request Assistance Form (RAF) within the Criminal Results Management System (CRIMES).  Special agents (SA) will ensure all relevant information is included and any unusual circumstances are fully explained in the “Justification for Issuance” section of TIGTA Form OI S-001, Subpoena Request.  Unusual circumstances consist of information that a reviewer, TIGTA Counsel, or the approving official should be aware of, such as the number of prior subpoenas issued in the investigation, whether the subpoenaed party is represented by counsel or known to have resisted prior subpoenas.  The SA will request an IG subpoena using the appropriate forms.  All required forms must be uploaded into the IG Subpoena folder within CRIMES prior to the RAF being submitted to the Operations Division.  If SAs are submitting multiple IG subpoenas for the same case, each IG Subpoena folder name shall include the name of the subpoenaed party.  SAs will submit one RAF per subpoena.

220.5.1   Subpoena Forms.   The following TIGTA OI subpoena forms may be used:

	Form Number
	
Title
	Form Number
	
Title

	OI S-001
	Subpoena Request
	OI S-009
	Customer’s Sworn Statement for Filing a Challenge

	OI S-002
	Subpoena
	OI S-010
	Certificate of Service

	OI S-003
	Return of Service
	OI S-011
	Cover Letter to Financial Institution

	OI S-004
	Customer Authorization to Release Financial Records 
	OI S-012
	Certificate of Compliance with the RFPA

	OI S-005
	Customer Notice

	OI S-013
	Post-Notice Following Court-Ordered Delay

	OI S-006
	Statement of Customer Rights (for RFPA)
	OI S-014
	Certification for Transferring Records Obtained

	OI S-007
	Instructions for Completing Challenge 
	OI S-015
	Notice of Transfer of Financial Records

	OI S-008
	Customer’s Motion to Challenge
	OI S-016
	Notice That No Legal Proceedings Are Contemplated



220.5.2   Processing Subpoena Requests.   All OI subpoena requests must include TIGTA Forms OI S-001 and S-002.  Subpoena requests will be reviewed and approved by the Assistant Special Agent in Charge (ASAC), and the Deputy Special Agent in Charge (DSAC) or the Special Agent in Charge (SAC) before they are forwarded to the Operations Division for processing.  If RFPA applies, additional documents will be required.  The approving supervisor will document their approvals by annotating their surname in the footer of TIGTA Form OI S-001.  Forward the approved request the Operations Division via a CRIMES “IG Subpoena” RAF.  In circumstances where a RAF cannot be generated (e.g., leads or intakes), email the prerequisite documents to the Operations Division via *TIGTA Inv Operations for processing.

The Operations Division will conduct an initial review of the request and forward it to TIGTA Counsel.  TIGTA Counsel will review the request and the supporting documentation for legal sufficiency.  After Counsel has reviewed the request, the subpoena documents will be prepared for the appropriate Assistant Inspector General for Investigations (AIGI) or the Deputy Assistant Inspector General for Investigations (DAIGI) for signature.  
  
[bookmark: ServiceSubpoenas]220.6   Service of Subpoenas. 
Depending on the circumstances and the target of the subpoena, service may be made in person, electronically under specific conditions, via certified or registered mail, or through the subpoenaed party’s counsel or registered agent.  For service of natural persons, electronic service, such as via e-mail, should be avoided unless the natural person consents to electronic service.  When conducting service electronically, provide a justification in the TIGTA Form OI S-001.  If agents have questions regarding the best way to serve a subpoena they should consult with the Operations Division.  

Service should be made as soon as reasonably possible after the subpoena is issued. 

220.6.1   RFPA Requirements.   The RFPA may require additional forms and notices to be sent when serving a subpoena on a financial institution for customer financial records.  A full explanation of RFPA requirements begins at Section 220.8.

220.6.2   Place of Appearance and Method of Reception.   The place of appearance will normally be at the SA’s regular post of duty, but it may be at the premises where the records are held, when more reasonable under the particular circumstances.  SAs may elect, if appropriate, for the records to be sent to the requesting SA via registered or electronic mail.  In those cases, note the subpoena of this action.   

220.6.3   Proof of Service.   Proof of service is made by the individual serving the subpoena by executing TIGTA Form OI S-003, Return of Service certificate and attaching the executed form to the subpoena.  The subpoena, with the executed Return of Service, shall become a permanent part of the appropriate investigation file.  Scan the completed TIGTA Form OI S-003 Return of Service into .pdf file format and forward to the Operations Division via e-mail to *TIGTA Inv Operations within five calendar days after service.

[bookmark: ProductionRecords]220.7   Production of Records. 
Allow reasonable time for the production of records after service of the subpoena – usually 30 days.  Factors to consider include the type and volume of records and the possibility of removal or destruction.  Consult with the Operations Division regarding instances requiring an unusually short return time (i.e., less than 10 days). 

220.7.1   Return Date.   The assigned SA may, at his or her discretion, extend the return date for a limited period of time.  Record all extensions of time in the case file on TIGTA Form OI 6501, Chronological Case Worksheet.  Notify the Operations Division of extensions of time that involve special circumstances or extended periods of time.

[bookmark: Reimbursement]220.7.2   Reimbursement.   Generally, subpoenaed parties are not entitled to reimbursement from TIGTA for the costs of searching, assembling, and copying subpoenaed records.  Corporations are required by law to comply with administrative subpoenas, regardless of compensation.  Two notable exceptions to this rule are:

· Financial institutions, as defined in the RFPA, may seek reimbursement for the costs of providing customer financial records; and  
· Pursuant to 18 U.S.C. § 2706, telecommunication carriers are authorized to charge a reasonable fee to cover the costs of searching for and providing information responsive to a subpoena.  Inspector General subpoenas are an exception from this rule, but only to the extent they seek "records or other information maintained by a common carrier that relate to telephone toll records and telephone listings."  

SAs may contact financial institutions and telecommunication carriers prior to initiating the subpoena request to ascertain the types of records available and any fees that may apply.  This step may help ensure the subpoena seeks necessary information in a cost-effective manner.

Upon receipt of an invoice for records provided by any entity, the recipient will forward the invoice to the Operations Division via e-mail to .  The Operations Division will coordinate with TIGTA Counsel to determine if reimbursement is authorized.  As appropriate, the division requesting the subpoenaed documents will pay the invoices.  If the invoice should not be paid, TIGTA Counsel will assist OI with the preparation of a letter to inform the subpoenaed party that payment is not authorized by law.  OI will retain a copy of the letter it sends to the subpoenaed party in the case file.  

220.7.3   Noncompliance.   If the target of the subpoena does not comply with the subpoena, the assigned SA will advise the ASAC, DSAC/SAC, and the Operations Division promptly and will provide details describing the relevant circumstances.  The SAC will ensure coordination with TIGTA Counsel to develop strategy and procedures to ensure compliance.  If enforcement action is required, it will be coordinated with DOJ and/or USAO.

220.7.4   Return of Records.   Return original documents to their custodian upon completion of all TIGTA interests.  Obtain a receipt for all returned documents, originals or copies.  A matter is considered complete when the TIGTA investigation is terminated and no further use is required of the subpoenaed material in any civil, criminal, or administrative proceeding.

[bookmark: RFPA]220.8   Applicability of the Right to Financial Privacy Act. 
The Right to Financial Privacy Act (RFPA) imposes additional requirements and restrictions on the use of administrative subpoenas to obtain customer financial records from a “financial institution" as defined in the RFPA.  The primary requirement involves prior notification to an individual or non‑corporate customer and an opportunity for the customer to challenge the subpoena in U.S. District Court.  

The following records are not subject to the provisions of the RFPA:
· Financial records of a corporation; and   
· Financial records of partnerships of more than five individuals.  

The Operations Division may be consulted if there are any questions regarding RFPA subpoenas. 

220.8.1   Definitions.   The RFPA applies solely to financial records held by a financial institution.  Definitions are set forth in 12 U.S.C. § 3401 of the RFPA.  The following definitions apply to the RFPA:

· Person – is an individual or partnership of five or fewer individuals.  The RFPA does not apply to bank records of corporations, trusts, associations, or larger partnerships.  It also does not apply to deceased account holders.
· Customer – is any person or authorized representative of that person who is using or has used any service of a financial institution, or for whom a financial institution is acting or has acted as a fiduciary to an account maintained in the person's name.
· Financial institution – is any office of a bank, savings bank, credit card issuer, industrial loan company, trust company, savings association, building and loan, or homestead association including cooperative banks, credit union, or consumer finance institution located in any State or territory of the U.S., the District of Columbia, Puerto Rico, Guam, American Samoa, or the Virgin Islands. 
· Financial record – is an original of, copy of, or information known to have been derived from, any record held by a financial institution pertaining to a customer’s relationship with the financial institution.  The account must be in the customer’s true name.  Accordingly, the RFPA does not apply to forged or counterfeit financial instruments or records concerning an account maintained under a fictitious name. 
· Law enforcement inquiry – means a lawful investigation of a violation of any criminal or civil statute, regulation, rule or order.

[bookmark: SubpoenaReqUnderRFPA]220.8.2   Subpoena Requests Under RFPA.   In addition to TIGTA Forms OI S-001 through S-003, which are utilized for any IG subpoena, TIGTA Forms OI S-004 through S-016 are utilized to comply with the provisions of the RFPA. 

The following chart summarizes the TIGTA Forms, which shall be prepared for the various parties.

	The following forms shall be prepared for the customer:

	OI S-002
	Subpoena (copy)

	OI S-004
	Customer Authorization to Release Financial Records

	OI S-005
	Customer Notice

	OI S-006
	Statement of Customer Rights (for RFPA)

	OI S-007
	Instructions for Completing Challenge

	OI S-008
	Customer’s Motion to Challenge

	OI S-009
	Customer’s Sworn Statement for Filing a Challenge

	OI S-010
	Certificate of Service

	The following forms shall be prepared for the financial institution:

	OI S-002
OI S-011
	Subpoena (original)
Cover Letter to Financial Institution

	OI S-012
	Certificate of Compliance with the RFPA



The original subpoena (S-002) is served on the financial institution along with the Cover Letter to the Financial Institution (S-011).  

A copy of the subpoena (S-002), the Customer Authorization to Release Financial Records (S-004), the Customer Notice (S-005), the Statement of Customer Rights (S-006), the Instructions for Completing Challenge (S-007), the Customer’s Motion to Challenge (S-008), the Customer’s Sworn Statement for Filing a Challenge (S-009), and the Certificate of Service (S-010) are concurrently served on the customer whose financial records are sought by the subpoena.  

If no customer challenge has been filed, the case agent will notify the Operations Division when 10 days have elapsed from the date of personal service of the subpoena, customer notice and related forms to the customer or when 14 days have elapsed from the date of mailing the subpoena, customer notice and related forms to the customer that no customer challenge has been filed.  The case agent will complete the required information in the Certificate of Compliance (S-012) and forward the form to the Operations Division who will obtain the signature of the appropriate DAIGI/AIGI.
The Operations Division will provide the financial institution with the Certificate of Compliance (S-012).  The appropriate DAIGI/AIGI will sign the Certificate of Compliance.


[bookmark: BasicRequirementsofRFPA]220.9   Basic Requirements of the RFPA.  
The RFPA imposes certain basic requirements regarding:

· Restrictions on Government access;
· Notice to customer;
· Delayed notice;
· Government certification of compliance with the RFPA;
· Challenge; and
· Use of information.

[bookmark: RestrictionsonGovernmentAccess]220.9.1   Restrictions on Government Access.   The RFPA prohibits any government authority, Federal department or agency from accessing or obtaining from a financial institution copies of, or accessing or obtaining the information contained in, the financial records of any customer unless the financial records are reasonably described and either: 

· The customer has authorized disclosure;
· Disclosure is authorized by an administrative subpoena or summons;  
· Search warrant;
· Judicial subpoena; or
· A formal written request. 

The RFPA prohibits a financial institution from releasing to a Federal department or agency any records or information concerning a customer's transactions unless one of the below methods are used. 

[bookmark: VoluntaryCustomerAuthorization]220.9.1.1   Voluntary Customer Authorization.   A customer may authorize access to his/her financial records by signing and dating TIGTA Form OI S-004, Customer Authorization to Release Financial Records.  The authorization will identify the records disclosed, the government authority, and purpose for disclosure.  The authorization is valid for three months following the date it is signed.  The authorization shall include the customer's rights under the RFPA.  The customer may revoke the authorization at any time prior to disclosure.  If the customer is a bargaining unit employee, consult with the Operations Division prior to requesting voluntary authorization if the request is not made in the course of a subject interview.  A properly secured customer authorization nullifies the need for TIGTA Forms OI S-005 through OI S-010. 

[bookmark: AdminSubpoenaorSummons]220.9.1.2   Administrative Subpoena or Summons.   An authorized official may issue an administrative subpoena for a customer's financial records if the Government agency has reason to believe that the records sought are relevant to the performance of its mission (e.g., a legitimate law enforcement inquiry).  A copy of the subpoena together with TIGTA Forms OI S-004 through S-010 shall be served on the customer or mailed to his/her last known address on or before the date the financial institution is served.  TIGTA may obtain the records if 10 days have expired from the date of service of the notice, or 14 days have expired from the date of mailing the notice, and the customer has not filed a sworn statement or a motion to quash.

[bookmark: SearchWarrant]220.9.1.3   Search Warrant.   When a Government agency obtains access to financial records pursuant to a search warrant, a copy of the search warrant must be mailed to the customer's last known address, together with a notice, no later than 90 days after the search warrant was served.  A U.S. District Court may grant a delay in mailing the notice.  Upon expiration of delay of notification, a copy of the search warrant must be mailed to the customer along with the notice.

[bookmark: JudicialSubpoena]220.9.1.4   Judicial Subpoena.   A copy of the subpoena shall be served on the customer or mailed to his/her last known address on or before the date the financial institution is served.  This mail will also include a notice to the customer, motion paper, and sworn statement.  Grand jury subpoenas are exempt from this requirement. 

Records shall not be released until the Government certifies in writing to the financial institution that it has complied with the RFPA.  A financial institution which makes a disclosure in good faith reliance upon a certificate is relieved of any liability to the customer in connection with the disclosure.  See TIGTA Form OI S-012.

The RFPA requires that a customer is given prior notice when the Government attempts to gain access to information concerning his/her financial transactions.  Include the location of appropriate Federal district courts in the Customer Notice, including the U.S. District Court for the District of Columbia, the district court which has jurisdiction over the customer’s last known address, and the district court which has jurisdiction over the address of the financial institution from which the records are being sought.  See TIGTA Forms OI S-005 and S-006.

[bookmark: FormalWrittenRequest]220.9.1.5   Formal Written Request.   SAs are not authorized to use a formal written request to obtain financial records under 31 CFR § 14.3, because TIGTA has administrative subpoena authority pursuant to the Inspector General Act, as amended.  

[bookmark: NoticetoCustomer]220.9.2   Notice to Customer.   The RFPA requires that a customer of a financial institution receives prior notice of the attempt of a government authority to gain access to records or record information held by the financial institution concerning such customer.  See TIGTA Form OI S-005, Customer Notice Form, for the notice required to be given with a judicial subpoena, administrative subpoena, or formal written request.  The notice to the customer is accompanied by a motion paper and sworn statement, which the customer may use to try to quash the subpoena.  See TIGTA Form OI S-008, Customer’s Motion to Challenge Government Access to Financial Records Form and TIGTA Form OI S-009, Customer’s Sworn Statement for Filing a Challenge Form for samples of each.  Customers do not have to use these forms.

[bookmark: DelayedNotice]220.9.3   Delayed Notice.   The government authority may apply to an appropriate court to delay the required notice to the customer for as much as 90 days and to issue an order prohibiting the financial institution from disclosing that records have been obtained or that a request for records has been made.  Such delay may be granted if the court finds that notice to the customer will result in endangering the physical safety of any person, or cause flight from prosecution, destruction of or tampering with evidence, intimidation of potential witnesses, or seriously jeopardizing an investigation or official proceeding.  Additional extensions of 90 days may be granted by the court upon application.  Upon expiration of the delay of notification, the customer shall be served with a copy of the process or request together with TIGTA Form OI S-013, Post-Notice Following Court-Ordered Delay Form. 

[bookmark: GovernmentCertofCompliance]220.9.4   Government Certification of Compliance with RFPA.   A financial institution will not release financial records of a customer until the government authority seeking such records certifies in writing that it has complied with all applicable provisions of the RFPA.  Such certification relieves the financial institution of any liability to the customer in connection with the disclosure of the financial records.  

The SA should serve the subpoena following the instructions outlined in Section 220.9.2.  After sufficient time has passed (10 days from the date of service of the customer notice or 14 days from the date of mailing of the customer notice) and the customer has not challenged the subpoena, the SA will complete TIGTA Form OI S-012, Certificate of Compliance with the Right to Financial Privacy Act, and forward the TIGTA Form OI S-012, along with a copy of the completed Return of Service, to the Operations Division via e-mail to *TIGTA Inv Operations, to obtain the appropriate DAIGI/AIGI signature.  The Operations Division will mail the signed TIGTA Form OI S-012 to the financial institution.
 
See TIGTA Form OI S-012, Certificate of Compliance with the Right to Financial Privacy Act, for sample certification format.

[bookmark: Challenge]220.9.4   Challenge.   In general, the RFPA provides that the individual whose financial records are being sought may challenge the Government’s access to his/her records by filing a motion in Federal district court to quash the administrative subpoena or an application to enjoin the Government authority from obtaining financial records.  Such filings must take place within 10 days of service or 14 days of mailing of the customer notice.  The notice to the customer is accompanied by a motion and sworn statement, which the customer may use to challenge the subpoena in U.S. district court.  See TIGTA Forms OI S-007 through S-010.

[bookmark: MotionsToQuash]220.9.4.1   Motions to Quash and Applications to Enjoin.   The RFPA provides that the customer of a financial institution may challenge the Government's access to his or her records if, within 10 days of service or 14 days of mailing a subpoena or formal written request, the customer files in the appropriate Federal court a motion to quash the administrative subpoena or judicial subpoena or an application to enjoin a Government authority from obtaining access pursuant to a formal written request.  If the customer files a motion to quash and, in the opinion of the court, complies with the RFPA's procedural requirements, the court will order the government to file a sworn response.  

[bookmark: Appeals]220.9.4.2   Appeals.   A court ruling denying a customer's motion to quash is not a final order and an interlocutory appeal may not be taken by the customer.  If no legal proceeding is to be commenced against the customer, an appeal may be made within 30 days of a notification to that effect.

The USAO can appeal an adverse final judgment.  The customer must be notified within 30 days of the USAO’s decision to appeal an adverse ruling.  An appeal may be taken within 30 days of such notification.  In the event that no determination regarding a legal proceeding is made within 180 days, a certification may be required by the court until the investigation is concluded.

[bookmark: UseofInformation][bookmark: TransferInformation]220.9.5   Use of Information.   Unless certain exemptions apply, financial records that OI SAs originally obtain pursuant to the RFPA shall not be transferred to any other agency or department, including DOJ, unless TIGTA certifies in writing that there is reason to believe that the records are relevant to a legitimate law enforcement inquiry within the jurisdiction of the receiving agency or department.  After consulting with TIGTA Counsel, the appropriate DAIGI/AIGI shall sign the appropriate certification.  In addition, within 14 days of the transfer, the ASAC shall send a copy of the certification to the customer notifying him/her of the nature of the law enforcement inquiry and his/her rights pursuant to the RFPA.  Court orders may be used to delay this notice.  See TIGTA Form OI S-014, Certification for Transferring Records Obtained Pursuant to the Right to Financial Privacy Act of 1978 Form and TIGTA Form OI S-015, Notice of Transfer of Financial Records Form.  The SA will record the disclosure on TIGTA Form OI 6501.

However, records may be transferred to DOJ and the Department of the Treasury upon the certification by a supervisory TIGTA official that there is reason to believe that the records may be relevant to a violation of Federal criminal law; and the records were obtained in the exercise of TIGTA’s supervisory or regulatory functions.

[bookmark: ExceptionstoRFPA]220.10   Exceptions to the RFPA.   
Exceptions or special procedures to the RFPA are provided in 12 U.S.C § 3413.

[bookmark: EmergencyAccesstoFinancialRecords]220.11   Emergency Access to Financial Records.  
When there is reason to believe that delay in obtaining financial records from a financial institution would create imminent danger of physical injury to any person, serious property damage, or flight to avoid prosecution, submit to the financial institution the certification of compliance with the RFPA.  See TIGTA Form OI S-012.  In addition:  
· Within five days of access, a sworn statement setting forth the grounds for emergency access by the above TIGTA official must be filed with the appropriate court.
· As soon as possible after the records have been obtained, unless a court issued delay order is instituted, mail or serve a copy of the request together with notification of emergency access to the customer.  See Exhibit (400)-60.1 for sample format.  
[bookmark: CivilPenaltiesUnderRFPA]
[bookmark: FERPA]220.12   Applicability of the Family Educational Right to Privacy Act.
The Family Educational Right to Privacy Act (FERPA), 20 U.S.C. § 1232g, imposes additional restrictions on the use of administrative subpoenas to obtain educational records from an educational agency or institution.

220.12.1   Definitions.   The FERPA applies solely to educational records held by an educational agency or institution as defined in § 1232g(a) of the FERPA.  

Educational records - are defined as those records, files, documents, and other materials that contain information directly related to a student and that are maintained by an educational agency or institution.  For the most part, “educational records” maintained by the educational institution are available for student review.

Educational agency or institution – is defined as any public or private agency or institution that is the recipient of funds under any applicable program.

FERPA does not apply to other types of records maintained by an educational institution, such as (1) personal notes or records (including computerized files) that are kept by an employee of the educational institution maintained solely in her or his possession, (2) records that relate to an employee (except student employees), (3) medical and psychiatric records created, maintained, and used only in connection with the treatment of a student and that are not available to anyone other than the persons providing such treatment, or (4) records that contain information relating to a person only after that person is no longer a student (i.e., alumni records). 

220.12.2   Student Notification Requirement.   Prior to disclosing a student's educational records in response to a subpoena, the educational institution must make a reasonable effort to notify the student of the subpoena in advance of compliance, so that the student may seek protective action, unless the subpoena is issued for a law enforcement purpose and the issuing agency has ordered that the existence or the contents of the subpoena not be disclosed.  See 34 C.F.R. § 99.31(9).

220.12.3   Subpoena Requests Under FERPA.   SAs requiring educational records under FERPA will detail the need for such records on TIGTA Form OI S-001 and clearly state whether the SA recommends that TIGTA order that the educational institution not disclose the existence of the subpoena (or the information furnished in response to the subpoena) to the student.

[bookmark: ECPA]220.13   Applicability of the Electronic Communications Privacy Act of 1986.
The Electronic Communications Privacy Act of 1986 (ECPA), 18 U.S.C. §§ 2510–2522, protects wire, oral, and electronic communications while those communications are being made, are in transit, and when they are stored on computers.  ECPA includes the Pen Register Statute and the Stored Communications Act (SCA), as well as amendments to the Wiretap Act.  These statutes are part of a set of laws that control the collection and disclosure of both content and non-content information related to electronic communications, as well as content that has been stored remotely.  Although originally enacted in 1986, since then, ECPA has been updated several times.  As the law is constantly evolving, SAs should contact TIGTA’s Office of Chief Counsel and/or their relevant USAO if they have specific legal questions. 
[bookmark: StoredCommunicationsAct]
220.14.4   Compelled Disclosure.   There are five mechanisms that a government entity can employ to compel a provider to disclose the contents of stored wire or electronic communications (including e-mail and voice mail) and other information such as account records and basic subscriber and session information.  The five mechanisms are:

· Subpoena;
· Subpoena with prior notice to the subscriber or customer;
· § 2703(d) court order;
· § 2703(d) court order with prior notice to the subscriber or customer; and
· Search warrant.

220.14.4.1   Subpoena.   The SCA permits the government to compel disclosure of the basic subscriber and session information as listed in 18 U.S.C. § 2703(c)(2) from “service providers” using a subpoena.  What constitutes a service provider as applicable to a subpoena is evolving but it generally involves electronic communications and computer processing.  For example, it is likely that Apple in relation to iCloud is a service provider but Apple in relation to brick and mortar Apple Stores would likely not be considered a service provider.  See TIGTA’s Subpoena Guide for the most current language and examples.

220.14.4.2   Subpoena with Prior Notice to the Subscriber or Customer.   Agents who obtain a subpoena and either give prior notice to the subscriber or comply with the delayed notice provisions of § 2705(a) may obtain:

· Everything that can be obtained using a subpoena without notice;
· “The contents of a wire or electronic communication that has been in electronic storage in an electronic communications system for more than 180 days;”  [See 18 U.S.C. § 2703(a)] 
· “The contents of any wire or electronic communication” held by a provider of remote computing service “on behalf of... a subscriber or customer of such remote computing service.”  [See 18 U.S.C. §§ 2703(b)(1)(B)(i) and 2703(b)(2)].

220.14.4.2.1   Notice Provisions.   The notice provisions can be satisfied by giving the customer or subscriber “prior notice” of the disclosure.  See 18 U.S.C. § 2703(b)(1)(B).  However, 18 U.S.C. § 2705(a)(1)(B) permits notice to be delayed for 90 days “upon the execution of a written certification of a supervisory official that there is reason to believe that notification of the existence of the subpoena may have an adverse result.”  See 18 U.S.C. § 2705(a)(1)(B).  Both “supervisory official” and “adverse result” are specifically defined terms for the purpose of delaying notice.  See 18 U.S.C. § 2705(a)(2) (defining “adverse result”) and 18 U.S.C. § 2705(a)(6) (defining “supervisory official”).  This provision of the SCA provides a permissible way for the government to delay notice to the customer or subscriber when notice would jeopardize a pending investigation or endanger the life or physical safety of an individual.  The Government may extend the delay of notice for additional 90-day periods through additional certifications that meet the “adverse result” standard of § 2705(b).  See 18 U.S.C. § 2705(a)(4).  Upon expiration of the delayed notice period, the statute requires the government to send a copy of the request or process along with a letter explaining the delayed notice to the customer or subscriber.  See 18 U.S.C. § 2705(a)(5).

220.14.4.3   Section 2703(d) Order.   A § 2703(d) court order is required to obtain most account logs and most transactional records.  With a § 2703(d) court order you may obtain:

· Anything that can be obtained using a subpoena without notice; and
· All “record[s] or other information pertaining to a subscriber to or customer of such service (not including the contents of communications [held by providers of electronic communications service and remote computing service]).”  See 18 U.S.C. § 2703(c)(1).

A court order authorized by 18 U.S.C. § 2703(d) may be issued by any Federal magistrate, district court, or equivalent state court judge.  See 18 U.S.C. §§ 2703(d), 2711(3).  To obtain such an order, the governmental entity must offer specific and articulable facts showing that there are reasonable grounds to believe that the contents of a wire or electronic communication, or the records or other information sought, are relevant and material to an ongoing criminal investigation.  See 18 U.S.C. § 2703(d).

220.14.4.4   2703(d) Order with Prior Notice to the Subscriber or Customer.   Investigators can obtain everything associated with an account except for unopened e-mail or voicemail stored with a provider for 180 days or less using a 2703(d) court order that complies with the notice provisions of § 2705.  Investigators who obtain a court order under 18 U.S.C. § 2703(d), and either give prior notice to the subscriber or else comply with the delayed notice provisions of § 2705(a), may obtain:

· Everything that can be obtained using a § 2703(d) court order without notice; 
· “The contents of a wire or electronic communication that has been in electronic storage in an electronic communications system for more than 180 days,” See 18 U.S.C. § 2703(a).
· “The contents of any wire or electronic communication” held by a provider of remote computing service “on behalf of . . . a subscriber or customer of such remote computing service.”  See 18 U.S.C. § 2703(b)(1)(B)(ii) and 18 U.S.C. § 2703(b)(2).

220.14.4.4.1   Notice Provisions.   As an alternative to giving prior notice, law enforcement can obtain an order delaying notice for up to 90 days when notice would seriously jeopardize the investigation.  The legal standards for obtaining a court order delaying notice mirror the standards for certified delayed notice by a supervisory official.  See 18 U.S.C. § 2705(a).  The applicant must satisfy the court that there is reason to believe that notification of the existence of the court order may: endanger the life or physical safety of an individual; lead to flight from prosecution; lead to destruction of or tampering with evidence; lead to intimidation of potential witnesses; or... otherwise seriously jeopardize an investigation or unduly delay a trial.”  See 18 U.S.C. §§ 2705(a)(1)(A) and 2705(a)(2).  The applicant must satisfy this standard anew in every application for an extension of the delayed notice.

220.14.4.5   Search Warrant.   Investigators can obtain everything associated with an account with a search warrant.  The SCA does not require the government to notify the customer or subscriber when it obtains information from a provider using a search warrant.  Agents who obtain a search warrant under § 2703 may obtain:

· Everything that can be obtained using a § 2703(d) court order with notice; and
· “The contents of a wire or electronic communication, that is in electronic storage in an electronic communications system for 180 days or less.”  See 18 U.S.C. § 2703(a).

[bookmark: FairCreditReportingAct][bookmark: ConsumerCreditReports][bookmark: ApplicabilityofFairCreditReportingAct]220.15   Applicability of the Fair Credit Reporting Act. 
The Fair Credit Reporting Act (FCRA), 15 U.S.C. § 1681, FCRA limits consumer credit reporting agencies from furnishing consumer reports, also known as credit reports, except under specified circumstances.  Some of the specified circumstances follow:

· A consumer reporting agency may furnish a credit report to a Government agency if the information is for employment purposes, and the Government agency has written authorization from the consumer.  
· A consumer reporting agency may furnish to a Government agency identifying information regarding any consumer, limited to the consumer's name, address, former address, places of employment, and former places of employment.

220.15.1   Credit Report Use in Investigations.   The FCRA restricts law enforcement agencies’ use of credit reports.  TIGTA may access credit reports on the subject of an investigation only under the following circumstances:

· The individual furnishes written consent; or
· By grand jury subpoena.

220.15.2   Requesting Credit Reports.   All requests for credit reports (except through a Federal grand jury subpoena or other court order) will be made by submitting an RAF via CRIMES to the Fraud and Schemes Division (FSD).

The request must include the name, address, Social Security Number, and date of birth of the subject of the credit report, along with the case number and the requestor’s name and fax number.  The request must also be accompanied by a properly prepared TIGTA Form OI 2760, Authorization for Release of Credit Reports, signed by the subject of the credit report.

FSD will forward the resulting credit reports to the requesting agent as soon as they are available.  

When considering a request for credit reports in conjunction with any investigation, remember that the consumer reporting agency may notify the consumer involved that a report has been furnished to or requested by TIGTA.

[bookmark: GrandJuryProcedures]220.16   Grand Jury Subpoenas.
Grand jury subpoenas are governed by Rule 17 of the Federal Rules of Criminal Procedure (FRCP).  Federal grand jury subpoenas may be served at any place within the United States and enforceable in Federal court.  

Grand jury subpoenas can be issued to compel a) testimony (ad testificandum); b) the production of documents or objects (duces tecum); or c) both.    

220.16.1   Access to Grand Jury Information.   Rule 6(e) of the FRCP governs the secrecy and permissible disclosure of grand jury information.  Rule 6(e) permits disclosure of matters occurring before the grand jury to such TIGTA personnel as are deemed necessary by an attorney for the Government to assist in the performance of such attorney’s duty to enforce Federal criminal law.

SAs will ensure grand jury information, to include a separate Form OI 6501, regarding grand jury related activity, is stored in an access-restricted folder within CRIMES.  SAs will only allow authorized individuals access to the restricted folder.  See the CRIMES Help Guide Library for additional information.

Do not disclose matters occurring before the grand jury to anyone, including other TIGTA personnel, except as deemed necessary by the attorney for the Government.  Matters occurring before the grand jury include all documents and testimony obtained by grand jury subpoena.

220.16.2   Special Agent Assisting the Attorney for the Government in a Grand Jury Matter.   Grand jury matters may be disclosed to any Government personnel that an attorney for the Government considers necessary to assist in performing that attorney's duty to enforce Federal criminal law.  If a TIGTA SA is assisting the Government’s attorney under Rule 6(e), the SA shall immediately give the Government attorney the names of relevant OI personnel to be included on the grand jury disclosure list, or “6(e)” list.  The list shall include all personnel necessary to manage the grand jury material and oversee the SA's job performance.  The list may contain leadership and appropriate support personnel.

220.16.3   Disclosure of Grand Jury Material in Judicial Matters.   Grand jury matters may not be disclosed except as permitted by Rule 6(e) of the FRCP.  

TIGTA may use grand jury information for non-criminal law enforcement purposes only upon the issuance of a court order under Rule 6(e) directing disclosure of matters occurring before the grand jury for the purpose of civil liabilities.

See Section 250.17 for information regarding the protection of grand jury information and grand jury case closing procedures.
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