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[bookmark: _GoBack]CHAPTER 400 - INVESTIGATIONS 

(400)-370    Cybercrime Investigations            

370.1   Overview.  
This Section outlines procedures governing the Treasury Inspector General for Tax Administration (TIGTA) Office of Investigations (OI) Cybercrime Investigations, and includes the following:

· Cybercrimes
· Cybercrime Investigations Division
· Responsibilities of Cybercrime Personnel
· Consulting with Cybercrimes Investigations Division
· Cyber Investigative Cadre

370.1.1   Acronyms Table. 

[bookmark: Cybercrime]370.2   Cybercrimes.   
Cybercrimes are crimes that use or target computer networks (e.g., the Internet, the Internal Revenue Service (IRS) network, or information systems) as are primarily addressed in the Computer Fraud and Abuse Act of 1986 and enumerated principally in 18 U.S.C. § 1030.

Some specific examples of cybercrimes include, but are not limited to:

· Investigations where the primary offense involves statutes specific to computers and networks by definition, such as 18 U.S.C. § 1030, Fraud and Related Activity in Connection with Computers;
· Common offenses under 18 U.S.C. § 1030 include a broad range of illegal activities, such as elevation of privileges to gain access to network resources a user should not access; computer intrusions; unauthorized access of computer files and resources; electronic sabotage or attacks against the IRS network; and trafficking in illicit computer credentials;     
· Internet fraud investigations, such as phishing and online impersonation scams;  
· Attacks against, or abuse of, public-facing IRS systems (e.g., Get Transcripts); and
· Electronic impersonation (e.g., e-mail, websites) involving IRS resources. 

[bookmark: CybercrimeInvestigationsDivision]370.3   Cybercrime Investigations Division. 
The Cybercrime Investigations Division (CCID) identifies and investigates electronic/computer related crimes or violations that have the potential to compromise IRS systems and networks, and/or corruptly interfere with the IRS’ ability to conduct electronic tax administration, both from internal and external threats.  CCID is responsible for conducting and/or evaluating all major cybercrime investigations within OI.      
  
CCID may provide technical and investigative assistance to OI when unique or specific technical issues normally investigated by the CCID are encountered.  In these situations, CCID can provide investigative guidance in the following areas:

· Network incident response analysis and investigation; 
· Identifying and mitigating external threats to electronic tax administration;
· Assisting Assistant United States Attorneys and special agents (SA) with prosecution of complex c investigations involving computers, networks, and/or applications;
· Preserving electronic evidence “chain of custody;”
· Providing technical advice on obtaining court orders, search warrants, and subpoenas associated with cyber related investigations;
· Supporting joint operations with IRS Computer Security Incident Response Center and Computer Fraud and Analytics Monitoring Team that contain a central point for reporting and analysis, sharing response efforts, and providing investigative support, as appropriate;
· Conducting and assisting with interviews relative to computer/network-related investigations;
· Computer/network vulnerability identification and assessments of IRS applications/systems;
· Recommending preventive, recovery, or mitigation strategies for vulnerabilities and/or attacks, both internal and external;
· Electronic intelligence collection concerning computer/network vulnerabilities;
· Research and development;  
· Recommending improvements and system enhancements; and
· Establishing Federal Bureau of Investigation Cyber Task Force contacts and assigned opportunities.

[bookmark: RespofCyberPersonnel]370.4   Responsibilities.  
CCID investigative staff are managed by the Special Agent in Charge (SAC)-CCID through Assistant Special Agents in Charge (ASAC)-CCID.  CCID investigative personnel are charged with conducting investigations, providing investigative support, managing cyber initiatives, and completing digital extraction and forensic examination support when necessary.  

370.4.1   Special Agent in Charge Responsibilities.   The SAC-CCID is responsible for formulation and implementation of procedures related to the investigation of OI cyber cases, digital forensics completed by CCID, and management of the Cyber Investigative Cadre (CIC), and other programs within CCID.  The SAC-CCID is responsible for the procurement of necessary technical equipment/services for computer related investigations in accordance with the Council of the Inspectors General on Integrity and Efficiency (CIGIE) guidelines, applicable policies, and regulations; and, ensuring the training and certification of all CCID staff.  Additionally, the SAC-CCID or his/her designee will determine whether a cybercrime investigation will be initiated; and, if the investigation will be handled by CCID or referred to another division.

370.4.2   Assistant Special Agent in Charge Responsibilities.   CCID’s ASACs manage the delegation of duties of programs and investigative efforts of the CCID.  At the direction of the SAC-CCID, an ASAC-CCID will also evaluate requests and referrals from OI Divisions.  An ASAC-CCID will maintain expert knowledge of the requirements in the fields of cybercrimes and forensics; to include legislative changes affecting the profession, and continued familiarity with cyber fields of study (e.g., cybercrime trends, digital forensic, and information technology matters).  

370.4.3   Investigative Staff Responsibilities.   CCID SAs and other investigative staff are personnel who possess the necessary expertise in computer related fields and technologies.  The CCID investigative staff are responsible for identifying new areas for investigation and maintaining cybercrime investigations, pursuing all SAC-CCID directed initiatives, and conducting digital forensic extractions and examinations.  The CCID investigative staff will be responsible for conducting digital forensics examinations consistent with the CCID Standard Operating Procedures (SOP), standards established by CIGIE, and the Department of Justice (DOJ).  The CCID Staff may assist OI field divisions and the CIC as technical advisors regarding cybercrime and high technology matters.

CCID investigative staff are also expected to maximize their proficiency in the field of digital forensics and information technology, including acquiring specialized training, possessing and developing technical expertise, and maintaining relevant qualifications as assigned by the SAC-CCID or an ASAC-CCID.  CCID SAs and other investigative staff are required to maintain professional certifications, as required. 

[bookmark: ConsultingwithCybercrime]370.5   Consulting with Cybercrime Investigations Division.  
Consult with CCID management prior to the initiation of a cybercrime investigation.    

CCID may defer cybercrime investigations to the appropriate division on a case-by-case basis.  Since electronic evidence is perishable (subject to being deleted or overwritten), discuss potential investigations with CCID as soon as possible.

[bookmark: CybercrimeInvCadre]370.6   Cyber Investigative Cadre.
CIC is a voluntary cadre for SAs interested in pursuing cybercrime investigations within their Division.  Other OI investigative staff may be selected for CIC at the discretion of the SAC-CCID.  The CIC is a means of leveraging current manpower across OI to address the growing number of criminal investigations involving a cyber-related nexus.  The goals of the program are to provide divisions access to cyber tools and computing resources empowering the CIC to better focus investigative activities, resulting in successful prosecutions of complex investigations.  CIC is a cooperative effort between the CCID and other divisions.   

370.6.1   Cyber Investigative Cadre Solicitation, Selection, and Training.   The SAC-CCID will solicit volunteers and make selections for the CIC based on the needs of the CCID.  The application process for CIC will evaluate a CIC applicants aptitude to complete technical trainings through the Integrated Talent Management System, National Cyber-Forensics and Training Alliance, the Federal Law Enforcement Training Center, internal CCID instruction, and other trainings deemed appropriate.  Once CIC members are selected and trained, CCID will provide the members equipment and software necessary to sufficiently accomplish an array of cyber investigations.

370.6.2   Cyber Investigative Cadre Activites.   CIC membership is a collateral duty. 

The CIC activities include, but are not limited to the following:

· Evaluation of referrals to identify and investigate electronic/computer related crimes, or violations that have the potential to compromise IRS systems, networks, and/or corruptly interfere with the IRS’ ability to conduct tax administration electronically;
· Provide technical investigative assistance to their respective divisions once appropriately trained; and
· Conduct mobile device and/or computer forensic extractions and examinations in accordance with CCID SOPs, DOJ, and CIGIE guidelines.

See Section 40.8 of this Chapter for additional information regarding collateral duties.  
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