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[bookmark: _GoBack]CHAPTER 400 – INVESTIGATIONS

[bookmark: TheftOfPropertyInvestigations](400)-400     Theft of Property Type Investigations

[bookmark: Overview]400.1   Overview.
This Section includes the following information related to theft of property type investigations:

· Theft of Government Property
· Theft of Non-Government Property
· Investigative Procedures
· Extent of Investigation
· Prosecution in State/Local Jurisdictions

400.1.1   Acronyms Table.  

[bookmark: TheftOfGovernmentProperty]400.2   Theft of Government Property.
The Internal Revenue Service’s (IRS) Internal Revenue Manual, Section 10.2.8, Incident Reporting, requires that IRS employees promptly report all thefts of Government property to the IRS’s Situation Awareness Management Center (SAMC).  The SAMC will notify the IRS’s local security office and the Treasury Inspector General for Tax Administration (TIGTA) of the incident.  Special agents (SA) must ensure IRS employees’ have notified the SAMC of theft of Government property incidents.  

****************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************************. 

400.2.1   Initiation Procedures – Theft of Government Property.   When an investigation is warranted regarding the theft of government property (other than information technology assets or personally identifiable information), initiate an investigation in the Criminal Results Management System (CRIMES) using the “Financial Fraud” violation code 428 - THEFT/EMBEZZLEMENT-IRS FUNDS OR PROPERTY (NON-IT ASSET).  See Section 240.  

See Chapter 600, Section 130 that outlines reporting lost, damaged or stolen TIGTA-issued personal property.



400.3   Loss or Theft of an Information Technology Asset or Personally Identifiable Information.
In circumstances where a theft or loss involves an information technology asset or personally identifiable information (PII), the CRIMES violation code 529 – LOSS/THEFT IT ASSET (AIRCARD, COMPUTER, SERVER, BLACKBERRY, CELLPHONE, FLASH DRIVE, DVD/CD) must be used.

In circumstances where there is an unknown subject and an intake relates lost or stolen information technology (IT) assets or PII, the intake should be titled according to the loss or theft (e.g., COMPLAINT RE STOLEN LAPTOP).  

In circumstances where non-employee intakes are not initiated into investigations, forward the intake to the IRS for information only.  “Section 8 – Remarks” of TIGTA Form OI 2070-A, Complaint Referral Memorandum (Referred for Information Only) should include, “Loss/Theft IT Asset-PII.  Please forward to Privacy, Governmental Liaison, and Disclosure.”

For non-employee investigations relative to the loss or theft of an IT asset or PII, “Section 13” – Remarks of TIGTA Form OI 2076, Referral Memorandum should include “Please Forward ROI to Privacy, Governmental Liaison, and Disclosure.”

In circumstances where the involvement or negligence of an employee (e.g., IRS employee, contractor, lockbox employee, or private debt collection employee) is determined to be a factor of the loss or theft of an IT asset or PII, a spin-off investigation is required.

[bookmark: TheftOfNonGovernmentProperty]400.4   Theft of Non-Government Property.
A theft of non-government property investigation is initiated for a reported theft of personal property, as appropriate.  The principal concern in this type investigation is to determine if any IRS employees are involved in such thefts. 

[bookmark: InitiationProcedures]400.4.1   Initiation Procedures – Theft of Non-Government Property.   When a theft of non-government property type investigation is warranted, initiate an investigation in CRIMES using the violation code 429 - THEFT/EMBEZZLEMENT-NON-IRS FUNDS OR PROPERTY.  See Section 240.  

[bookmark: InvestigativeProcedures]400.5   Investigative Procedures.   
Consider the following basic steps when conducting a theft of property investigation:

· Identification of the IRS function where the theft occurred; 
· Ascertain whether local police or FPS have been notified; if not, have complainant notify the local police or FPS, as appropriate;
· Interview complainant as to the circumstances of the theft; 
· Date, time and method of entry;
· Description of damage, if applicable;
· Description, including model and serial numbers, of any property stolen or lost;
· Advise complainant to immediately notify credit card companies, banks, etc., if any of the stolen items could be used to make purchases, withdraw money or write checks in the name of the complainant;
· Advise complainant as to possible hazard of stolen keys for residence and automobile; also consider contacting GSA or building management to change locks on IRS facilities if such keys were stolen;
· Search premises for stolen items hidden for later retrieval, or for items abandoned by the thief as valueless; protect such items for possible fingerprint identification by local authorities;
· Interview any witnesses who may recall any persons in the area of the theft; obtain descriptions of suspects;
· Obtain copies of any “sign-in/sign-out'' logs or electronic access logs maintained by building security personnel;
· Obtain and review surveillance video from building if available; 
· Obtain the names and titles of any other persons present or with access to the area, such as FPS officials, IRS employees, other Federal, State, or local law enforcement officials, and General Services Administration (GSA) personnel; and 
· If the incident involves a burglary or break-in of government owned or leased premises, survey the location for any security weaknesses, and make recommendations to the local IRS security function to correct any deficiencies. 

[bookmark: ExtentofInvestigation]400.6   Extent of Investigation.   
Determine the extent of investigation in these cases by the amount of information or number of leads available from the complainant and witnesses.  Advise complainants of any significant developments in the investigation and instruct them to report to TIGTA any contact from banks, credit card companies, FPS or local police concerning use or recovery of any stolen items.  SAs are responsible for entering lost or stolen Government property valued at more than $500 into the National Crime Information Center through TECS.  See Section 150.

When all investigative leads have been addressed and there appears to be no employee involvement, the investigation should be closed.  Closing the investigation does not preclude continued cooperation with local authorities investigating the incident.

[bookmark: ProsecutionLocalJurisdictions]400.7   Prosecution in State/Local Jurisdictions.   
If TIGTA identifies a suspect, contact the TIGTA Office of Chief Counsel before furnishing the information to the local authorities investigating the incident.  See Chapter 700, Chief Counsel, Section 70.5. 
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