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(400)-440     Strategic Data Services   

[bookmark: Overview]440.1   Overview.
This section outlines the Strategic Data Services (SDS) that the Office of Investigations (OI) provides to all Treasury Inspector General for Tax Administration (TIGTA) business units to achieve Internal Revenue Service (IRS) oversight program objectives.  This section includes information related to the following:

· Mission
· Organizational Structure
· Investigation Development Group
· Investigative Support Group
· Integrity and Data Risk Assessment Group
· Data Center Warehouse
· Data Extracts Group
· IRS Data Access Liaison
· IRS Systems Access Requests

[bookmark: _GoBack]440.1.1   Acronyms Table.

[bookmark: Mission]440.2   Mission.
The mission of SDS is to support TIGTA business unit program objectives as well as IRS/TIGTA business system integration efforts to accomplish TIGTA’s oversight responsibilities.  SDS detects and analyzes potential IRS employee fraud and misconduct and provides a broad range of computer analytical support services to all TIGTA business units.

[bookmark: OrganizationStructure]440.2.1   Organizational Structure.
SDS is staffed with a highly skilled and diversified group of investigative analysts, special agents (SAs), program analysts, and information technology (IT) specialists comprising six groups:  Investigation Development, Investigative Support, Integrity and Data Risk Assessment, Data Center Warehouse, Data Extracts, and the IRS Data Access Liaison.

SDS provides the following services: 

· Investigative analysis including unauthorized access (UNAX) lead analysis, IRS employee fraud lead analysis, and subject-based field investigation support;
· Large scale data extraction and analysis;
· Enterprise data set hosting and analysis;
· IRS proactive UNAX and employee fraud detection capability;
· Business system audit trail assessments;
· IRS/TIGTA data/system access and business process integration; and
· Executive Steering Committee - Integrity Council operational support.

SDS may also: 

· Provide testimony/evidentiary guidance and advice during criminal and
administrative proceedings; and
· Advise prosecutors on the evidentiary significance of database analysis results.

[bookmark: InvDevelpGroup]440.3   Investigation Development Group.
The Investigation Development Group (IDG) is primarily responsible for the proactive detection and analysis of all attempts by IRS employees to make UNAX to, and/or misuse taxpayer data.  IDG also develops other types of misconduct or fraud enabled by UNAX, and misuse of data in government equipment/contracts.  In addition, the IDG is also responsible for the screening and analysis of IRS refund check fraud (e.g., altered, forged and counterfeit).

In order to fulfill this mission, the IDG group:

· Develops proactive programs designed to detect fraud and misuse of IRS computer data, systems, and operations in violation of Federal computer crime statutes.  This is accomplished by conducting Local and National Investigative Initiatives (LII/NII).  See Section 320 for additional information regarding proactive investigative initiatives;
· Potential unauthorized computer accesses are identified monthly by the IRS’ Security Audit and Analysis System (SAAS), or periodically by internally developed scenarios; and
· Provides investigative analysis to OI headquarters management, OI special agents, and other TIGTA Offices (Office of Audit, Inspections and Evaluations, Counsel) involving allegations of UNAX, misuse of data, and/or other types of fraud by IRS Employees. 

Provides the following records in support of investigative activities: 

· Electronic UNAX Training Certifications processed by IRS Employees; and
· Audit trail records on IRS employee usage of Lexis/Nexis Accurint public records subscription service.

The IDG utilizes the Criminal Results Management System (CRIMES) to receive and control Request Assistance Forms (RAF) from other OI personnel and leads generated by investigation initiatives. 

If a lead results in a reasonable suspicion that an administrative or criminal violation occurred, an analysis package will be prepared.  The analysis package will contain the supporting documentation relating to the potential violation(s).  A lead will be initiated in CRIMES and should only be created from the master case using the “Create a Lead” option on the command bar in CRIMES.  The analysis package with supporting documentation will be uploaded in the lead’s associated SharePoint folder in CRIMES, prior to transferring the lead to the appropriate OI division for further evaluation.

440.3.1   UNAX Violations.   The following statutes criminalize the unauthorized access to Federal Government records and information:

26 U.S.C. § 7213A prohibits any Federal, State or other employee or certain persons from willfully inspecting any tax return or return information without authorization.  

18 U.S.C. § 1030(a)(2)(B) prohibits the intentional access to a computer without authorization or exceeding authorized access and obtaining information from a Federal Government department or agency. 

440.3.2   Annual UNAX Reporting Requirement.   IDG is required to prepare and submit TIGTA’s Annual UNAX Report, which is submitted to the Deputy Inspector General for Investigations (DIGI) by November 30, of each calendar year.  The DIGI transmits the report to the Director of the IRS Privacy, Governmental Liaison, and Disclosure (PGLD).

440.3.3   Altered, Forged and Counterfeit IRS Refund Checks.   SDS manages an investigative initiative to identify and investigate significant U.S. Treasury check fraud involving IRS tax refund checks.  IDG develops leads in CRIMES and screens allegations of stolen or fraudulent IRS refund checks to determine if a referral to an OI division is appropriate.  When appropriate, the lead is transferred to the appropriate OI division in CRIMES.  Stolen and/or fraudulent IRS tax refund checks in this initiative are classified into the three categories: 

********************************************2**********************************************************************************************2**********************************************************************2**********************.

********************************************2**********************************************************************2**********************.
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440.3.4   Referring Potential IRS Employee Misconduct or Fraud Violations.   Upon completion of the analysis, the lead in CRIMES will be closed by a referral to a division for further evaluation or closed to file, if no IRS employee misconduct is identified.

If the lead is transferred to a division for further evaluation, the lead within CRIMES will be sent to the appropriate OI division.  This will generally be the post-of-duty location where the subject (IRS Employee) works.
 
In accordance with Chapter 400, Section 340 IAD-IRS Investigations  and Chapter 400, Section 330 TIGTA Employee Investigations , SDS will refer the following types of employee leads to the SAC of Internal Affairs Division (IAD):

· Senior IRS Officials;
· Employees of IRS Criminal Investigation Division (CID);
· Employees of IRS Office of Chief Counsel;
· International IRS personnel in the U.S. or within U.S. Embassies abroad; or
· TIGTA Employees.

The lead created in CRIMES will contain a link to a SharePoint folder which houses the associated electronic files (e.g., Form OI 2028-M, Memorandum of Interview or Activity) that report the results of SDS’ analysis.

Reporting of potential IRS employee misconduct or fraud violations will be in accordance with Section 70.2.3.2, Disclosure Authority for Category III Investigations and Section 150.12.2, Disclosure of Suspicious Activity Reports and Underlying Suspicious Activity.  

440.3.5   Requesting Investigation Development Assistance.   OI employees can request assistance with UNAX analysis and stolen Treasury check case development by completing a Request Assistance Form (RAF) within CRIMES.  Non-OI functions are required to submit Form OI 7550, Strategic Data Services Request for Assistance, to receive support from this group.

[bookmark: InvSupptGroup]440.4   Investigative Support Group.
The Investigative Support Group (ISG) is responsible for providing investigative analysis to SAs on all complaints and investigations.  In addition, the group works to provide proactive work by conducting NIIs to detect any criminal violations involving the TIGTA’s investigative mission. 

ISG provides the following services:

· Consumer Credit Report requests;
· Centralized Authorization File (CAF) extracts; 
· Preparer Inventory File (PIF) requests;
· Audit trail requests for NCIC and TECS law enforcement databases;
· Currency Banking and Retrieval System (CBRS) requests;
· Consumer Lead Evaluation and Reporting (CLEAR) requests;
· LEXIS/NEXIS (Accurint) requests;
· Public Access to Court Electronic Records (PACER) requests;
· Automated Labor and Employee Relation Tracking System (ALERTS) requests;
· ********************************************2*****************************************************************2**********************;
· *********2*************;
· Collection case inventory requests; and
· Integrated Collection System (ICS) case history requests.

440.4.1   Requesting Investigative Support Assistance.  OI employees may request assistance with proactive investigative initiative development and other IRS employee misconduct case development support, not primarily focused on UNAX analysis and Stolen Treasury check case development.  Assistance is requested by completing a RAF within CRIMES, identifying the type of services requested.  Non-OI functions are required to submit Form OI 7550, Strategic Data Services Request for Assistance, to receive support from this group.

[bookmark: IntegDataRiskAssGroup]440.5   Integrity and Data Risk Assessment Group.
The Integrity and Data Risk Assessment (IDRA) Group is primarily responsible for evaluating IRS application system audit trail compliance with the audit logging requirements in the IRS’s Internal Revenue Manual (IRM).  IRS application audit trail compliance with the IRM ensures that the necessary information is available for TIGTA to conduct investigations on IRS employee’s fraud or misconduct.  IDRA also facilitates proactive SDS investigative initiatives conducted by the IDG and helps identify and develop new automated scenarios to detect UNAX of taxpayer accounts in modernized IRS computer systems.

IDRA Group is responsible for:

· Identifying computer applications at risk for UNAX and other misuse. This is accomplished by the following:
· **************************************2**********************************************************************************2**********************************************************************************2******************************************;
· **************************************2**********************************************************************************2**********************************************************************************2******************************************;
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· ***************************************2**********************************************************************************2**********************************.
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· *****************************************2*******************************************************************************************2*******************************************************************************************2*******************************************************************************************2*******************************************;
· *****************************************2*******************************************************************************************2*******************************************************************************************2*******************************************
· *****************************************2*******************************************************************************************2***********************************************.    

440.5.1   Requesting Integrity and Data Risk Assessment Assistance.   OI employees request assistance by completing a RAF within CRIMES, identifying the type of services requested. Non-OI functions are required to submit Form OI 7550, Strategic Data Services Request for Assistance, to receive support from this group.

[bookmark: DataCenterWhse]440.6   Data Center Warehouse.
The Data Center Warehouse (DCW) staff are primarily responsible for transforming, loading, and maintaining of IRS tax administration data necessary to support TIGTA’s tax administration oversight activities.  They also develop and maintain query tools to facilitate the analysis of IRS tax administration data.

DCW staff are responsible for:

· Providing and maintaining data via DCW data access services per records retention periods;
· Centralized software and file data storage, security, and administration;
· Performing periodic data validation and data security checks;
· Developing a uniform and user-friendly DCW web query design and interface for users to access data;
· Managing data analytics technology requirements and infrastructure to support the DCW environment; 
· Using advanced programming skills and knowledge of data manipulation to facilitate and enhance analysis and review of information; 
· Capturing and reviewing audit trails of all DCW accesses made by DCW users for potential UNAX violations for referral to the IAD; 
· Maintaining the Statistical Analysis System (SAS) and Structured Query Language (SQL) programming support;
· Supporting users with the use of DCW web applications;
· Supporting users with the use of SAS Software including SAS Enterprise Guide software that is used by DCW users for data analysis; and
· Supporting users with advanced programming support when required for their business needs.
 
440.6.1   Requesting DCW Assistance.  OI employees request assistance by completing a RAF within CRIMES.  Non-OI functions are required to submit Form OI 7550, Strategic Data Services Request for Assistance, to receive support from this group.

[bookmark: DataExtractsGroup]440.7   Data Extracts Group.
The Data Extracts Group (DEG) is primarily responsible for facilitating data extractions/transfers involving: 

· IRS mainframe tax administration information systems;
· IRS tax administration information stored in other IRS data repositories, such as the IRS’ Compliance Data Warehouse (CDW) or IRS business unit data marts; and 
· External data relevant to tax administration oversight from other governmental agencies, open source data repositories, or third-party data providers. 

DEG is responsible for: 

· Data extractions and file transfers from IRS tax administration information systems and approved external sources; 
· Providing consulting data services to assist customers in planning their data extract, this includes access to expert IT Specialists who have extensive understanding of IRS tax administration information systems, assistance with research, and providing information about the contents of the IRS data files; 
· Advanced programming to help manipulate and interpret extracted data. This includes automating user processes and creating original applications; 
· Research and development activities to leverage new data repositories;
· Coordination of the fiscal year Recurring Extracts Memo with the IRS; and
· Advanced Data Visualization such as maps/graphs to support TIGTA’s oversight initiatives. 

440.7.1   Processing Data Extraction Requests.  The following items are maintained in a project folder for each approved data extraction request:

Data Validation Document – used to record data validation steps performed on the data extract.  

Project Milestone Document – used to record the sequence of steps followed to complete the request, including information about the data sourced, the computer programs used, and the data delivered.  

Additional documentation – including the data layout, data dictionaries, data logs and customer/IRS communications notes.   

440.7.2   Data Extract Reports.   The DEG delivers the results of customer data requests by: 

· Facilitating the loading and transformation of the requested data with the DCW staff to a work area for use by the requestor; 
· Providing the Milestone and Validation documents to the requestor to explain the work performed and data validity checks conducted; and
· Consulting with the requestor on any questions he/she might have about the delivered data. 

440.7.3   Requesting Data Extracts Assistance.   RAFs in CRIMES are not yet available for this support function.  A Form OI 7550, Strategic Data Services Request for Assistance, is required to be completed to receive support from this group.  
 
[bookmark: DataAccessLiaison]440.8   IRS Data Access Liaison.
The IRS Data Access Liaison is responsible for promoting and securing TIGTA’s timely access to IRS data and systems.  The liaison coordinates across all levels of the IRS business and IT organizations as needed to deliver this responsibility.  The liaison also provides direction to the Assistant Director, IRS User Support, who is responsible for operational activities needed to secure end-user access to IRS systems and supporting TIGTA employees in obtaining end-user access when needed to conduct official job duties.

440.8.1   Executive Steering Committee – Integrity Council.   The IRS Data Access Liaison receives broad guidance and priorities on IRS data and system objectives from the Executive Steering Committee – Integrity Council (ESC-IC).  The ESC-IC exists, in large part, to ensure that the agency’s current and future data needs are met.  

The Director – SDS, and the IRS Data Access Liaison serve as advisory members to the ESC and provide executive support for ESC operations.  The IRS Data Access Liaison also serves as a primary coordination point with IRS personnel in implementing the ESC’s broad guidance and priorities specific to IRS data and system access objectives.      
  
440.8.2   Business Process and System Integration.   The IRS Data Access Liaison will undertake broad projects as needed to meet agency data and system access priorities.  Often, this will require integration of TIGTA into IRS business process and/or integration between TIGTA and IRS IT resources.  While objectives are primarily sanctioned by the ESC-IC, the Liaison will also identify projects resulting from changes in IT requirements (e.g., emerging government-wide technology management practice and guidance, new system deployments at IRS, and/or technology refreshment within TIGTA or IRS).  Some IRS user support requests may also require advanced business process and system integration activities.  

440.8.3   IRS User Support.   The IRS User Support team conducts a variety of operational activities needed to secure end-user access to IRS systems and provides direct support to TIGTA employees in navigating IRS procedures to obtain end-user access.

440.8.3.1   Authoritative Employee Information.   Access to IRS systems begins with reliable, authoritative employee information existing in the IRS’ Corporate Authoritative Directory Service (CADS).  The CADS receives data on TIGTA employees from TIGTA’s authoritative personnel system, HRConnect.  CADS is also the system that generates the IRS’ Standard Employee Identifier (SEID) for TIGTA employees.  

Employees who identify incorrect employee information in CADS or other IRS systems should first validate that information entered into HRConnect is accurate, to include name, work address/location, phone number, organizational information, manager name, and primary e-mail address.  If HRConnect reflects the correct information and the manager has confirmed that no personnel action remains in process, the problem may be referred to IRS User Support via Form OI 7550, Request for Strategic Data Services Request for Assistance, citing Assistance Needed as “IRS System Access – Specify in Description” 

IRS User Support also:

· Monitors CADS and related processes to ensure that new employee information is flowing correctly from HRConnect to CADS and that the IRS Standard Employee Identifier (SEID) is created and/or activated for new TIGTA employees;
· Conducts periodic reviews of TIGTA employee information as presented in IRS systems.  These reviews will be focused on known issues that can impact employee access to IRS systems; and
· Facilitates operational activities, including updates to IRS and TIGTA user accounts as needed for employee access to IRS systems.  

[bookmark: SystemAccessRequests]440.9   IRS System Access Requests.
This section provides guidance to TIGTA employees that need access to IRS information systems.  

440.9.1   IRS Online 5081.   The IRS Online 5081 system (OL5081) is the primary mechanism used within IRS to authorize its employees and outside personnel (such as TIGTA employees) to access IRS systems and applications.  TIGTA use of OL5081 is mandatory for most IRS system access requests.  

Any TIGTA employee who needs to register as a user on the OL5081 system should refer to TIGTA’s OL5081 reference.  This reference also provides information on establishing security questions for self-service password reset and on available OL5081 user guides.

440.9.2   Review of OL5081 Requests.   IRS User Support performs a mandatory review of all TIGTA OL5081 requests to increase the likelihood that IRS can timely approve TIGTA requests for access to IRS systems.

IRS User Support will:

· Validate established procedures are being followed,
· Ensure that special instructions are included and accurate, when needed, 
· Review access requirements for each system and ensure that the requesting employee meets prerequisite requirements 
· Guide TIGTA employees on understanding and complying with established procedures and prerequisites for access; and, 
· When the request is for a system or application to which TIGTA has never previously had access, document procedures for access and coordinate with the requesting TIGTA employee and IRS counterparts (e.g., business, IT) to ensure that access is obtainable and successfully obtained. 

440.9.3   System Access Requests Outside of OL5081.   While most system access requests will be authorized using the OL5081 system, IRS has some systems for which access is authorized outside of OL5081.  Examples include:  

· Specific systems or portals designed to be gateways to applications authorized via OL5081, such as IRS’ Employee User Portal;
· Specific systems designed to provide local management control on access, such as IRS SharePoint sites; and,
· Specific systems that are mandated for use by IRS and/or contain IRS data but are not managed by IRS, such as HRConnect.

IRS User Support will maintain information on these exceptions to use of OL5081 for access requests as part of its IRS System Access Guidance.  

440.9.4   IRS System Access Guidance.   IRS User Support maintains IRS System Access Guidance as a resource to assist TIGTA employees in understanding existing procedures for obtaining access to a variety of IRS systems and applications.  This resource is considered to be a living, growing repository of information on how to obtain access to IRS systems and applications.  

While intended to assist employees in planning and understanding access to IRS systems, IRS User Support provides and recommends direct coordination on employee access needs.  As appropriate, IRS User Support will initiate direct coordination with employees as part of its review of TIGTA OL5081 requests.

440.9.5   IRS Workstations.   Some IRS systems and applications cannot be accessed from the TIGTA network or from TIGTA-issued laptops.  To support TIGTA access needs, IRS User Support manages an allocation of virtual machines running on the IRS network.  In specific cases, IRS User Support will coordinate with IRS IT and/or other IRS functions to issue a physical workstation (laptop or desktop) for TIGTA use.  

IRS User Support will include the need for an IRS workstation as part of their review of TIGTA OL5081 requests, to include prerequisites for obtaining IRS network/user accounts and access to the virtual machines.  

IRS User Support will make a list of virtual machines and their special software configurations available via the TIGTA Workspace Reservation System (TWRS).  Employees needing to use a virtual machine should always reserve the needed machine in TWRS.   

440.9.6   IRS Software Needs.   IRS User Support will coordinate with IRS and TIGTA IT counterparts to secure IRS software and make it available to TIGTA employees when needed for IRS system access.  

For TIGTA laptops, IRS User Support will assist TIGTA IT in the testing, configuration, and installation of specific software packages.  Examples include Attachmate INFOConnect, Rational Toolkit and SAP clients for IRS application systems.  IRS User Support will actively monitor IRS software releases to ensure that TIGTA maintains current with IRS support and configuration requirements.

440.9.7   Requesting IRS Data Access Liaison Assistance.   RAFs in CRIMES are not yet available for this support function.  A Form OI 7550, Strategic Data Services Request for Assistance, is required to be completed to receive assistance from this group.
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