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[bookmark: _GoBack]CHAPTER 400 – INVESTIGATIONS

[bookmark: IGSubpoenas](400)-450     Body Worn Camera Program

[bookmark: Overview]450.1   Overview.  
This section outlines the policies and procedures governing the Office of Investigations (OI) body worn camera (BWC) program.  This policy does not govern the use of surreptitious recording devices in undercover operations.  

This section includes information related to the following:

· Body Worn Cameras
· Body Worn Camera Program
· Joint Operations
· When to Use Body Worn Cameras
· Placement of Body Worn Cameras
· Activation of Body Worn Cameras
· Deactivation of Body Worn Cameras
· Recording During the Enforcement Operation 
· Documenting Use of Body Worn Cameras
· Download and Storage of Body Worn Camera Recordings 
· Records Retention
· Restrictions On Use
· Body Worn Camera Equipment 
· Body Worn Camera Recordings 
· Freedom of Information Act Requests
· Privacy Act Referrals 
· Supervisor Responsibilities
· Training

450.1.1   Acronyms Table. 

[bookmark: BWCProgram][bookmark: BodyWornCameras]450.2   Body Worn Cameras.   
BWCs provide an additional layer of safety for the special agent (SA) and can improve public trust, transparency, and accountability.  BWCs allow for accurate documentation of contacts between SAs, IRS employees, and the public, which can help resolve complaints made against an SA.   

BWC recordings can be used as evidence for investigative and prosecutorial purposes in the event an SA is threatened or assaulted during a contact or if there is a use of force or critical incident.  It should be noted that recordings may depict things that the SA did not see or hear, and/or the SA may have heard or seen things that were not recorded by the BWC.  While the recording depicts visual information from the scene, the human eye and brain are highly likely to perceive some things in stressful situations differently than how the camera records them.
[bookmark: BWCP_450_3]
450.3   Body Worn Camera Program.
The Assistant Special Agent in Charge (ASAC), Technical Operations Group provides oversight of the BWC program under the direction of the Special Agent in Charge (SAC), Technical and Firearms Support Division (TFSD).  The BWC Program Manager is responsible for the daily management of the program.  The BWC Program Manager will periodically review BWC recordings to ensure that the equipment is operating properly and that SAs are using the devices appropriately and in accordance with OI’s policy.

[bookmark: JointOperations]450.4   Joint Operations.   
When conducting enforcement operations with another law enforcement agency, TIGTA SAs will comply with OI’s BWC policy.

The TIGTA team leader for the enforcement operation shall discuss the use of BWCs with the other agency’s team leader prior to the enforcement operation.  The case agent will document these discussions on TIGTA Form OI 6501, Chronological Case Worksheet.

The SAC shall notify the appropriate Assistant Inspector General for Investigations (AIGI) or Deputy Assistant Inspector General for Investigations (DAIGI) if there is an unresolved conflict with the other law enforcement agency regarding TIGTA’s intent to deploy BWCs during an enforcement operation when TIGTA is the lead agency.  

[bookmark: WhenHowtoUseBWC][bookmark: WhenToUseBWCs]450.5   When to Use Body Worn Cameras.   
SAs shall activate BWCs when such use is appropriate for the proper performance of their official duties and where recording is consistent with OI policy and the law.  

450.5.1   Deployment for Enforcement Operations.   BWCs will be deployed for TIGTA enforcement operations.  All SAs participating in the enforcement operation will be equipped with BWCs.  SAs will activate their BWCs to record contacts with individuals during enforcement operations.   

For the purposes of this section, enforcement operations include arrests, search warrants, and armed escorts.  See Section 450.9 for additional information.
The TIGTA team leader should inform the BWC Program Manager if a member of the Undercover Cadre participated in the enforcement operation, and the BWC Program Manager will document this in the BWC log.

450.5.2   Deployment for Threat Interviews.   Due to their exigent nature, threat interviews are not always planned and may be conducted extemporaneously.  Therefore, there may be instances when it is not possible to deploy BWCs for threat interviews.  However, every effort should be made to utilize the BWC when possible.  
450.5.3   Deployment in Other Instances.   SAs may request approval from the ASAC to deploy BWCs in other instances (e.g., interview of a subject or third party witness who has an extensive criminal history or history of violence, surveillance, etc.) where it may be prudent to record the interactions.  See Section 210.20.1.2 for recording custodial interviews.      

[bookmark: PlacementofBWCs]450.6   Placement of Body Worn Camera.   
The BWC should be worn on the outside of the ballistic vest or outermost garment to ensure the best field of view.  SAs should ensure the BWC is not obstructed by clothing, lanyards, accessories, etc.  

[bookmark: ActivationofBWCs]450.7   Activation of Body Worn Cameras.   
SAs will activate their BWC at the direction of the TIGTA team leader of the enforcement operation.  The team leader will determine when to activate the BWCs and will ensure that each member of the enforcement team has activated the BWC prior to beginning the enforcement action.  The SA will verbally state, “Body camera activated” and his/her name, the date and time.   

SAs shall record the activities until they are concluded or, if executing a search warrant, until the location to be searched is secured and all subjects have been searched.  See Section 450.7.  To ensure the integrity of the recording, the BWC must remain activated until the activity is completed unless the contact moves into an area restricted by this policy.  See Section 450.13.

[bookmark: DeactivationofBWC]450.8   Deactivation of Body Worn Cameras.   
SAs will deactivate their BWCs at the direction of the TIGTA team leader for the enforcement operation.  Prior to deactivating the BWC, the SA will verbally state the date, time, and reason for the BWC’s deactivation.  

When executing a search warrant, the team leader can authorize the team to deactivate the BWC once the location to be searched has been secured and all subjects have been searched.  The TIGTA team leader will use his or her discretion to determine whether team members participating as outside cover during the execution of the warrant should continue to record.  

BWCs have a limited battery life.  If the enforcement operation is of such a duration that the BWC should be deactivated to conserve power and/or storage, the TIGTA team leader can authorize deactivation.  
The TIGTA team leader will collect all BWCs from the team members and return the BWCs to the BWC Program Manager.  See Section 450.11.

An SA may deactivate the BWC to obtain medical attention.
[bookmark: RecordingDuringtheEnforcementOp]450.9   Recording During the Enforcement Operation.   
Whenever possible, SAs should inform individuals at the beginning of the contact that they are being recorded (e.g., “Sir/Ma’am, I am advising you that our interaction is being recorded.”)  If the BWC must be deactivated during an operation, the SA should verbally state that the BWC is being deactivated and state the date, time, and reason for the deactivation.   

In locations where individuals have a reasonable expectation of privacy such as a residence, and only during non-enforcement activities, individuals may decline to be recorded unless the recording is being made pursuant to an arrest or search of the residence or individuals.  See Section 450.13.  

[bookmark: DocumentingUseofBWCs]450.10   Documenting Use of Body Worn Cameras.   
Upon the conclusion of the enforcement operation or activity (e.g., threat interview, surveillance, etc.), the case agent will document in TIGTA Form OI 6501, Chronological Case Worksheet, that a recording was made and provide a brief summary of the activity.  

The summary should include the following information and may be part of the overall memorandum documenting the law enforcement activity:

· The names of the team members participating in the activity or operation;
· Whether or not all SAs were wearing BWCs during the activity or operation;
· Whether or not all BWCs were activated prior to the activity or operation;
· If any BWCs malfunctioned or were inoperable during the activity or operation;
· If any BWCs were not activated prior to, or during, the activity or operation;
· If any BWCs were turned off during the activity or operation; and 
· If any BWC recording was interrupted or terminated during the activity or operation. 

450.10.1   Failure to Activate Body Worn Camera.   If an SA fails to activate the BWC, fails to record the entire contact, or interrupts the recording, the SA shall document in a memorandum through the SAC to the appropriate AIGI or DAIGI and the BWC Program Manager the following:

· Why the recording was not made;
· Why the recording was interrupted; and/or 
· Why the recording was terminated.  

An intentional failure to activate the BWC or the unauthorized termination of a BWC recording may result in disciplinary action.


[bookmark: DownloadStorageofBWCRecordings]450.11   Download and Storage of Body Worn Camera Recordings.   
Upon conclusion of the enforcement operation or activity, the TIGTA team leader will collect all BWCs and return them to the BWC Program Manager or DTA using express shipping.  The team leader will complete TIGTA Form OI 4500, Body Worn Camera Worksheet, and include it with the BWCs when returning.  The BWC Program Manager will download all BWC recordings.  Each file shall contain the date and time of the recording, BWC identifier, and assigned SA.  An audit log is automatically created and maintained on the history of every recording.  

If a physical altercation or other significant incident occurs during the enforcement operation, the BWCs will be delivered to the BWC Program Manager or DTA on site to download the BWC recordings.  

If the BWC recording is deemed evidence, the BWC Program Manager or DTA will create an evidence disc containing the recording from the enforcement operation and provide it to the case agent for entry into evidence.  The BWC Program Manager or DTA will complete a TIGTA Form OI 5397, Evidence Custody Document, documenting the chain of custody from the BWC Program Manager or DTA to the case agent.

If needed, a working copy of the BWC recording may be provided to the case agent.
[bookmark: RecordsRetention]
450.12   Records Retention.   
BWC recordings will be securely stored on a dedicated server.  All recordings are agency records and should be disposed of according to TIGTA’s records retention policy. 

For BWC recordings deemed as evidence, the SA will adhere to the OI evidence policy.  See Section 190.  

[bookmark: RestrictionsOnUse]450.13   Restrictions on Use.   
SAs equipped with BWCs should be mindful of locations where recording may be considered insensitive, inappropriate, or prohibited by privacy policies.  BWCs shall only be used in conjunction with official law enforcement duties and not personal activities. 

BWCs shall not be used to record:

· Undercover operations;
· Communications with other SAs without the written permission of an AIGI or DAIGI; and
· Locations where individuals have a reasonable expectation of privacy such as a restroom or locker room without the permission of an AIGI or DAIGI. 
[bookmark: BodyWornCameraEquipment]


450.14   Body Worn Camera Equipment.   
SAs shall only use BWCs issued by OI.  SAs should exercise reasonable care when using BWCs to ensure their proper functioning.  SAs should ensure that the BWC is fully charged before its deployment.

SAs will notify the BWC Program Manager of any equipment malfunctions as soon as possible.  

450.14.1   Loss or Theft of Equipment.   All SAs will report the loss or theft of a BWC to their immediate supervisor as soon as practical but within 24 hours of the discovery of the loss or theft.  The immediate supervisor shall notify the Special Investigations Unit and the SAC-TFSD.

[bookmark: BodyWornCameraRecordings]450.15   Body Worn Camera Recordings.   
The BWC equipment and all data, images, video, and metadata captured, recorded, or otherwise produced by the equipment is the sole property of TIGTA.  SAs shall not edit, alter, erase, duplicate, copy, share, or otherwise release, disclose or distribute in any manner, any BWC recording, without prior written authorization from the respective AIGI or DAIGI.  

SAs must obtain written approval from the TIGTA Disclosure Branch prior to any disclosure of information (i.e., audio or video recording, etc.) recorded by the BWC.  See Chapter 700, Section 70.  All requests for disclosure of information should be coordinated through the BWC Program Manager.

Unauthorized accessing, copying, or releasing files is strictly prohibited.  

450.15.1   Deleting Recordings.   Any request to delete a portion or portions of the recordings (e.g., accidental recording) must be submitted in writing and approved by the respective AIGI or DAIGI.  The request must be made in a memorandum and must state the reason(s) for deleting the recording.  The approved memorandum will be provided to the ASAC-Technical Operations Group, TFSD.  The recording will only be deleted after the approved memorandum is received by the ASAC.  

All requests and final decisions will be maintained by the BWC Program Manager.  See Section 450.15.

450.15.2   Access and Review of Body Worn Camera Recordings.   All accesses will be audited to ensure that only authorized users are accessing the data for legitimate and authorized purposes.

Any requests to review body worn camera recordings must be made in a memorandum to the BWC Program Manager.  The memorandum must state the reason(s) for the request to review the recording.
450.15.3   Permitted Reviews of Body Worn Camera Recordings.   An SA shall be entitled to access the audio and video data derived from the BWC equipment issued to him/her to defend against allegations of misconduct or poor performance during the recorded enforcement activity.  SAs will not share audio and video data files without an official purpose.  Audio and video data files will be not provided where a use of force or critical incident occurs. 
 
SAs who are the subject of an investigation may review their own BWC recording prior to providing any statements to, or being interviewed by, SIU.  The SA may review the recording with his/her attorney or other representative.  

Following a use of force or critical incident, the involved SA shall be given the opportunity to view his or her own BWC recording prior to giving a formal statement.  SAs who are witnesses to a use of force or critical incident shall also be allowed to view their own BWC recording prior to giving a formal statement.

SIU may review BWC recordings in connection with an official SIU investigation.  
  
BWC recordings may be used to provide information for training purposes with the permission of all TIGTA SAs captured by the audio or video. 

450.15.4   Prohibited Reviews of Body Worn Camera Recordings.   Supervisors may not review BWC recordings solely for evaluating the SA’s performance during the operation or for conducting performance appraisals.

[bookmark: FOIARequests]450.16   Freedom of Information Act Requests.   
Recordings from BWCs may be subject to release pursuant to the Freedom of Information Act (FOIA).  Any request for records made pursuant to FOIA received by a TIGTA employee should be forwarded to TIGTA’s Office of Chief Counsel's Disclosure Branch, which is responsible for processing and responding to the request.  See Chapter 700, Section 60.  

Any requests for the release of BWC recordings will be forwarded to the BWC Program Manager.  The BWC Program Manager will, at a minimum, review all BWC footage that is proposed for release and specify which parts of the footage may be released and which parts need to be redacted, along with the relevant justifications, and provide a complete copy of the BWC recording to the Disclosure Branch with the suggested redactions and justifications in writing.  The Disclosure Branch will review the suggested redactions and justifications and provide its comments and/or concurrence to the BWC Program Manager.  Upon receiving concurrence from the Disclosure Branch, the BWC Program Manager will use the appropriate redaction software to redact the BWC recording.  The BWC Program Manager will return the redacted BWC recording to the Disclosure Branch for FOIA response.

450.16.1   Exclusions.   The U.S. Congress has provided special protection in the FOIA for three narrow categories of law enforcement and national security records.  The provisions protecting those records are known as “exclusions.”  The first exclusion protects the existence of an ongoing criminal law enforcement investigation when the subject of the investigation is unaware that it is pending and disclosure could reasonably be expected to interfere with enforcement proceedings. 

The second exclusion is limited to criminal law enforcement agencies and protects the existence of informant records when the informant’s status has not been officially confirmed.  

The third exclusion is limited to the Federal Bureau of Investigation and protects the existence of foreign intelligence or counterintelligence, or international terrorism records when the existence of such records is classified.  

Records falling within a FOIA exclusion are not subject to the requirements of the FOIA.  

450.16.2   Exemptions.   The U.S. Congress established certain categories of information that are not required to be released in response to a FOIA request because release would be harmful to a government or private interest.  These categories are called "exemptions" from disclosures.  However, even if an exemption applies, agencies may use their discretion to release information when there is no foreseeable harm in doing so and disclosure is not otherwise prohibited by law.  

There are nine categories of exempt information.  Exemption 7 of FOIA, often referred to as the law enforcement exemption, is the most common exemption used by law enforcement. 

See Chapter 700, Section 60.  Information about FOIA can be found at https://www.foia.gov/faq.html.

[bookmark: PrivacyActReferrals]450.17   Privacy Act Referrals.   
The Privacy Act of 1974, 5 U.S.C. § 552a (Privacy Act or Act), provides safeguards for individuals against an invasion of personal privacy through the misuse of records by Federal agencies.  The Act balances the individual’s personal privacy interest against the Government’s need to maintain information about individuals.  

TIGTA is authorized under the provisions of the Privacy Act to refer documents and results of investigations to other law enforcement agencies.  Specifically, under the system of records under which TIGTA is currently operating, TIGTA may disclose pertinent information to appropriate Federal, State, local or foreign agencies, or other public authority responsible for investigating or prosecuting the violations of, or for enforcing or implementing a statute, rule, regulation, order, or license, where the disclosing agency (i.e., TIGTA), becomes aware of a potential violation of civil or criminal law or regulation, etc.

Privacy Act referrals of TIGTA records, including BWC recordings, to another law enforcement agency must be reviewed by TIGTA’s Office of Chief Counsel with the exception of the following:

· Referrals to the Department of Justice;
· Referrals to the Internal Revenue Service (IRS); and 
· Referrals of information concerning a threat of imminent danger, or death, or physical injury. 

SAs will follow the procedures for Privacy Act referrals as detailed in Chapter 700, Section 70.  After TIGTA’s Office of Chief Counsel determines there is legal authority to refer body camera recordings to another law enforcement agency, the Privacy Act referral will be forwarded to the BWC Program Manager to download the BWC recording to a compact disc.  The BWC Program Manager will, at a minimum, review all video footage that is proposed for release and specify which parts of the video that may be released and which parts that need to be redacted, along with the relevant justifications in writing.  The BWC Program Manager will use the appropriate redaction software to redact the video.  

[bookmark: SupervisorResponsibilities]450.18   Supervisory Responsibilities.   
Supervisory personnel shall ensure that all SAs receive the required training on the use of BWCs in accordance with OI policy and procedures.      

[bookmark: Training]450.19   Training.   
All SAs must complete a TFSD-approved and/or TFSD-provided training program to ensure the proper use and operation of the BWC and compliance with privacy and civil liberties laws.  Additional training will be provided at periodic intervals to ensure the SA’s continued proficiency in the use of BWCs.  

For training purposes, BWCs will be used during the Special Agent Basic Training Program and the Special Agent Advanced Training Program.

To ensure operational readiness and proficiency in the use of BWCs, the BWC Program Manager and DTAs, under the BWC Program Manager’s direction, will keep abreast of significant changes in technological capabilities by attending training and maintaining liaison and/or working with other Federal law enforcement agencies that use the technology on a regular basis.  The BWC Program Manager and DTAs will also receive periodic training on privacy and civil liberties laws.
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