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CHAPTER 500 – INFORMATION TECHNOLOGY

[bookmark: SC_140_1]140.1     Security Controls

[bookmark: SC_140_1_1]140.1.1   Overview.
This Information Technology (IT) Security policy ensures the Treasury Inspector General for Tax Administration’s (TIGTA) information systems comply with applicable security requirements mandated by Federal standards and Treasury policies in accordance with the Federal Information Security Management Act (FISMA) of 2002.  Complying with security requirements is critical in ensuring the integrity, availability, and confidentiality of TIGTA’s information and information systems equipment.  This policy clarifies Federal and Treasury security requirements, adopts them to TIGTA's specific information systems, and imposes additional TIGTA specific requirements, when necessary.

The National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53, Security and Privacy Controls for Federal Information Systems and Organizations, recommends Federal agencies and bureaus develop a formal, documented security policy so that applicable security controls are effectively implemented and maintained on IT systems within the organization.  

140.1.2 [bookmark: SC_140_1_2]   Purpose and Management Commitment.
This policy represents the commitment of TIGTA to ensuring that all applicable security requirements are appropriately defined and implemented, in order to comply with Federal standards and Treasury policies.  This goal of this commitment is to protect TIGTA against intentional or unintentional acts that could negatively impact the confidentiality, integrity, and availability of TIGTA’s systems and data.

[bookmark: SC_140_1_3]140.1.3   Scope.
This policy applies to all TIGTA personnel, including contractors and vendors, and IT system components and technology within the TIGTA operating environment or connected to the TIGTA information infrastructure.

[bookmark: SC_140_1_4]140.1.4   Roles and Responsibilities.
Outlined below are the roles and responsibilities associated with the TIGTA information security program.

[bookmark: SC_140_1_4_1]140.1.4.1   Chief Information Officer (CIO).  TIGTA’s CIO oversees the IT security program and advises leadership on significant issues related to the security program.  The CIO confirms that an acceptable risk posture of TIGTA systems is accomplished in accordance with applicable security controls established by Treasury and other Federal policy and guidance.  

The CIO ensures security weaknesses are correctly identified and appropriately prioritized within TIGTA’s Plans of Action and Milestones (POA&Ms) submissions. 

[bookmark: SC_140_1_4_2][bookmark: _Toc130621556][bookmark: _Toc269135354][bookmark: _Toc384740258]140.1.4.2   Authorizing Official (AO).  The AO is responsible for the overall management of TIGTA’s IT security program.  The AO allocates resources to ensure proper identification, implementation, and assessment of common security controls on TIGTA IT systems.  The AO ensures each TIGTA IT system undergoes regular assessments in accordance with established timeframes.  The AO reviews the results of continuous monitoring efforts and authorizes continued operations if the risks of the findings are acceptable and the appropriate POA&Ms are created.  The AO ensures system authorizations are conducted in accordance with Treasury and TIGTA defined policy and frequencies.

[bookmark: SC_140_1_4_3]140.1.4.3   System Owner.  System owners are the TIGTA managers responsible for the overall procurement, development, integration, modification, operation, and maintenance of TIGTA’s information systems.  They rely on the assistance and advice of the TIGTA Chief Information Security Officer (CISO), IT security team, Information System Security Officers (ISSO), system administrators, and other IT staff in the implementation of security responsibilities and maintenance of security requirements.  System owners ensure system-level POA&Ms are created in response to any security vulnerabilities discovered and ensure corrective actions are implemented in accordance with Treasury and TIGTA policy.  

[bookmark: SC_140_1_4_4]140.1.4.4   Information Owner (IO).  The IO establishes the rules for appropriate use and protection of the subject information.  The IO decides who has access to the information system and with what level of privileges or access rights.  The IO ensures that production data is only stored or processed on accredited systems.

[bookmark: SC_140_1_4_5]140.1.4.5   Chief Information Security Officer.  The CISO develops TIGTA’s cyber security program and serves as the central point of contact to ensure TIGTA’s security policies and procedures are in compliance with Federal and Treasury mandates.  The CISO ensures the CIO and AO are informed of TIGTA’s overall cyber security status and risk posture.  The CISO ensures that system security plans and other security related documents are developed, implemented, and reviewed in accordance with TIGTA policy.  The CISO is responsible for any AO approved actions listed in the AO delegation representative memorandum.  The CISO confirms that an ISSO is assigned for each bureau IT system.

The CISO oversees annual IT system security assessments, to include technical control testing and updated risk analyses, in compliance with TIGTA policy and applicable guidance.  The CISO monitors the status of TIGTA POA&Ms on all cyber security weaknesses, and tracks milestones and allocation of resources for remediation through completion.  The CISO reports the results of continuous monitoring to the AO and other TIGTA officials as appropriate to request Authority to Operate. 

The CISO works with the Contracting Officer’s Representatives (CORs) and procurement office to ensure IT security requirements are fully addressed in TIGTA IT procurements, business cases and budget submissions.  The CISO works with CORs to ensure that contractors comply with this security policy and pursues appropriate action for noncompliance.  

[bookmark: SC_140_1_4_6][bookmark: _Toc84988981][bookmark: _Toc130621557][bookmark: _Toc269135356][bookmark: _Toc384740260]140.1.4.6   Cyber Security Team.  TIGTA cyber security team, led by the CISO, is responsible for providing oversight and guidance to ISSOs, IT staff, and the TIGTA workforce in complying with TIGTA's cyber security program.  The security team facilitates the implementation of security controls within TIGTA, on behalf of the CISO, and monitors TIGTA IT systems to ensure compliance.  The cyber security team guides the development of system security plans and other security related documents.  The cyber security team verifies that controls found in this policy have been implemented and documented appropriately.  The cyber security team monitors the security operations of TIGTA information systems, including physical security, personnel security, security training and workforce awareness; and reports any inconsistencies to the CISO.  The cyber security team is responsible for providing incident response reporting services for TIGTA.  These include receiving information on possible incidents, investigating them, and taking action to ensure any incidents are reported to the Treasury Computer Security Incident Response Capability group within the required time period. 

[bookmark: SC_140_1_4_7]140.1.4.7   Information System Security Officer (ISSO).  The ISSOs are responsible for ensuring that the appropriate security posture is maintained for TIGTA’s information systems under their purview.  The ISSOs ensure that all applicable security controls are implemented and maintained, and that procedures to implement security controls are documented.  They facilitate timely completion and reporting of required continuous monitoring activities.  The ISSOs coordinate with the System Owner to ensure changes to the system are controlled in accordance with applicable change management policies, and security impacts of proposed changes are evaluated by or reported to officials responsible for change control.  The ISSOs also communicate existing or potential security issues to the System Owner.

[bookmark: SC_140_1_4_8]140.1.4.8   System Administrator.  System administrators are responsible for implementing all controls in this policy that are applicable to the system, application, or device to which they are assigned.  System administrators work with the CISO, IT security team, ISSOs, and other IT staff in the implementation of security responsibilities and maintenance of security requirements.  System administrators create system-level POA&Ms in response to any security vulnerabilities discovered, ensure corrective actions are implemented, and provide evidence that weaknesses have been successfully remediated.

[bookmark: SC_140_1_4_9][bookmark: _Toc130621558][bookmark: _Toc269135357][bookmark: _Toc384740261]140.1.4.9   Help Desk Personnel.  The Help Desk Personnel staff responds to user requests for support.  The staff is responsible for recognizing security incidents and refers the caller to the appropriate individual or organization for a response.

[bookmark: SC_140_1_4_10]140.1.4.10   Managers and Supervisors.  Managers and supervisors ensure that subordinates comply with this security policy and pursue appropriate action for noncompliance.  They must notify system owners to revoke access privileges in a timely manner when a user under his/her supervision or oversight no longer requires access privileges, requires a change in access privileges, or fails to comply with stated policies or procedures.

[bookmark: SC_140_1_4_11][bookmark: _Toc130621560][bookmark: _Toc269135359][bookmark: _Toc384740263]140.1.4.11   Contracting Officer’s Representatives (COR).  The CORs are responsible for working with the CISO to determine whether contractors require IT system access in order to accomplish tasks.  The CORs in conjunction with the CISO review and authorize access privileges for contractors and review user security agreements on at least an annual basis to verify the continuing need for access, the appropriate level of privileges, and the accuracy of information contained in the agreement (e.g., systems authorized for access and type).  The COR works with the CISO to ensure IT security requirements are fully addressed in IT procurements.

[bookmark: SC_140_1_4_12]140.1.4.12   End Users.  TIGTA end users are responsible for adhering to applicable end user security controls in this policy, such as appropriate use of information to which they have access and devices to which they are assigned.  It is also the responsibility of the end user to be aware of the security of TIGTA’s IT systems and ensure proper handling of any sensitive information within the system.  End users are responsible for completing IT security awareness training in accordance with established timeframes.  End users must report any suspected security incidents in a timely manner, and cooperate in the investigation of such incidents.  

[bookmark: SC_140_1_5]140.1.5   Policy.
TIGTA is mandated to protect its FISMA information systems by either implementing or risk assessing the security controls contained in the documents below:

· NIST SP 800-53 (Appendix F, G, and J);
· Treasury’s Cyber Security Policy (Appendix A, E, F, G, H, and I); 
· [bookmark: _GoBack]TIGTA’s Bureau defined values contained in Exhibit (500)-140.2; and 
· TIGTA derived security policy is contained in Chapter (500)-140.2, Chapter (500)-140.3, and Chapter (500)-140.4.
   
The NIST SP 800-53 is the primary document to be used to determine applicable security controls for TIGTA FISMA systems.  In order to make a determination on a control’s implementation criteria an interested party will also need to use Treasury’s Cyber Security Policy and TIGTA’s Bureau defined values.  These two items provide additional guidance and implementation criteria that augment the NIST 800-53 controls.  Any questions around the FISMA security controls should be e-mailed to TIGTA’s CISO at *TIGTA OMS CSIRC.  



[bookmark: SC_140_1_6]140.1.6   Exhibits.
TIGTA’s information system, subsystems, and associated systems are rated as moderate impact level systems according to Federal Information Processing Standard (FIPS) Publication 199 ratings.  The FISMA of 2002 directs the designation of security impact levels based on FIPS 199 standards.

The exhibits listed below contain either specific controls or how to use various guidance documents:

· Exhibit (500)-140.1 contains guidance on how to use NIST SP 800-53 and Treasury’s Cyber Security Policy; 
· Exhibit (500)-140.2 contains TIGTA defined Security Control values as required in TD P 85-01; and
· Exhibit (500)-140.3 contains End User specific security controls. 

[bookmark: SC_140_1_7]140.1.7   Standard Operating Procedures (SOP).
The two SOPs listed below provide procedures that TIGTA information users must follow when they experience a security incident or breach:

· SOP-09.22 – Incident Response Plan; and  
· SOP-09.23 – Breach Notification Procedures.

[bookmark: SC_140_1_8]140.1.8   Cognizant Authority.
The TIGTA security team is responsible for the maintenance of this policy.  This policy must be reviewed annually and updated as needed.
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