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CHAPTER 500 – INFORMATION TECHNOLOGY

[bookmark: AUP_140_2]140.2     Acceptable Use Policy

[bookmark: AUP_140_2_1]140.2.1   Overview.  
The Acceptable Use Policy is intended to outline expected behavior in regards to the use of Government information technology (IT) resources and to delineate between authorized and unauthorized operating practices.  The Acceptable Use Policy also provides an overview of IT system security policy mandated by TIGTA.  All Government IT resources, including but not limited to, hardware, software, storage media, and computer and network accounts, provided by TIGTA are the property of TIGTA.  They are to be used for business purposes in serving the interests of the Government and TIGTA customers in the course of normal operations.  Use of Government IT resources for purposes other than those identified within this policy are strictly prohibited and could negate the security of TIGTA IT systems.  Effective security is a team effort involving the participation and support of everyone who deals with information and/or information systems.  It is the responsibility of everyone to know these guidelines, and to conduct their activities accordingly.

[bookmark: AUP_140_2_2]140.2.2   Purpose and Management Commitment.
The purpose of this policy is to outline the acceptable use of TIGTA owned, leased, or otherwise controlled IT resources.  This policy is intended to supplement the TIGTA Operations Manual (500)-140, Information Security by defining specific provisions for the limited use of Government IT resources and summarizing TIGTA IT system policy and best practices.

This policy represents the commitment of TIGTA to ensuring that system and information integrity policy is appropriately defined and implemented, in order to protect TIGTA systems from intentional or unintentional acts that may negatively impact system security.

[bookmark: AUP_140_2_3]140.2.3   Scope.
This policy applies to all TIGTA personnel, including contractors and vendors, and IT system components and technology within the TIGTA operating environment or connected to the TIGTA information infrastructure.

[bookmark: AUP_140_2_4]140.2.4   Roles and Responsibilities.
Outlined below are the roles and responsibilities associated with the TIGTA information security program and the acceptable use policy.

[bookmark: AUP_140_2_4_1][bookmark: _Toc130621556][bookmark: _Toc269135354][bookmark: _Toc384740258]140.2.4.1   Authorizing Official (AO).  The Authorizing Official (AO) is responsible for the overall management of TIGTA’s IT security program.  The AO allocates resources to ensure proper identification, implementation, and assessment of common security controls, to include acceptable use policy, on TIGTA IT systems.  

[bookmark: AUP_140_2_4_2]140.2.4.2   Chief Information Security Officer (CISO) and Cyber Security Team.  The
cyber security team, led by the CISO, is responsible for providing oversight and guidance to ISSOs, IT staff, and the TIGTA workforce in complying with TIGTA's IT security program.  The security team facilitates the implementation of security controls within TIGTA, on behalf of the CISO, and monitors TIGTA IT systems to ensure compliance.  The cyber security team is also responsible for clarifying security controls  
[bookmark: _Toc130621558][bookmark: _Toc269135357][bookmark: _Toc384740261]
[bookmark: AUP_140_2_4_3]140.2.4.3   Managers and Supervisors.  Managers and Supervisors must ensure that employees are informed of appropriate uses of Government office equipment and information technology as a part of their introductory training and orientation.

[bookmark: AUP_140_2_4_4]140.2.4.4   End Users.  TIGTA users are accountable to follow rules and regulations and to be responsible for their own personal and professional conduct.  The Office of Government Ethics (OGE) Standards of Ethical Conduct states, “[e]mployees shall put forth honest effort in the performance of their duties.”  5 C.F.R. § 2635.101(b)(5).  In addition, the Office of Personnel Management (OPM), Employee Responsibilities and Conduct, states, “[a]n employee shall not engage in criminal, infamous, dishonest, immoral, or notoriously disgraceful conduct, or other conduct prejudicial to the Government.”  5 C.F.R. § 735.203.

The personal use of Government IT resources requires responsible judgment, supervisory discretion and compliance with applicable laws and regulations.  Users are responsible for familiarizing themselves with IT security issues which are addressed in the Department of the Treasury Security Manual, Treasury Directive Publication (TD P) 15-71, Treasury IT Security Program, TD P 85-01, and TIGTA Operations Manual (500)-140, Information Security. 

[bookmark: AUP_140_2_5]140.2.5   Definitions.

Employee non-duty time:  times when the employee is not otherwise expected to be addressing official business.  Users may, for example, use Government office equipment during their own off-duty hours such as before or after a workday (subject to local office hours), lunch periods, authorized breaks, or weekends or holidays as agreed to by the employees and the organization’s managers.

Information Technology (IT):  means any equipment or interconnected system or subsystem of hardware or application software that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data.

Government IT resources:  includes, but is not limited to: office and telephone equipment, personal computers and laptops (i.e., computer personally assigned to user), related peripheral equipment and application software, library resources, telephone equipment and services (including phone sets, cell phones, blackberries, pagers, palm pilots and voice mail), facsimile machines, photocopiers, office supplies, Internet connectivity and access to Internet services, and e-mail, but does not include the use of franked or official envelopes and stationary, and mailing labels (or endorsements authorized by law).

Note:  The unauthorized use of franked or official mail (e.g. penalty mail, United Postal Service) may result in criminal or civil penalties under 18 U.S.C. § 1719 and 30 U.S.C. § 3201 et seq.

Minimal additional expense:  an employee’s limited personal use of Government IT resources is confined to (1) those situations where the Government is already providing equipment or services and the employee’s use of such equipment or services will not result in any additional expense to the Government or will result in only fair wear and tear, or (2) the use of small amounts of electricity, ink, toner, or paper.  Examples of minimal additional expenses include making a few photocopies, using a computer printer to print out a few pages of material, making occasional brief personal phone calls (consistent with Department of Treasury policy and 41 C.F.R. § 101-35), infrequently sending personal e-mail messages, or limited use of the Internet for personal reasons.

Personal use:  by an employee, consistent with this policy, is considered an “authorized use” of Government property as the term is used in the Standards of Conduct for Employees of the Executive Branch.  5 C.F.R. § 2635.101(b)(9) and § 2635.704(a).

Privilege:  in the context of this policy, means that TIGTA is extending the opportunity to its employees to use Government property for limited personal use in an effort to create a more supportive work environment.  However, this policy does not create the right to use Government office equipment for non-Government purposes (other than personal use consistent with this policy).  Nor does the privilege extend to modifying the equipment used, including loading personal software, copying existing software, or making configuration changes.  Specific exceptions may be necessary to accommodate staff members with a valid need.  Requests for such exceptions must be directed to the employee’s first level supervisor.

File Sharing Technology (also known as Peer-to-Peer (P2P):  generally refers to any software or system allowing individual users of the Internet to connect to each other and trade computer files.  These systems are usually highly decentralized and are designed to facilitate connections between persons who are looking for certain types of files.  While there are many appropriate uses of this technology, a number of studies show the vast majority of files traded on P2P networks are copyrighted music files and pornography.  Data also suggests P2P is a common avenue for the spread of computer viruses within IT systems, and has been known to dominate a disproportionate segment of an organization’s available bandwidth.

[bookmark: AUP_140_2_6]140.2.6   Policy.

[bookmark: AUP_140_2_6_1]140.2.6.1   Specific Provisions on the Limited Personal Use of Government Information Technology Resources.  TIGTA employees are granted the privilege to use Government IT resources for non-Government purposes when such personal use meets the following criteria:

a. incurs minimal additional expense and network time to the Government;
b. occurs during non-duty time for reasonable duration and frequency;
c. does not adversely affect the performance of official duties or interfere with the mission or operation of the Agency; and
d. does not violate the Government OGE Standards of Ethical Conduct for Employees of the Executive Branch, 5 C.F.R. Part 2635, the Supplemental Standards of Ethical Conduct for Employees of the Treasury Department, 5 C.F.R. Part 3101, the Department of the Treasury Employee Rules of Conduct, 31 C.F.R. Part 0, and the TIGTA Operations Manual (700)-30, Ethics.

[bookmark: AUP_140_2_6_2]140.2.6.2   Inappropriate/Unauthorized Uses.  When using Government IT resources for non-Government purposes, users are not authorized to:

a. create, copy, transmit, or retransmit greeting cards, video, sound or other large file attachments that can degrade the performance of the entire network;
b. utilize “Push” technology on the Internet and other continuous data streams that can also degrade the performance of the entire network.  “Push” technology refers to the data distribution method in which data is automatically delivered to a computer or mobile device in real time or at periodic intervals; 
c. access pornography or hacker sites;
Note:  This policy statement does not apply to any users working in an official capacity that may require access to certain sites in support of an investigative case or audit.
d. use Government systems as a staging ground or platform to gain unauthorized access to other systems;
e. use Government IT resources for activities that are illegal, inappropriate, or offensive to fellow employees or the public.  Such activities include, but are not limited to:  hate speech, or material that ridicules others on the basis of race, creed, religion, color, sex, disability, national origin, or sexual orientation;
f. create, download, view, store, copy, or transmit sexually explicit or sexually oriented materials;
g. create, download, view, store, copy, or transmit materials related to any gambling (legal and illegal), illegal weapons, terrorist activities, and any other illegal activities or activities otherwise prohibited, etc.;
h. download, copy, and/or play of computer video games;
i. Government IT resources for commercial purposes or in support of “for-profit” activities or in support of other outside employment or business activity (e.g., consulting for pay, sales or administration of business transactions, sale of goods or services), including using Government IT resources to assist relatives, friends, or other persons in such activities (e.g., employees may not operate or participate in the operation of a business with the use of TIGTA’s IT resources);
j. engage in any prohibited outside fund-raising activity, endorse any product or service, participate in any lobbying activity, or engage in any prohibited partisan political activity;
k. post non-public Government information to external news groups, bulletin boards, social media (e.g. Facebook, Twitter) or other public forums without authority.  This includes any use that could create the perception that the communication was made in one’s official capacity as a Federal Government employee, unless appropriate agency approval has been obtained or the use is not at odds with the agency’s mission or positions;
l. acquire, use, reproduce, transmit, or distribute any controlled information, including computer software and data, that includes privacy information, copyrighted, trademarked, or material with other intellectual property rights (beyond fair use), proprietary data, or export controlled software or data; and  
m. download files, for example music or other inappropriate material, for the purpose of forwarding them to another individual.  This activity, also known as “file sharing,” is considered outside the scope of limited personal use.  Furthermore, the use of file sharing technology creates a substantial computer security risk in that it may facilitate the spread of computer viruses.
Note:  TNET provides web filtering software to monitor and track user browser activity in real-time on TIGTA IT systems.  Should a TIGTA employee have a valid business need for accessing a particular web site in support of an investigative case or audit, the employee may request access by submitting a bypass request form.  Users should contact the TIGTA Helpdesk for instructions on how to request access.

[bookmark: AUP_140_2_6_3]140.2.6.3   Malicious Software.  All employees must remain alert to malicious software often transmitted via e-mail and digital media.  Loading and/or executing any foreign files or software on an individual workstation may result in damage to personal computers or compromise the security of sensitive Government records.  It is therefore imperative that employees exercise appropriate caution in their electronic communications.  For more information refer to TIGTA Operations Manual (500)-140.1 Security Controls for further details on the System and Information Integrity (SI), and Media Protection (MP) security control families. 

[bookmark: AUP_140_2_6_3_1]140.2.6.3.1   Lab-Based Computers.

a. Users must not perform any activities intended to create and/or distribute malicious programs into TIGTA's networks (e.g., viruses, worms, Trojan horses, e-mail bombs, etc.) on TIGTA lab-based computers.
b. If lab-testing conflicts with anti-virus software, the user must run the anti-virus utility to ensure a clean machine, disable the software, and then run the lab test.  After the lab test, the user must enable the anti-virus software.  When the anti-virus software is disabled, no applications should be running which could transfer a virus, e.g., e-mail or file sharing.  
[bookmark: _Toc27385618]
[bookmark: AUP_140_2_6_4]140.2.6.4   E-mail. 

[bookmark: AUP_140_2_6_4_1]140.2.6.4.1   Government E-mail Accounts.

a. Users are responsible for maintaining the security of their Government e-mail account and to take precautions to prevent unauthorized access to their mailbox. 
b. Users must not open any files or macros attached to an unsolicited e-mail.  Unsolicited e-mail is defined as any e-mail message received that was mailed from an unknown, suspicious, or untrustworthy source or via a mass mailing list to which the recipient did not subscribe.  These messages can include pornographic topics, hoax messages, chain e-mail, spam messages and advertisement messages. 
c. Unsolicited e-mail must be forwarded to the *TIGTASpamAlert email address and then permanently deleted.  
Note:  Refer to the Hardware/Software FAQs link on the TIGTA intranet for step-by-step directions for forwarding unwanted e-mail to the Messaging Team.
d. Users must not create, copy, transmit, or retransmit of chain letters (a message directing the recipient to forward it to multiple others, typically promising rewards for compliance) or other unauthorized mass mailings regardless of the subject matter.
e. Users must delete spam and other junk e-mail without forwarding it.
f. When an unsolicited e-mail is received users must not select an option to "opt out" of future mailings as this is often a method used by the sender to confirm a valid e-mail address and generate more spam.
g. Users must not click on or follow any hyperlinks or URL’s included in an unsolicited e-mail message.  
Note:  Users, who suspect an incident has occurred on any TIGTA information system, are responsible for reporting incidents and must immediately refer to SOP-09.22 Incident Response Plan for procedures on how the potential incident should be handled.

[bookmark: AUP_140_2_6_4_2]140.2.6.4.2   E-mail Privacy.  E-mail is a TIGTA asset and a critical component of the communication system.  The e-mail system is provided by TIGTA for users to facilitate the performance of their work and the contents are the property of TIGTA.  TIGTA management reserves the right to retrieve and view the contents for legitimate reasons, such as to find lost messages, to comply with investigations or legal requests, or to recover from system failure.  TIGTA may also use, as it deems appropriate, e-mail content filtering software to implement security policies to detect, block or quarantine inappropriate or threatening incoming Internet e-mails and attachments.  As necessary, incoming and outgoing Internet e-mail may be retrieved as part of this policy.  TIGTA users should be aware that a copy of every message sent through the TIGTA e-mail system, even if deleted immediately, is archived and retrieved to meet legal requirements.

140.2.6.4.3 [bookmark: AUP_140_2_6_4_3]   Personal E-mail Accounts.

a. Users with access privileges to TIGTA's corporate network must not use non-TIGTA e-mail accounts (e.g., personal e-mail service provider, Hotmail, Yahoo, AOL) for conducting official duties.  Treasury/bureau internal e-mail systems provide sufficient safeguards to allow for the transmission of Sensitive But Unclassified (SBU) information.  Refer to Treasury IT Security Program, TD P 85-01 and Treasury Security Manual, TD P 15-71 for additional information.  Users with a defined need must submit a request in writing to obtain a waiver from the Chief Information Officer (CIO).
b. Users accessing their personal e-mail provider’s server must do so through a Web address.
c. Personal e-mail service providers’ client software must not be installed on TIGTA workstations.
d. Access to personal e-mail accounts from Government IT resources must meet the conditions set forth in Personal Use of Government Information Technology Resources, Treasury Directive (TD) 87-04 and must meet the requirements for limited use. 

[bookmark: AUP_140_2_6_5]140.2.6.5   Virtual Private Networks.

a. Users, other than system administrators performing official duties, must not reconfigure any TIGTA-approved VPN technology, thereby ensuring that mandated security requirements are not inadvertently disabled or modified.
140.2.6.4 
140.2.6.5 [bookmark: AUP_140_2_6_6]140.2.6.6   Encryption.

a. Users must encrypt all sensitive data stored on mobile computers/devices in accordance with the TIGTA Operations Manual (500)-140.1 Security Controls, Media Protection (MP) requirement.
b. Users must not reconfigure any TIGTA approved encryption system, thereby ensuring that mandated security requirements are not inadvertently disabled or modified.
c. Electronically transmitting sensitive material must be in accordance with TIGTA Operations Manual (500)-140.4, Sensitive Information Protection Policy.  Classified material must never be transmitted on the TIGTA e-mail system.
d. Users must use secure messaging when transmitting sensitive information via the TIGTA e-mail system.  Refer to Hardware/Software FAQ for more information on secure message procedures.
140.2.6.6 
140.2.6.7 [bookmark: AUP_140_2_6_7]140.2.6.7   Workstations.

a. All laptop computers, hardware, or software are assigned to users on an individual basis.  Users must take every reasonable precaution to protect such resources from loss or damage in accordance with TIGTA Operations Manual (600)-100.2, Personnel Property Management Program – Policy, and TIGTA Operations Manual (500)-140.4, Sensitive Information Protection Policy.  
b. Users must not change any security settings on their workstation.  
c. Users must never leave their workstations unattended and unprotected without the utilization of a manual (Ctrl-Alt-Delete) password-protected screensaver.  For more information refer to the TIGTA Operations Manual (500)-140.1 Security Controls, Access Control (AC) requirement.  
d. Users must not install personal equipment and unauthorized software on TIGTA workstations without the written prior approval of the Change Management Board (CMB).    
e. Users must not clear the application, security or system event logs.
  
140.2.6.8 [bookmark: AUP_140_2_6_8]140.2.6.8   Users with Privileged User Accounts.  Privileged user accounts include any user account that is granted elevated access privileges on IT system resources.  For this purpose, privileged user accounts are those that allow for the installation or configuration of software on any Treasury asset.  The use of privileged user accounts is only approved for conducting official IT system administration duties. 

a. Users assigned privileged user accounts must not use their privileged accounts for Internet browsing or other Internet connections outside of the local protected boundary unless authorized in writing by the TIGTA CIO or a CIO-designated alternate.
b. Users with privileged user accounts must not use those accounts to initiate a remote access session to TIGTA network resources via VPN.  
c. Users with privileged user accounts must not use their privileged accounts to access their TIGTA e-mail mailbox.  All users must use their normal user (non-privileged) account to access their TIGTA e-mail mailbox to send and receive e-mail.
d. Due diligence must be taken by user and/or manager to inform systems maintenance personnel when privileged user accounts are no longer needed.  This facilitates the removal of unnecessary access at the earliest possible time.
140.2.6.9 
140.2.6.10 [bookmark: AUP_140_2_6_9]140.2.6.9   Proper Representation.  It is the responsibility of employees to ensure that they are not giving the false impression that they are acting in an official capacity when they are using Government IT resources for non-Government purposes.  If there is an expectation that such a personal use could be interpreted to represent an agency, then an adequate disclaimer must be used.  One acceptable disclaimer is – 

The content of this message is mine personally and does not reflect the position of the U.S. Government, the Department of the Treasury, or the Treasury Inspector General for Tax Administration.

The OGE Standards of Ethical Conduct states that, “…an employee shall not use or permit the use of his Government position or title or any authority associated with his public office in a manner that could reasonably be construed to imply that his agency or the Government sanctions or endorses his personal activities.”  5 C.F.R. § 2635.702(b).  In addition, users should review 5 C.F.R. § 2635.704 concerning the use of Government property, 5 C.F.R. § 2635.705, Use of Official Time, and 31 C.F.R. § 0.213 concerning general conduct.
140.2.6.11 
140.2.6.12 [bookmark: AUP_140_2_6_10]140.2.6.10   Privacy Expectations.  Employees do not have a right, nor should they have any reasonable expectation, of privacy while using any Government IT resources at anytime, including accessing the Internet or using e-mail.  To the extent that employees wish that their private activities remain private, they should avoid using Government IT resources such as their TIGTA-issued computer, the Internet access, or e-mail for such activities.  By using Government IT resources, employees give their consent to disclosing the contents of any files or information maintained using this equipment.  In addition to access by TIGTA officials, data maintained on Government IT resources may be subject to discovery and Freedom of Information Act, 5 U.S.C. § 552, requests.  By using Government office equipment, consent to monitoring and recording is implied with or without cause, including (but not limited to) accessing the Internet or using e-mail.  Any use of Government telecommunications resources is made with the understanding that such use is generally not secure, is not private, and is not anonymous.

[bookmark: AUP_140_2_7]140.2.7   Cognizant Authority.
The TIGTA IT security team is responsible for the maintenance of this policy.  This policy must be reviewed annually and updated as needed.
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