TREASURY INSPECTOR GENERAL 
FOR TAX ADMINISTRATION

			DATE:  April 1, 2015

CHAPTER 500 – INFORMATION TECHNOLOGY

[bookmark: SIPP_140_4]140-4     Sensitive Information Protection Policy

[bookmark: SIPP_140_4_1]140.4.1   Overview.
This Sensitive Information Protection Policy applies to all functions of the Treasury Inspector General for Tax Administration (TIGTA) and establishes TIGTA information security guidelines for the proper classification and protection of information that should not be disclosed to non-TIGTA employees or outside of TIGTA without proper authorization.   

NOTE:  Pursuant to the November 4, 2010 President’s Executive Order 13556 - Controlled Unclassified Information (CUI), the CUI designation will replace the Sensitive But Unclassified (SBU) designation; the National Archives and Records Administration (NARA) is responsible for implementing the CUI framework and will be issuing safeguarding standards and instructions to agencies.  The Department of the Treasury also will be issuing policy concerning CUI designation.  As a result, these interim guidelines are subject to further revision.  Refer to TD P 15-71, Chapter III, Section 24, Sensitive But Unclassified Information, for specific instructions.

[bookmark: SIPP_140_4_2]140.4.2   Scope.
The procedures for safeguarding information contained in this policy apply only to information designated as Sensitive but Unclassified (SBU) that is either stored or shared via any means.  This includes electronic information, information on paper, and information shared orally or visually (such as telephone and video conferencing).   
 
All TIGTA employees, contractors, and vendors (users) are personally responsible for providing proper protection to SBU information under their custody and control.

[bookmark: SIPP_140_4_3]140.4.3   Information Classification.

[bookmark: SIPP_140_4_3_1]140.4.3.1   Classification Categories.  Information is categorized into the following classifications:  Classified, SBU, and Public.  Although, to date, all information originating with TIGTA and processed on TIGTA systems has been designated as SBU, the applicable Classification Authority (CA), is responsible for the classification/ declassification and proper handling and control of classified information and must follow the guidance contained in Treasury Order (TO) 105-19, Department of Treasury’s Reference Guide for Classified and Sensitive Information Based on Executive Order (EO) 12958, and Chapter III of .  Since the procedures for safeguarding information contained in this policy apply only to information designated as SBU, the CA should contact the Chief Information Security Officer (CISO) regarding classified information.  Currently TIGTA is not authorized to electronically store any classified information.  If users suspect they are electronically storing or manipulating classified information on TIGTA systems, they should report this to their manager and the CISO immediately.

[bookmark: SIPP_140_4_3_2]140.4.3.2   Sensitive But Unclassified (SBU) Information.  Under the current designation, SBU, as defined by the Computer Security Act of 1987, is any information, the loss, misuse, or unauthorized access to or modification of which could adversely affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under the Privacy Act of 1974, 5 U.S.C. § 552a, but not specifically authorized under criteria established by an executive order or an act of Congress to be kept secret in the interest of national defense or foreign policy.  As required by TD P 15-71, SBU shall be the primary term used to mark sensitive but unclassified information originating within TIGTA.  The SBU marking shall identify information, the release of which may adversely impact economic, industrial, or international financial institutions; or compromise unclassified programs or TIGTA essential operations or critical infrastructures.  Previous designations used to label sensitive information (e.g., OFFICIAL USE ONLY (OUO), LIMITED OFFICIAL USE, and LAW ENFORCEMENT SENSITIVE (LES)) are to be discontinued unless authorized.  See TD P 15-71, Chapter III, Section 24.  

The SBU information is to be safeguarded commensurate with the risk and magnitude of the harm that would result from their being lost, misused, accessed without authorization, or modified.  The SBU materials are accessible only for official purposes and as the law permits.  Information to be protected very closely, such as developmental programs, law enforcement issues, taxpayer information (including tax return information), attorney-client privileged material, attorney work product, grand jury material, and other privileged information integral to the operations of TIGTA and the functions it performs. 

Recent statutory provisions and policy statements have created the concept of Personally Identifiable Information (PII) and imposed safeguarding requirements upon Federal agencies with respect to this type of information.  The PII is any information which can be used to distinguish or trace an individual’s identity, such as their name, social security number, biometric records, etc. alone or, when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.  The PII that is processed, stored or transmitted on TIGTA systems is designated as SBU.  TIGTA users must safeguard PII in the same manner as all other SBU information processed on TIGTA systems.

[bookmark: SIPP_140_4_3_3]140.4.3.3   Public.  TIGTA Public is any unclassified TIGTA information that has been declared public knowledge by those with the authority to do, and can be freely given to anyone without any possible damage to TIGTA.

[bookmark: SIPP_140_4_3_4]140.4.3.4   Declassification.  It is the CA’s responsibility to authorize a change in classification status of information.  Declassification of documents must be conducted in accordance with 31 C.F.R. Part 2, and Chapter III of TD P 15-71. 

[bookmark: SIPP_140_4_4]140.4.4   Document Markings.
Every document designated as TIGTA SBU must be marked to show the level of sensitivity of information it contains.  No markings are required for TIGTA Public materials since disclosure of this information will not prove harmful to TIGTA. 

Markings should be applied at the time documents are drafted to promote proper protection of the information.  This marking must be conspicuous enough to alert anyone handling the document that it contains SBU information.    

The SBU Markings must follow TD P 15-71 Chapter III Section 24, Sensitive But Unclassified Information.

[bookmark: SIPP_140_4_5]140.4.5   Control Measures.
Each TIGTA function is responsible for establishing a system of control measures for their units, to ensure that access to TIGTA information is limited to authorized persons.  The control measures must be appropriate to the environment in which the access occurs and relevant to the information.  The system must include technical, physical, and personnel control measures.  Administrative control measures, which may include records of internal distribution, access, generation, inventory, reproduction, and disposition, must be required when technical, physical, and personnel control measures are insufficient to deter and detect access by unauthorized persons.

[bookmark: _Toc27385618][bookmark: SIPP_140_4_6]140.4.6   Access Clearance for TIGTA SBU.
TIGTA Personnel Security must ensure that all TIGTA employees, contractors, and vendors complete all appropriate clearance forms in order to access TIGTA SBU.

[bookmark: SIPP_140_4_7]140.4.7   Safeguarding.

[bookmark: SIPP_140_4_7_1]140.4.7.1   General Policy.  All SBU information in TIGTA’s custody and/or control must be appropriately safeguarded regardless of location (e.g., workspace, during transport, etc.).  The SBU information must be protected irrespective of how it is maintained, whether accessible from a TIGTA computer, paper-based, or stored on media (e.g., disk, tape, CD, DVD, thumb or USB drive, or other storage/recording media).  Under no circumstances must classified information be processed on TIGTA systems.  Classified information (e.g., Secret or Top-Secret) is expressly prohibited from being stored on TIGTA computer equipment (e.g., laptop, file servers, network storage, etc.) or transmitted over the TIGTA network. 

[bookmark: _GoBack]TIGTA users must adhere to the Information Systems Security Rules of Behavior.  TIGTA users are also responsible for being familiar with IT security policies, which provide guidance on information classification and sensitivity and the appropriate use of information technology resources in accessing and transmitting SBU information.  The failure to safeguard national security information constitutes a security violation.  The failure to properly safeguard SBU information may be considered a procedural deficiency.  Security violations are to be handled in accordance with TD P 15-71, Chapter III Section 19, Handling Security Infractions, Investigating and Adjudicating Reported Security Violations.

Any TIGTA user who does not understand how information should be safeguarded should seek guidance from his/her manager.  If guidance cannot be readily obtained, the user should secure the information until a complete understanding of his/her responsibilities in protecting and handling the information is obtained.

[bookmark: SIPP_140_4_7_2]140.4.7.2   Basic Handling Guidelines for SBU Information.  In addition to TIGTA ..\..\chapter600-ms\table-of-contents\chapter600-toc.docx the following guidelines must be followed:

SBU information must only be processed on TIGTA-owned laptops.
TIGTA users must not share or discuss SBU information, security procedures, such as alarm systems, etc., with unauthorized staff or other individuals who have no business need-to-know.
SBU information must not be stored in voice mails.  
TIGTA user must never provide copies of written correspondence, directories, or manuals to people outside of TIGTA unless otherwise authorized to do so by management; this may require multiple levels of approval.

[bookmark: SIPP_140_4_7_3]140.4.7.3   Storage.

[bookmark: SIPP_140_4_7_3_1]140.4.7.3.1   TIGTA Applications.  The SBU information maintained within TIGTA business applications (e.g., TeamMate, PARIS, DCW, etc.) must not be extracted from these applications unless needed for business purposes.  TIGTA users who download SBU information are responsible for safeguarding the information in accordance with OMB Memorandum 06-16 Protection of Sensitive Agency Information, Treasury, and TIGTA policy requirements.

[bookmark: SIPP_140_4_7_3_2]140.4.7.3.2   IRS and Government Applications.  TIGTA user who obtain information from IRS or other government entities, and their computer systems (e.g., IDRS, TECS, etc.) are responsible for safeguarding the information in accordance with OMB Memorandum 06-16 Protection of Sensitive Agency Information, Treasury, and TIGTA policy requirements and also in accordance with its classification (regardless of which agency classifies the information).  Information must not be extracted from these applications unless needed for business purposes.

[bookmark: SIPP_140_4_7_3_3]140.4.7.3.3   Network Storage.  TIGTA users are encouraged to store information on their personal drive (Z: drive) or another appropriate network location (e.g., group folder).  Office of Information Technology (OIT) performs regular backups on network storage and can recover most lost information from backups, if needed.  Using network storage reduces the risk of information being lost or stolen versus storing data on a laptop computer or removable media.  

Note:  Classified information may not be stored or transmitted on any TIGTA computer equipment (e.g., Z: drive or other network storage, laptop, or on thumb or USB drives).

[bookmark: SIPP_140_4_7_3_4]140.4.7.3.4   Laptop Computers.  TIGTA users must adhere to the following guidelines when storing information on laptop computers:

The SBU information must only be saved to the hard drive, i.e., D: drive, of a laptop computer when required to conduct necessary business.
TIGTA users desiring backup of information should store such information, without encryption, on their Z: drive or another appropriate network location.  The OIT does not backup laptop hard drives and cannot guarantee recovery of any information saved to the laptop hard drive.

[bookmark: SIPP_140_4_8]140.4.8   SBU Protection Procedures for Telecommuters.
Telecommuting poses additional risks to the protection and safeguarding of SBU information.  The best practice is to limit the amount of SBU information maintained at the alternate worksite (i.e., whenever possible, access data from the application, web site or system that stores and maintains the SBU information, rather than downloading/encrypting the information or printing it).  

When maintaining information and records at an alternate worksite, TIGTA users are responsible for safeguarding the information from third parties who may enter or have access to the alternate worksite.  The following rules must be observed by TIGTA users when telecommuting:

· Telecommuters must lock the laptop computer screen before leaving it unattended
· Telecommuters must use authorized storage facilities for storing TIGTA materials (e.g., locked container such as a file cabinet, desk with a locked drawer).  In addition, TIGTA users are encouraged to secure media and the laptop computer (powered off) in a locked container (e.g., cabinet or brief case) when not in use.
Telecommuters must be careful not to leave TIGTA material unattended or within view of third parties (including family members not authorized to view TIGTA information).
Telecommuters must be careful to conceal SBU information when approached by visitors.
Telecommuters must follow specific procedures for the disposal, transfer, or distribution of storage media that contains or have contained TIGTA materials.  

Refer to TIGTA Telecommuting intranet page and Chapter (200)-80.9  Telecommuting Security, for additional guidance in telecommuting security.

[bookmark: SIPP_140_4_9]140.4.9   Transmission and Transportation.

[bookmark: SIPP_140_4_9_1]140.4.9.1   Shipping SBU Information.  If a TIGTA user has a need to ship SBU information, media, and/or computer equipment, appropriate precautions must be taken.  The method for shipping SBU information and equipment must provide for a chain-of-custody from the point of acceptance by a carrier to the point the package is delivered to its intended recipient.  Registered U.S. Mail, Certified U.S. Mail and/or an equivalent commercial service are appropriate methods of shipping that provide chain-of-custody.

[bookmark: SIPP_140_4_9_2]140.4.9.2   Additional Restrictions for Shipping SBU Information.  The SBU information must be transmitted within and between the 50 States, the District of Columbia, the Commonwealth of Puerto Rico, and United States territories or possessions by one of the means established for higher classifications, or by the United States Postal Service registered mail.  Refer details in TD P 15-71 Chapter III Section 24.  Outside these areas, SBU information must be transmitted only as is authorized for higher classifications and a receipt is mandatory.

[bookmark: SIPP_140_4_9_3]140.4.9.3   Escort or Hand-Carrying of SBU Material.  The escorting or hand-carrying of SBU material between Treasury Bureaus and/or Federal agencies or within the same Bureau requires escort or handling personnel to have the same level of authorization clearance as the material in their charge.

[bookmark: SIPP_140_4_9_4]140.4.9.4   Information Transmitted via E-mail.  TIGTA provides a secure messaging system for encryption of e-mail messages and attachments.  Secure messaging requires enrollment and TIGTA users are responsible for ensuring they have enrolled.  For IRS users to view TIGTA’s secured messages, the IRS users must also be enrolled in secure messaging; the IRS must enroll its own users.  Any TIGTA user who needs to enroll in secure messaging, or needs assistance in using secure messaging, should contact the OIT Helpdesk.

· Secure messaging must be used when e-mailing SBU information to IRS users.
· When e-mailing SBU information to another TIGTA user, use of Secure Messaging is strongly recommended whenever practical and it does not impede TIGTA business practices (e.g., use of shared e-mail boxes and reading e-mail messages from a Blackberry). 
· When e-mailing SBU information to other governmental agencies, which are not enrolled in secure messaging, alternative encryption methods must be used.  When using alternative encryption methods that utilize passwords, strong passwords must be used in accordance with Chapter (500)-140.1 of the Security Controls.
· Sending SBU information that is unencrypted via e-mail to non-TIGTA recipients is not permitted.

[bookmark: SIPP_140_4_9_5]140.4.9.5   Information Transmitted via Fax.  When faxing SBU, TIGTA user must monitor transmittals closely to ensure that information is not inappropriately transmitted or received.  For example: call the person to whom the facsimile is intended to alert them to standby to receive the transmission.

[bookmark: SIPP_140_4_9_6]140.4.9.6   Traveling with Information, Records and Computer Equipment.  

· When traveling, TIGTA users must maintain personal control of SBU information and records at all times, and refer to Chapter (500)-140.1, Security Controls. 

· TIGTA users must not check luggage containing SBU information, records and/or computer equipment while traveling.

[bookmark: SIPP_140_4_10]140.4.10   Emergency Planning.
Plans must be developed for the protection, removal, or destruction of SBU material in case of fire, natural disaster, civil disturbance, terrorist activities, or enemy action, to minimize the risk of its compromise.  The level of detail and amount of testing and rehearsal of these plans should be determined by an assessment of the risk of hostile action, natural disaster, or terrorist activity that might place the information in jeopardy.  

When preparing emergency plans, consideration should be given to:

Reduction of the amount of SBU material on hand
Storage of less frequently used SBU material at more secure locations
Transfer of as much retained SBU information to microforms or to magnetic media whenever possible to reduce bulk and to aid recreation in an emergency

TIGTA security team is responsible for the development and revision of this policy.  Business Unit Managers are responsible for the enforcement and implementation of this policy, with the Office of Investigations (OI) having overall planning coordination.

[bookmark: SIPP_140_4_11]140.4.11   Incident Reporting.
Any loss or theft of information and/or equipment must be reported immediately to the TIGTA user’s manager and to the OIT Helpdesk.  This includes the loss or theft of removable media (e.g., disk, tape, CD, DVD, USB thumb or USB drive, or other storage/recording media), paper-based information and records, and computer equipment (e.g., laptop computers, Blackberry devices).  The loss or theft must be reported irrespective of the lost or stolen data was encrypted.  The loss or theft must be reported to the TIGTA user’s manager, the OI Special Inquiries and Intelligence Division, and to the OIT Helpdesk at the earliest possible time.

OI will make an investigative determination and take appropriate measures to investigate the loss or theft with support from the OIT, as needed.  The OIT Helpdesk will notify appropriate OIT personnel for operational response including the TIGTA Incident Response Team which is responsible for reporting incidents to the Treasury Cyber Security Incident Response Center (TCSIRC) and the related entities.  For Category One incidents, which include loss of any PII and other information protected by Federal statute (e.g., Privacy Act, I.R.C. § 6103) are to be reported to the TCSIRC as close as possible to the time of incident discovery, not to exceed one hour.  Refer to NIST SP 800-61 Computer Security Incident Handling Guide.

[bookmark: SIPP_140_4_12]140.4.12   Destruction.
Media containing SBU information must be destroyed in accordance with Department of Treasury Memorandum for the Destruction of Classified and Sensitive Information, and TD P 80-05 Treasury Records and Information Management Manual.

The SBU information in electronic form (diskettes, computer tapes, etc.) must be destroyed by the use of an approved degausser or other approved means, in accordance with applicable guidance.  The SBU information in electronic form must be placed in its own burn-bag and kept separate from SBU paper waste.  Contact the CISO for further information concerning the destruction of electronic media containing SBU information.
The SBU information in paper form must be shredded or disposed of in burn bags.
All Public Information, such as public-use documents, copies of the Federal Register or other publications, magazines, newspapers, press releases, scrap paper that need to be disposed of must be placed in trash or GSA/other recycling box, as appropriate.  Public Information in paper or electronic form may be discarded with other non-paper waste.

[bookmark: SIPP_140_4_13]140.4.13   Termination Briefings.
TIGTA Managers (GS-15 and above) must ensure that employees who either leave the organization or whose clearance is terminated receive a termination briefing from Personnel Security as part of their checkout process.  This briefing must emphasize their continued responsibility to:

Protect TIGTA information to which they have had access.
Provide instructions for appropriately transferring or disposing of SBU information in their possession. 
Advise the individuals of the prohibition against retaining material when leaving the organization.
Provide instructions for reporting any unauthorized attempt to gain access to such information.
Remind them of the potential civil and criminal penalties for failure to fulfill their continuing security responsibilities. 

Refer to TIGTA Operations Manual (600)-70.3  Employee Exit Clearance Procedures for complete guidance.

[bookmark: SIPP_140_4_14]140.4.14   Cognizant Authority.
The TIGTA security team is responsible for the maintenance of this policy.  This policy must be reviewed annually and updated as needed.
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