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CHAPTER 500 – INFORMATION TECHNOLOGY

[bookmark: BNP_140_3]140-3     Breach Notification Policy  

[bookmark: BNP_140_3_1]140.3.1   Overview.
This Breach Notification Policy is intended to establish a framework within the Treasury Inspector General for Tax Administration (TIGTA) for addressing a data breach while ensuring proper safeguards are in place to protect sensitive information such as Personally Identifiable Information (PII).  This policy also addresses incident response regarding PII, risk categorization, safeguarding against breaches of PII, and consequences.

[bookmark: BNP_140_3_2]140.3.2   Scope.
This Breach Notification Policy applies to all sensitive data maintained and controlled by TIGTA, including external organizations on behalf of TIGTA.  This policy applies to information and information systems in any format (e.g., paper, electronic, etc.) and does not distinguish between suspected and confirmed breaches.

[bookmark: BNP_140_3_3]140.3.3   Definitions.
The PII is “information which can be used to distinguish or trace an individual’s identity, such as their name, Social Security Number, biometric records, etc., alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.”  OMB Memorandum M-07-16, Safeguarding and Responding to the Breach of Personally Identifiable Information; drafted Treasury Directive 25-08, Safeguarding Against and Responding to the Breach of Personally Identifiable Information.  “Information” is an instance of an information type and an “information system” is a discrete set of information resources organized for the collection processing, maintenance, use, sharing, dissemination, or disposition of information.  44 U.S.C. § 3502; Federal Information Processing Standards Publication (FIPS) 199, Standards for Security Categorization of Federal Information and Information Systems; and, FIPS 200, Minimum Security Requirements for Federal Information and Information Systems.

[bookmark: BNP_140_3_4]140.3.4   Background.
In response to OMB Memorandum M-07-16, Safeguarding and Responding to the Breach of Personally Identifiable Information, TIGTA developed this Breach Notification Policy to outline protective measures that must be followed if there is a breach of PII in possession of TIGTA.  A “breach,” as identified by OMB M-07-16 and drafted TD 25-08, includes the potential or actual loss of control, compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or any similar term referring to situations where persons other than authorized users and for other than authorized purposes have access or potential access to personally identifiable information, whether physical or electronic.  

TIGTA has implemented technical controls to ensure the security and confidentiality of its information and information systems and to protect against threats to their security and integrity.  The process includes first determining security categorization based upon level of risk (low, moderate, or high) consistent with Federal Information Processing Standards Publication (FIPS) 199, Standards for Security Categorization of Federal Information and Information Systems; second, applying the appropriate set of baseline security controls in National Institute of Standards and Technology (NIST) Special Publication 800-53, Recommended Security Controls for Federal Information Systems; and, third, implementing the minimum security requirements required by FIPS 200, Minimum Security Requirements for Federal Information and Information Systems.  As required by OMB M-07-16.  TIGTA’s requirements for conducting a Security Assessment and Authorization is contained in Chapter (500)-140.1, a requirement for user acknowledgement of system Rules of Behavior, and annual security awareness training, which includes an overview of privacy and security responsibilities.

[bookmark: BNP_140_3_5]140.3.5   Policy.

[bookmark: BNP_140_3_5_1]140.3.5.1   Roles and Responsibilities.  The Core Management Group (CMG) will be convened upon the identification of a potential breach of personal information, except as noted below.  This core group will initially evaluate the situation to help guide any breach notification response.  The CMG should include the Principal Deputy Inspector General, manager of the program experiencing the breach, Chief Information Officer, Privacy Officer, Communications Office, Office of Chief Counsel, Office of Investigations Internal Affairs and Procurement Fraud Division, and the Office of Mission Support, which includes the budget and procurement functions.  Guidance for the group’s composition is contained in OMB Memorandum M-07-16, Safeguarding and Responding to the Breach of Personally Identifiable Information.

In certain circumstances, the CMG will not be convened on an initial breach determination.  This will only occur if the investigation of an incident involving PII reveals there is little risk of harm to TIGTA from the potential breach of PII.  The Chief Information Security Officer must ensure there are procedures in place to:

· Identify the specific types of incidents where the CMG will not be convened on an initial breach determination;
· Ensure there are two separate reviews of the incident and concurrent independent recommendations to not convene the CMG;
· Notify the CMG members electronically of each potential breach where the CMG was not formally convened; and
· Create a process that allows any CMG member to request the group be convened if they think any potential breach was closed inappropriately.


[bookmark: BNP_140_3_5_2]140.3.5.2   Reduce the Use of Social Security Numbers.  TIGTA must review the use of Social Security Numbers (SSNs) in its systems and programs to eliminate the unnecessary collection and use of SSNs.  TIGTA must explore alternatives of the use of SSNs as a personal identifier for both Federal employees and in Federal programs (e.g., surveys, data calls, etc.).

[bookmark: BNP_140_3_5_3]140.3.5.3   Security Categorization.  TIGTA must confirm that the security category of the information system has been determined and documented in the system security plan and review the FIPS 199 security categorization described in the system security plan to determine if the assigned impact values with respect to the potential loss of confidentiality, integrity, and availability are consistent with agency’s actual mission requirements.  The determination of the potential impact of loss of information is made during an information system’s certification and accreditation process.  

· Low: the loss of confidentiality, integrity, or availability is expected to have a limited adverse effect on organizational operations, organizational assets or individuals. 
· Moderate: the loss of confidentiality, integrity, or availability is expected to have a serious adverse effect on organizational operations, organizational assets or individuals. 
· High: the loss of confidentiality, integrity, or availability is expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets or individuals. 

The impact levels will help determine when and how notification should be provided.  Where there is a range of risk levels attributed to the factors, the decision to provide notification should give greater weight to the likelihood the information is accessible and usable and whether the breach may lead to harm (e.g., identify theft).

[bookmark: BNP_140_3_5_4]140.3.5.4   Security Requirements.  Below are five requirements TIGTA must implement which derive from existing security policy and NIST guidance. 

· Encryption.  Encrypt, using only NIST certified cryptographic modules, all data on mobile computers/devices carrying agency data unless the data is determined not to be sensitive, in writing, by the Principal Deputy Inspector General or a senior level individual he/she may designate, in writing; 
· Control Remote Access.  Allow remote access only with two-factor authentication where one of the factors is provided by a device separate from the computer gaining access; 
· Time-Out Function.  Use a “time-out” function for remote access and mobile devices requiring user re-authentication after thirty minutes of inactivity; 
· Log and Verify.  Log all computer-readable data extracts from databases holding sensitive information and verify each extract, including whether sensitive data has been erased within 90 days or its use is still required; and 
· Ensure Understanding of Responsibilities.  Ensure all individuals with authorized access to personally identifiable information and their supervisors sign at least annually a document clearly describing their responsibilities.  

[bookmark: BNP_140_3_5_5]140.3.5.5   External Breach Notification.  The CMG will use the procedures contained in TIGTA’s Breach Notification Procedure, SOP-09.23 for making a breach notification determination and response.  All TIGTA users must follow TIGTA’s Breach Notification Procedure, SOP-09.23, in the event of an information or information system breach.

TIGTA’s Office of Chief Counsel must be notified and consulted in the event of a breach of PII and before any breach notification occurs to determine if the notification is authorized.

[bookmark: BNP_140_3_5_6]140.3.5.6   Risk Assessment.  Whether breach notification is required must be based upon the likely harm caused by the breach and by assessing the level of risk.  Likely harm should be determined by considering five (5) factors:

· The nature of the data elements breached;
· The number of individuals affected;
· The likelihood the PII will be or has been compromised – made accessible to and usable by unauthorized persons;
· The likelihood the breach may lead to harm; and,
· The ability of the agency to mitigate the risk of harm.

If a loss of personal information poses a high risk of identity theft, exposure, and harm, as determined by CMG, notification will be made to the affected individuals, contingent upon Chief Counsel’s review and authorization.  See Chapter (500)-140.1, Risk Assessment requirement.

[bookmark: BNP_140_3_5_7]140.3.5.7   Incident Reporting.  The Federal Information Security Management Act of 2002 requires all agencies to report security incidents to a Federal incident response center.  The OMB memorandum M-06-19, Reporting Incidents Involving Personally Identifiable Information and Incorporating the Cost for Security in Agency Information Technology Investments, revises those reporting procedures to now require agencies to report all incidents involving personally identifiable information to US-CERT within one hour of discovering the incident.

Pursuant to the Department of Treasury Memorandum, Recommendations for Identity Theft Related Data Breach Notification, and TD P 85-01, Treasury Information Technology Security Program, TIGTA will continue to report the occurrence of losses of PII in electronic or physical form to the Treasury Computer Security Incident Response Center (TCSIRC) in accordance with standing requirements.

[bookmark: _GoBack]TIGTA shall report all security incidents involving PII in electronic or physical form and shall not distinguish between suspected and confirmed breaches.  TIGTA’s process for reporting a security incident in general is contained in Chapter (500)-140.1, Incident Response requirement; Incident Response Plan, SOP-09.22; and TD P 85-01.

For any incident involving PII, TIGTA must include the existing and new requirements specified in the OMB Memorandum M-07-16, Safeguarding Against and Responding to the Breach of Personally Identifiable Information, Attachment 2: Incident Reporting and Handling Requirements.  TIGTA must follow the specified FISMA requirements, and apply the incident handing and response mechanisms specified in TIGTA’s Incident Response Policy and Procedures.  TIGTA must report all PII incidents to US-CERT through TCSIRC within one hour of discovery/detection.

[bookmark: BNP_140_3_5_8]140.3.5.8   Privacy and Security Awareness Training.  TIGTA requires that managers, supervisors and employees be informed and trained regarding their respective responsibilities relative to safeguarding personally identifiable information and the consequences and accountability for violation of these responsibilities.  TIGTA must educate its employees and other authorized entities with access to PII (e.g., through a data sharing agreement) regarding the rules to safeguard information and information systems, the breach notification process in the event of a breach, and the potential consequences of the breach.  All TIGTA employees must receive the annual Security Awareness Training and Privacy Awareness Training.

[bookmark: BNP_140_3_6]140.3.6   Cognizant Authority.
The TIGTA security team is responsible for the maintenance of this policy.  This policy must be reviewed each year and updated as needed.
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