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150.5   Security Policies.

The mission of the Treasury Inspector General for Tax Administration (TIGTA) Office of Information Technology (OIT) Security Program is to assure that TIGTA’s information assets are adequately protected in accordance with Federal Security Policies and Directives.  In support of this mission, the Security Management Office developed the following security policies.  As with any Information Technology (IT) Security Program these policies are constantly being reviewed, updated, and refined as new risks and vulnerabilities arise.  

150.5.1 Standards and Guidelines.

150.5.1.1   Enforcement. 

Any TIGTA employee, contractor, vendor, and agent found to have violated any policy will be subject to disciplinary action, up to and including termination of employment.  See the TIGTA Operations Manual (600)-70.8.1, Guideline of Offenses and Penalties. 

150.5.1.2   Frequency of Review.

The TIGTA Chief Information Officer (CIO) will be responsible for having each policy reviewed and revised as required at least annually, or after a significant change to the system, following the acceptance of each policy.  

150.5.1.3   References.

· Treasury Information Technology Security Program, Treasury Department Publication (TD P) 85-01, November 3, 2006.

· Federal Information Security Management Act (FISMA), E-Government Act of 2002, Public Law 107-347, December 17, 2002.   
· National Institute of Standards and Technology (NIST), Special Publications (SP) 800 series.
· Guideline of Offenses and Penalties, TIGTA Operations Manual (600)-70.8.1, October 1, 2006.
· Personal Property Management Program – Policy, TIGTA Operations Manual Chapter (500)-140.2, June 25, 2007.
· Employee Investigations, TIGTA Operations Manual (400)-280, January 1, 2008.

· Information Technology, TIGTA Operational Manual, Chapter 500, July 1, 2003.

· Office of Government Ethics (OGE) Standards of Ethical Conduct for Employees of Executive Branch, 5CFR2635, January 1, 2001.
· Supplemental Standards of Ethical Conduct for Employees of the Treasury Department, 5CFR3101, January 1, 2001.
· Department of the Treasury Employee Rules of Conduct, 31CFR0, and the TIGTA Operations Manual (700)-30, Ethics, January 1, 2007.
· Processing Complaints, Reports of Investigation and Congressional Inquiries, TIGTA Operations Manual (400)-240, April 1, 2007.

· Security Requirements for Cryptographic Modules, Federal Information Processing Standards (FIPS) 140-2, May 25, 2001.

· Computer Viruses & Related Threats:  A Management Guide, NIST Special Publication 500-166, August 1989.

· Records and Information Management Program, TD P 80-05, June 26, 2002.

· 31Code of Federal Regulations (CFR) 2, July 1, 2001.

· Classified Information User Reference, based on Executive Order 12958, Department of the Treasury, October 19, 2000.

· Classified National Security Information, Executive Order 12958, April 17, 1995.

· Protection of Laptop Computers, Memorandum from the Acting Assistant Secretary for Management and Chief Information Officer, Department of Treasury, February 15, 2001.

· Destruction of Classified and Sensitive Information, Memorandum from the Acting Assistant Secretary for Management and Chief Information Officer, Department of Treasury, January 29, 2001.

· An Employee’s Guide to Virtual Resource Solution, TIGTA, August 2001.

· TIGTA SOP 09.12, TIGTA Form 5081. 

· TIGTA SOP 14.2, New Employee Procedure.

· TIGTA Firewalls Standard Operating Procedure, SOP 11.17 Internet Firewall Application Server Configuration Document, SOP 11.17 Infrastructure Firewall Configuration Document.

· TIGTA Router Standard Operating Procedure, SOP 11.9 Perimeter Router Configuration, SOP 11.10 Local Router Configuration, SOP 11.11 DSL/Cable Router Configuration.
· OMB Circular A-130, November 30, 2000. 

· Guidelines on Firewalls and Firewall Policy, Special Publication 800-41, National Institute of Standards and Technology (NIST), January 2002.  

· Information Security Management Handbook, 4th Edition, Harold F. Tipton and Micki Krause, Auerbach, Boca Raton, London, New York, and Washington, D.C., 2000.

· Assigning and Enforcing Security Policies on Handheld Devices, National Institute of Standards and Technology.  

· Securing the Handheld Environment-An Enterprise Perspective, Palm.  

· Week Eight:  Jude asks the right questions and uncovers security flaws that give a vendor a failing grade, Security Manager’s Journal, SANS Institute, October 2, 2000.  

· Asynchrony’s PDA Defense Enterprise is Designed to Protect Palm, Pocket PC, and Blackberry Devices, Planet PDA Magazine, August 21, 2002.  

· PDA Security Policy – Worth Its Weight in Gold, InfoSecurity Opinion, March 20, 2002.  

· Security of Federal Automated Information Resources, Appendix III to OMB Circular A-130, November 30, 2000. 

· Router Security Configuration Guide, Router Security Guidance Activity of the System and Network Attack Center (SNAC), version 1.0j, National Security Agency, November 21, 2001.

· The 60 Minute Network Security Guide:  First Steps Towards a Secure Network Environment, version 1.1, National Security Agency, February 18, 2002.  
150.5.1.4   Acronyms and Definitions
	ACCOUNTS
	User accounts, administrator accounts, system level accounts, VPN accounts (Genuity dialup accounts), and e-mail accounts

	AIG
	Assistant Inspector General

	AO
	Authorizing Official, A senior official or executive with the authority to formally assume responsibility for operating an information system at an acceptable level of risk to organizational operations (including mission, functions, image, or reputation), organizational assets, individuals, other organizations, and the Nation.

	Application Administration Account
	Any account that is for the administration of an application (e.g., Oracle database administrator, ISSU administrator).

	Breach
	The potential or actual loss of control, compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or any similar term referring to situations where persons other than authorized users and for other than authorized purposes have access or potential access to PII, whether physical or electronic.

	CA
	Classification Authority

	Cable Modem
	Cable companies such as AT&T Broadband provide Internet access over Cable TV coaxial cable. A cable modem accepts this coaxial cable and can receive data from the Internet at over 1.5 Mbps. Cable is currently available only in certain communities.

	CERT
	Computer Emergency Response Team

	CFR
	Code of Federal Regulations

	CIO
	Chief Information Officer

	Classified
	Material that is national security information that can be classified pursuant to Executive Order 12958, requires protection against unauthorized disclosure, and it is marked to indicate its classified status when in documentary form.

	Courier
	A courier is a designated Treasury/Bureau employee or contractor whose on-the-job performance entails routine responsibility for physical transport and secure delivery of classified information between Treasury Bureaus and/or to other Federal agencies or departments.  Such individuals must have the appropriate security clearance to the same level as classified information entrusted to them for safekeeping.

	CSIRC
	Computer Security Incident Reporting Capability

	Declassification
	The determination that particular classified information no longer requires protection against unauthorized disclosure in the interest of national security. Such determination will be by specific action or occur automatically after the lapse of a requisite period of time or the occurrence of a specified event. If such determination is by specific action, the information or material will be so marked with the new designation.

	Dial-in Modem
	A peripheral device that connects computers to each other for sending communications via the telephone lines. The modem modulates the digital data of computers into analog signals to send over the telephone lines, then demodulates back into digital signals to be read by the computer on the other end; thus the name “modem” for modulator/demodulator.

	DMZ
	De-Militarized Zone

	DO
	Departmental Offices

	DSL
	Digital Subscriber Line is a form of high-speed Internet access competing with cable modems. DSL works over standard phone lines and supports data speeds of over 2 Mbps downstream (to the user) and slower speeds upstream (to the Internet).

	Dual-Home 
	Having concurrent connectivity to more than one network from a computer or network device.  Examples include: being logged into the TIGTA network with a VPN connection and dialing into AOL or other Internet Service Provider (ISP); being logged into the TIGTA network and connecting to a spouse’s corporate network.

	E-mail Bomb
	Hundreds or thousands of e-mail messages sent to the same address, sometimes to the central posting address of a discussion group causing an avalanche effect and can bring down a server with the heavy load it causes.

	Entity

	Any business unit, department, group, or third party, internal or external to TIGTA, responsible for maintaining TIGTA assets.

	EO
	Executive Order

	FedCIRC
	Federal Computer Incident Response Center

	FIPS
	Federal Information Processing Standards

	FOIA
	Freedom of Information Act

	GISRA
	Government Information Security Reform Act

	Harm
	Damage, fiscal damage, or loss or misuse of information which adversely affects one or more individuals or undermines the integrity or a system or program

	ICMP
	Internet Control Message Protocol

	IG
	Inspector General

	Information
	An instance of an information type

	Information System
	A discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information

	IPSec Concentrator
	A device in which VPN connections are terminated.

	IRS
	Internal Revenue Service

	IT
	Information Technology

	Lab
	Defined as both development and testing environments but is directed specifically at the lab environment where the intent may be working with a virus or application to test the affect on various components of the TIGTA network.

	LAN
	Local Area Network

	LES
	Law Enforcement Sensitive

	LOU
	Limited Official Use, a category of SBU, refers to sensitive materials that are to be handled, safeguarded and stored in a manner equivalent to national security information classified Confidential.  It concerns important, delicate, sensitive or proprietary information that is utilized in the development of TIGTA policy. This includes the enforcement of criminal and civil laws relating to TIGTA operations, the making of decisions on personnel matters and the consideration of financial information provided in confidence. Refer to TDP 71-10, III.2.

	NIPC
	National Infrastructure Protection Center

	NIST
	National Institute of Standards and Technology

	OBM
	Out-of-Band Management.  Secured technician access to “Network Elements” (firewalls, routers, switches, etc.) via dial up telephone lines (not in the bandwidth of the network).

	OGE
	Office of Government Ethics

	OI
	Office of Investigations

	OIT
	Office of Information Technology

	OS
	Operating System

	PDA
	Personal Digital Assistant.  PDA is a handheld device that combines computing, telephone/fax, Internet and networking features. A typical PDA can function as a cellular phone, fax sender, Web browser and personal organizer (e.g., Palm, Ipaq, Handspring, etc.).

	PII
	Personally identifiable information. PII is information which can be used to distinguish or trace an individual’s identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.

	POD
	Post of Duty

	Ponzi Scheme
	Named after Charles Ponzi, who ran such a scheme in 1919-1920.  A Ponzi scheme is an investment scheme in which returns are paid to earlier investors, entirely out of money paid into the scheme by newer investors.  Ponzi schemes are similar to pyramid schemes, but differ in that Ponzi schemes are operated by a central company or person, who may or may not be making other false claims about how the money is being invested, and where the returns are coming from. 

	Pyramid Scheme
	A scheme in which a hierarchy is created by people joining under others who joined previously, and in which those who join make payments to those above them in the hierarchy, with the expectation of being able to collect payments from those who join below.  Pyramid schemes are prohibited by the laws of the United States of America, by the laws of each of the fifty individual states, and by the laws of most other nations. 

	RA
	Risk Assessment. Risk is a combination of the likelihood that an incident will occur and that damage will result. Risk Assessment provides an understanding and analysis of these two factors using processes and tools. Organizations usually face an insurmountable number of potential vulnerabilities.  Risk Management determines which risks should be accepted, assigned or avoided (mitigated).

	Remote Access
	Any access to TIGTA’s network through a non-TIGTA controlled network, device, or medium.

	SAC
	Special Agent in Charge

	Sensitive Information
	Any information, the loss misuse, or unauthorized access to or modification could adversely affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under 5 USC 552a (Privacy Act), but which has not been specifically authorized under criteria established by an Executive Order or Act of Congress to be kept secret in the interest of national defense or foreign policy.  

	SIID
	Special Inquiries and Intelligence Division

	SBU
	Sensitive But Unclassified.  A category of unclassified government controlled information. Similar terms my appear in other government documents as “unclassified but sensitive” or “sensitive.”  The meaning however remains the same.  The majority of information in TIGTA is categorized as SBU and may include, but is not limited to, information, the improper use or disclosure of which could adversely affect the ability of TIGTA to accomplish its mission; information that is investigative in nature; grand jury information subject to the Federal Rules of Criminal Procedure, Rule 6(e), Grand Jury Secrecy of Proceedings and Disclosure; proprietary information; records about individuals requiring protection under 5 USC 552a (Privacy Act); information not releasable under the Freedom of Information Act (FOIA); and information which could be manipulated for personal profit or to hide unauthorized use of money, equipment, or privileges.

	Spam
	Unauthorized and/or unsolicited electronic mass mailings.

	Split-Tunnel
	Simultaneous direct access to a non-TIGTA network (such as the Internet, or a home network) from a remote device (PC, PDA, WAP phone, etc.) while connected into TIGTA’s corporate network via a VPN tunnel. VPN is a method for accessing a remote network via “tunneling” through the Internet.

	SSH
	Secure Shell is a program to log into another computer over a network, to execute commands in a remote machine, and to move files from one machine to another.  It provides strong authentication and secure communications over insecure channels.

	TCP
	Transmission Control Protocol

	TCS
	Treasury Communications System

	TCDN
	TIGTA Communications Data Network

	TD
	Treasury Directive

	TDF
	Treasury Department Form

	TDP
	Treasury Department Publication

	TIGTA
	Treasury Inspector General for Tax Administration

	TOTT
	TIGTA OIT Telecommunication Team

	Trojan Horse
	A program that masquerades as a legitimate program, but does something other than what was expected.  Trojan horse is a generic term describing a set of computer instructions purposely hidden inside a program.  Trojan horses tell programs to do things you don’t expect them to do.  

	TSS
	Treasury Security Standard 

	UDP
	User Datagram Protocol

	USERS
	Refers to all authorized TIGTA employees, contractors, vendors, and agents.

	Virus
	A program or piece of code that is loaded onto your computer without your knowledge and runs against your wishes. Viruses can also replicate themselves.

	VPN
	Virtual Private Network.  A network that is constructed by using public wires to connect nodes.  For example, there are a number of systems that enable you to create networks using the Internet as the medium for transporting data.  These systems use encryption and other security mechanisms to ensure that only authorized users can access the network and that the data cannot be intercepted.

	WAN
	Wide Area Network

	Worm
	A program or algorithm that replicates itself over a computer network and usually performs malicious actions, such as using up the computer's resources and possibly shutting the system down.


Acceptable Use Policy. 

150.5.1.5   Overview.

The TIGTA Acceptable Use Policy is not intended to impose restrictions that are contrary to the TIGTA culture of openness, trust, and integrity.  The TIGTA Security Management Office is committed to protecting both its information resources and the authorized users of those resources from illegal or damaging actions by individuals, either knowingly or unknowingly.

All information resources, including but not limited to hardware, software, storage media, and computer and network accounts, are the property of TIGTA.  They are to be used for business purposes in serving the interests of the Government, and our customers in the course of normal operations.  Effective security is a team effort involving the participation and support of everyone who deals with information and/or information systems.  It is the responsibility of everyone to know these guidelines, and to conduct their activities accordingly.

150.5.1.6   Purpose.

The purpose of this policy is to outline the acceptable use of TIGTA owned, leased, or otherwise controlled information resources. 

150.5.1.7   Scope.

This policy applies to all TIGTA employees, contractors, vendors, and agents (USERS) and to all information resources (e.g., hardware and software as well as the information itself) that are owned, leased, or otherwise controlled by TIGTA.

150.5.1.8   Policy. 

150.5.1.8.1 General Use and Ownership.

· TIGTA allows employees the privilege to use government office equipment, including IT resources, for personal purposes when such use:

· Involves minimal additional expense to the government and does not overburden any of TIGTA’s information resources; 

· Is during non-work time and is for a reasonable duration and frequency of use;

· Does not negatively impact the performance of official duties or interfere with TIGTA’s mission or operation; and

· Does not violate the Office of Government Ethics (OGE) Standards of Ethical Conduct for Employees of Executive Branch found at 5 Code of Federal Regulations (CFR) Part 2635, the Supplemental Standards of Ethical Conduct for Employees of the Treasury Department found at 5 CFR Part 3101, and TIGTA Operations Manual (700)-30, Ethics.  

· TIGTA owned cellular phones should only be used for official use, with an understanding that occasional personal calls may be necessary.  However, a personal call should not involve a cost to TIGTA.  
· USERS are encouraged to encrypt sensitive information and any information that has a strictly controlled set of people who are authorized to access it.  For additional information, see TIGTA Operations Manual (500)-150.5.9, TIGTA Encryption Policy.

· TIGTA reserves the right to monitor all information resource activities at its sole discretion to ensure compliance with this policy.

150.5.1.8.2 Security and Proprietary Information.

· Access to information and an information resource is granted on an individual basis.  USERS must not share their authentication information (e.g., passwords) and must take every reasonable precaution to protect their authentication information, including preventing disclosure to close friends and family. Refer to TIGTA Operations Manual (500)-150.5.4, TIGTA Password Policy for specific password guidance.

· USERS should not leave connections to information resources unattended or idle.  Idle connections must either activate a protection feature (e.g., password protected screensaver) or automatically disconnect (e.g., Virtual Private Network (VPN) connections).

· All laptop computers, hardware, or software are assigned to USERS on an individual basis.  USERS must take every reasonable precaution to protect such resources from loss or damage in accordance with TIGTA Operations Manual (500)-140.2, Personal Property Management Program – Policy.  

150.5.1.8.3 Unacceptable Use.

Under no circumstances is a USER authorized to engage in any activity that is illegal under local, state, federal, or international law while utilizing TIGTA resources. 

The lists below are by no means exhaustive, but attempt to provide a framework for activities that fall into the category of unacceptable use. 

150.5.1.8.3.1 System and Network Activities. 

The following activities are strictly prohibited, with no exceptions: 

· Violations of the rights of any person or company protected by copyright, trade secret, patent or other intellectual property, or similar laws or regulations, including, but not limited to, the installation or distribution of hardware or software products that are not appropriately licensed for use by TIGTA.

· Unauthorized copying of copyrighted material including, but not limited to, digitization and distribution of photographs from magazines, books, or other copyrighted sources, copyrighted music, and the installation of any copyrighted software for which TIGTA does not have an active license. 

· Introduction of malicious programs into any TIGTA resource  (e.g., viruses, worms, Trojan horses, e-mail bombs, etc.). 

· Using a TIGTA computing asset to actively engage in procuring or transmitting material that is in violation of sexual harassment or hostile workplace laws in the user's local jurisdiction and/or in violation of federal statutes. 

· Effecting security breaches or disruptions of network communication.  Security breaches include, but are not limited to, accessing data to which the employee is not an intended recipient or logging into a server or account that the employee is not expressly authorized to access.  For purposes of this section, "disruption" includes, but is not limited to, network sniffing, pinged floods, packet spoofing, denial of service, and forged routing information for malicious purposes. 

· Port scanning or security scanning is expressly prohibited unless prior notification is given and written permission is received by the Chief Information Officer (CIO) and the Security Management Office.  

· Executing any form of network monitoring which will intercept data not intended for the employee's host unless this activity is a part of the employee’s normal job/duty.  

· Circumventing user authentication or security of any host, network, or account, including interfering with or denying service to any user. 

· Using any program/script/command, or sending messages of any kind, with the intent to interfere with, or disable, a user's session or TIGTA operations, via any means, locally or via the Internet/Intranet unless permission is received by the CIO and the Security Management Office. 

· Providing information about, or lists of, TIGTA employees to parties outside TIGTA without having prior written approval from a TIGTA Executive and concurrence from the Security Management Office.   

· Split tunneling is not permitted under any circumstances.  When a VPN connection is active to the TIGTA network, all communication originating at the client must proceed through that connection.

150.5.1.8.3.2 E-mail and Communications Activities. 

· Refer to TIGTA Operations Manual (500)-150.5.3, TIGTA E-mail Policy for specific e-mail guidance.

· Any form of harassment via telephone whether through language, frequency, or size of message is prohibited.  

150.5.1.9   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.  

150.5.2 E-mail Policy.

150.5.2.1   Purpose.

The purpose of this policy is to outline the acceptable use of e-mail at the TIGTA.  E-mail is a significant tool in communication at TIGTA and these rules are in place to protect the employee and TIGTA.  Inappropriate use exposes TIGTA to risks including virus attacks, compromise of network systems and services, and legal issues. 

150.5.2.2   
Scope.

This policy applies to employees, contractors, vendors, and other workers at TIGTA, including all personnel affiliated with third parties.  This policy applies to all equipment that is owned or leased by TIGTA and to remote access connections used to do work on behalf of TIGTA, including reading or sending e-mail and viewing Internet/Intranet web resources.

150.5.3     E-mail.

150.5.3.1    Purpose.

The purpose of this policy is to outline the acceptable use of e-mail at TIGTA.  E-mail is a significant tool in communication at TIGTA, and these rules are in place to protect the employee and TIGTA.  Inappropriate use exposes TIGTA to risks including virus attacks, compromise of network systems and services, and legal issues. 

150.5.3.2     Scope.

This policy applies to employees, contractors, vendors, and other workers at TIGTA, including all personnel affiliated with third parties.  This policy applies to all equipment that is owned or leased by TIGTA and to remote access connections used to do work on behalf of TIGTA, including reading or sending e-mail and viewing Internet/Intranet web resources.

150.5.3.3   Policy. 

150.5.3.3.1     General Use.

· E-mail is a TIGTA asset and a critical component of the communication system. The e-mail system is provided by TIGTA for employees to facilitate the performance of their work and the contents of, and attachments to, such e-mails
 are the property of TIGTA. TIGTA management reserves the right to retrieve the contents for legitimate reasons, such as to find lost messages, to comply with investigations or legal requests, or to recover from system failure.  TIGTA may also use, as it deems appropriate, e-mail content-filtering software to implement security policies to detect, block or quarantine inappropriate or threatening incoming Internet e-mails and attachments.  As necessary, incoming and outgoing Internet e-mail and attachments may be retrieved as part of this policy.

· TIGTA employees should be aware that a copy of every message sent through the TIGTA e-mail system, even if deleted immediately, is archived and can be retrieved to meet legal requirements.

· TIGTA allows employees the privilege to use government e-mail for non-government purposes when such use: 

· involves minimal additional expense to the government and does not overburden any of TIGTA’s information resources; 

· is during non-work time and is for a reasonable duration and frequency of use;

· does not negatively impact the performance of official duties or interfere with TIGTA’s mission or operation; and

· does not violate the OGE Standards of Ethical Conduct for Employees of Executive Branch found at 5 CFR Part 2635, the Supplemental Standards of Ethical Conduct for Employees of the Treasury Department found at 5 CFR Part 3101, the Department of the Treasury Employee Rules of Conduct found at 31 CFR Part 0, or TIGTA Operations Manual (700)-30, Ethics.  

· TIGTA e-mail is used to communicate with fellow employees, as well as other external contacts (e.g., IRS employees). E-mail enables TIGTA to eliminate paper memos thus reducing waste. E-mail also enables TIGTA to exchange information and files with other individuals in a much more efficient way. 

· Use of e-mail is limited to employees and authorized users, such as vendors, temporaries, or contractors. Employees and authorized users are responsible for maintaining the security of their account and taking precautions to prevent unauthorized access to their mailbox. 

· It is important to keep in mind that e-mail is not considered confidential due to the nature of the facilities currently in use at the TIGTA, and elsewhere. Postmasters of mail systems are able to monitor and read any mail being handled by their post office. Only use encrypted e-mail to transfer sensitive information.

· TIGTA limits authority to send messages to large distribution lists.  For example, messages sent to all TIGTA employees currently may only be sent by SES employees, their administrative assistants, and individuals whose position demonstrates that they are required to do so.  

· Although TIGTA’s e-mail system is meant for business use, TIGTA allows reasonable personal usage.  Refer to the TIGTA Acceptable Use Policy-General Use and Ownership (see TIGTA Operations Manual (500)-150.5.2.4.1), bullet 1, for details on personal usage of TIGTA-owned property.

· Unsolicited e-mail is defined as any e-mail message received that was mailed from an unknown sender or via a mass mailing list that the recipient did not subscribe to.  These messages usually include pornographic topics, hoax messages, chain letters, spam messages, advertisement messages, and so on. 

· DO NOT reply to any “Remove” option in the message.  They are either nonexistent or will validate your address as being good.

· DO NOT click on or open any attached files.

· DO NOT click on or follow any hyperlinks or URL’s included in the message.

· DELETE  the messages.

· If the message content is personally alarming or offensive to you, contact the TIGTA Security Management Office or the TIGTA Help Desk.  

150.5.3.3.2     Personal E-Mail Account Web  Access: 

TIGTA allows employees the privilege to access non-government Web-based personal e-mail for non-government purposes when such use is conducted in accordance with the following provisions: 

· Employees access the personal e-mail provider’s server through a Web address only.

· Employees limit use to view only.

· Employees do not initiate or allow the downloading of e-mail or attachments to TIGTA workstations.

· Mail service providers’ client software must not be loaded on TIGTA workstations.

· Access is in accordance with the TIGTA Acceptable Use Policy-General Use and Ownership (see TIGTA Operations Manual (500)-150.5.2.4.1).  Access is during non-work time and is for a reasonable duration and frequency of use.

· Access does not negatively impact the performance of official duties or interfere with TIGTA’s mission or operation.

· Access does not violate the OGE Standards of Ethical Conduct for Employees of Executive Branch found at 5 CFR Part 2635, the Supplemental Standards of Ethical Conduct for Employees of the Treasury Department found at 5 CFR Part 3101, the Department of the Treasury Employee Rules of Conduct found at 31 CRF Part 0, or and TIGTA Operations Manual (700)-30, Ethics.

150.5.3.3.3   
Security Information. 

· Postings by employees from a TIGTA e-mail address to newsgroups should contain a disclaimer stating that the opinions expressed are strictly their own and not necessarily those of TIGTA, unless posting is in the course of business duties.  For example:  “The content of this message is mine personally and does not reflect the position of the U.S. Government, the Department of the Treasury, or the Treasury Inspector General for Tax Administration.”

· Employees must use extreme caution when opening any e-mail attachments received from known, as well as unknown senders, as they may contain viruses, e-mail bombs, Trojan horses, or other malicious code.  

· TIGTA employees and contractors with access privileges to TIGTA's corporate network must not use non-TIGTA e-mail accounts (i.e., Hotmail, Yahoo, AOL), or other external resources to conduct TIGTA business, thereby ensuring that official business is never confused with personal business. Users with a defined need to conduct TIGTA business on a non-TIGTA e-mail account must submit a request in writing to obtain a waiver from the CIO. 
150.5.3.3.4     Unacceptable Use. 

The list below is by no means exhaustive, but attempts to provide a framework for activities that fall into the category of unacceptable use. 

· Sending unsolicited e-mail messages, including the sending of “junk mail” or other advertising material to individuals who did not specifically request such material (e-mail spam). 

· Unauthorized use, or forging, of e-mail header information. 

· Solicitation of e-mail for any other e-mail address, other than that of the poster’s account, with the intent to harass or to collect replies. 

· Creating or forwarding “chain letters”, “Ponzi”, or other “pyramid” schemes of any type. 

· Use of unsolicited e-mail originating from within TIGTA’s networks of other Internet/Intranet service providers on behalf of, or to advertise, any service hosted by TIGTA’s network.  

· Posting the same or similar non-business-related messages to large numbers of Usenet newsgroups (newsgroup spam). 

· The transmission of obscene, racist, profane, libelous, or offensive material or remarks over any TIGTA communication system (i.e., e-mail, voice mail, paging). This includes, for example, accessing erotic materials. Also, messages, jokes, or forms that violate the TIGTA harassment policy or create an intimidating or hostile work environment are prohibited. 

· Use of the TIGTA network to set up or conduct personal businesses or send chain letters is prohibited. 

· The distribution of TIGTA confidential messages to unauthorized personnel. Forwarding to locations outside is prohibited. 

· Breaking into the system or unauthorized use of a password/mailbox. 

· Broadcasting unsolicited personal views on social, political, religious, or other non-business related matters. 

· Introduction of malicious programs into the network or server through e-mail (e.g., viruses, worms, Trojan horses, e-mail bombs, etc.). 

· Using any program/script/command, or sending messages of any kind, with the intent to interfere with or impede operations, or disable, a user’s terminal session, via any means, locally or via the Internet/intranet. 

· Providing information about, or lists of, TIGTA employees to parties outside TIGTA without prior written approval from a TIGTA Executive and concurrence from the Security Management Office.   

· TIGTA e-mail will not be automatically forwarded outside of TIGTA.

150.5.3.4     Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy. 

150.5.3 Password Policy.

150.5.3.1   Overview.

Treasury Department Publication 71-10 (TDP 71-10) requires that Treasury Bureau systems utilize user authentication to access sensitive Bureau systems.  The password is your personal key to TIGTA systems.  A LOGIN, in conjunction with a password, assists in determining accountability for all transactions; therefore, creating and maintaining an effective password methodology is crucial to the protection of TIGTA information resources.  

Passwords are an important aspect of computer security.  They are the frontline of protection for user accounts.  A poorly chosen password may result in the compromise of TIGTA's entire corporate network.  This document specifies the password policies set forth by TIGTA for implementation and compliance by all TIGTA personnel (including contractors and vendors with access to TIGTA systems).  

150.5.3.2   Purpose.

The purpose of this policy is to establish a standard for the creation of strong passwords, the protection of those passwords, and the frequency of change.

150.5.3.3   Scope. 

The scope of this policy includes all personnel who have or are responsible for an account (or any form of access that supports or requires a password) on any system that resides at any TIGTA facility, has access to the TIGTA network, or stores any non-public TIGTA information.

150.5.3.4   Policy. 

150.5.3.4.1 General. 

· All system-level passwords (e.g., root, enable, admin, application administration accounts, etc.) must be changed on at least a quarterly basis unless authorized by the CIO and IT Security Management Office.

· All production system-level passwords must be part of TIGTA’s centralized administered global password management database.  
· Users must never use the same password twice in a twelve-month period and must change passwords every 90 days.
· Users with privileged userids (Administrators) must use their unique administration password to perform only administrative duties such as configuring systems, loading applications, etc.  This does not apply to local user workstations.
· When supported by vendor product, the system will ensure that users adhere to password policy.
· When the system does not support password construction in accordance with the TIGTA Password Policy, it becomes the users’ responsibility to construct passwords in accordance with 150.5.4.4.2.1, General Password Construction Guidelines of this policy.
· System administrators must have at least two userids for every application or system for which they are responsible.  At most one of these userids may provide privileged access and all such access must be logged.  All other userids must be a normal userid for the day-to-day work of an ordinary user.

· User accounts that have system-level privileges granted through group memberships or programs must have a unique password from all other accounts held by that user.

· Passwords must not be inserted into e-mail messages or other forms of electronic communication.

· All user-level and system-level passwords must conform to the guidelines described below in 150.5.4.4.2 Guidelines.

· The initial passwords issued by an administrator must be valid only for the involved user's first on-line session.  At that time, the user must be forced to choose another password before any other work can be done.  
· Change all passwords that are suspected or known to have been compromised.  
· All users must have their identity verified with a userid and password—or by other means, which provide equal or greater security—prior to being permitted to remotely connect to TIGTA’s network.  
· Users will automatically be locked out of the system after five failed login attempts over an eight-hour period.  Once a user is locked out a system administrator must be contacted to reset the user account and establish a new password.  
· Users will not use the password saving feature for Windows 2000 applications.  For example, when accessing web or e-mail accounts the password manager icon appears on the screen asking if the user wants the system to remember the password.  Users will not permit the system to remember their passwords.  
150.5.3.4.2 Guidelines.

150.5.3.4.2.1 General Password Construction Guidelines.

Passwords are used for various purposes at TIGTA.  Some of the more common uses include: user level accounts, web accounts, e-mail accounts, screen saver protection, voicemail password, and local router logins.  Since very few systems have support for one-time tokens (i.e., dynamic passwords which are only used once), everyone should be aware of how to select strong passwords. 

Poor, weak passwords have the following characteristics: 
· Is a word found in a dictionary (English or foreign) 

· Is a word in common usage such as slang or jargon

· Is the name of family, pets, friends, co-workers, fantasy characters, etc. 

· Is a computer term or name, commands, sites, companies, hardware, software 

· Is the word "sanjose" or "sanfran" or any similar derivation of any word

· Is a birthday or other personal information such as addresses and phone numbers 

· Is a word or number pattern like aaabbb, qwerty, zyxwvuts, 123321, etc. 

· Is any of the above spelled backwards 

· Is any of the above preceded or followed by a digit (e.g., secret1, 1secret) 

· Is a word with less than eight characters 

Strong passwords have the following characteristics: 

· Are at least eight (8) characters in length  

· Contain at least 3 of the following character types: UPPERCASE LETTER (A…Z), lowercase letter (a…z), number (0-9), and/or non-alphanumeric characters (!@#$%^&*_+|~-=\`{}[]:";'<>?,./)  
· Are not a word in any language, slang, dialect, jargon, etc. 

· Are not based on personal information, names of family, etc. 

150.5.3.4.2.2 Password Protection Standards.

Do not use the same password for TIGTA accounts as for other non-TIGTA access (e.g., personal ISP account, option trading, benefits, etc.).  Where possible, don't use the same password for various TIGTA access needs (e.g., AIX, IDRS, etc.).  For example, select one password for user account systems and a separate password for IT systems. Also, select a separate password to be used for an NT account and a UNIX account. 

· Do not share TIGTA passwords with anyone, including administrative assistants, system administrators, or secretaries.  All passwords are to be treated as sensitive, confidential TIGTA information. 

· The display and printing of passwords must be masked, suppressed, or otherwise obscured so that unauthorized parties will not be able to observe or subsequently recover them.

· Passwords should never be written down or stored on-line.  Try to create passwords that can be easily remembered.  One way to do this is to create a password based on a song title, affirmation, or other phrase.  For example, the phrase might be: "This May Be One Way To Remember" and the password could be: "TmB1w2R!" or "Tmb1W>r~" or some other variation.

· Passwords must not be stored or incorporated in a readable form in any automatic log-in scripts, software developed in-house or out-sourced, hardcopy, software macros, terminal function keys, in computers without access control, or in other locations where unauthorized persons might discover them.

· Passwords or password files must always be encrypted when held in storage or when transmitted over networks.  

· Where SNMP is used, the community strings must be defined as something other than the standard defaults of "public," "private" and "system" and must be different from the passwords used to log in interactively.  A keyed hash must be used where available (e.g., SNMPv2). 
· Here is a list of password "don’ts": 

· Don't reveal a password over the phone to ANYONE 

· Don't reveal a password in an e-mail message 

· Don't reveal a password to a supervisor, a subordinate, or any co-worker 

· Don't talk about a password in front of others 

· Don't hint at the format of a password (e.g., "my family name") 

· Don't reveal a password on questionnaires or security forms 

· Don't share a password with family members 

· If someone demands a password, refer him or her to the TIGTA Security Management Office.  

· Users should contact the TIGTA Security Management Office immediately if they believe that their password has been compromised.  

· The TIGTA Security Management Office or System Administrators will not audit passwords.  

· System Administrators must use a secure method of providing passwords to users after an account is reset.  

Again, do not write passwords down and store them anywhere in your office.  Do not store passwords in a file on ANY computer system (including Palm Pilots or similar devices) without approval.

150.5.3.4.2.3 Application Development Standards.

Application developers must ensure that their programs contain the following security precautions. 

Applications should:

· Support authentication of individual users, not groups; 

· Not store passwords in clear text or in any easily reversible form; 

· Provide for some sort of role management, such that one user can take over the functions of another without having to know the other's password; and 

· Support TACACS+, RADIUS and/or X.509 with Lightweight Directory Access Protocol (LDAP) security retrieval, wherever possible. 

150.5.3.4.2.4 Passphrases.

Passphrases are generally used for public/private key authentication.  A public/private key system defines a mathematical relationship between the public key that is known by all, and the private key, that is known only to the user.  Without the passphrase to “unlock” the private key, the user cannot gain access. 

Passphrases are not the same as passwords.  A passphrase is a longer version of a password and is, therefore, more secure.  A passphrase is typically composed of multiple words.  Because of this, a passphrase is more secure against “dictionary attacks.” 

A good passphrase is relatively long and contains a combination of upper and lowercase letters and numeric and punctuation characters.  An example of a good passphrase: 

The*?#>*@TrafficOnThe101Was*&#!#ThisMorning

All of the rules above that apply to passwords apply to passphrases.

150.5.3.5   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.  

150.5.4 Remote Access Policy.
150.5.4.1   Purpose.

The purpose of this policy is to ensure that TIGTA’s information and resources are protected when the network is accessed from sources that do not originate from within the TIGTA network.

150.5.4.2   Scope.

This policy applies to all TIGTA employees, contractors, vendors, and agents (USERS) with a TIGTA-owned computer, workstation, or other remote access technology used to connect to the TIGTA network.  This policy applies to all remote access connections used to do work on behalf of TIGTA including, but not limited to, reading or sending e-mail and viewing Intranet web resources.

Remote access technologies that are covered by this policy include, but are not limited to, dial-in modems, frame relay, Digital Subscriber Line (DSL), VPN, Secure Shell (SSH), and cable modems.

150.5.4.3   Policy.

· It is the responsibility of USERS with remote access privileges to ensure that their remote access connection is given the same consideration as their on-site connection.  They must remain constantly aware that remote connections between their location and TIGTA are literal extensions of TIGTA's enterprise network, and consequently they provide a potential path to TIGTA's most sensitive information.  USERS must make every reasonable effort to protect TIGTA's assets. 

· Usage of remote access will adhere to TIGTA Operations Manual (500)-150.5.2, TIGTA Acceptable Use Policy.

· USERS must not use non-TIGTA resources, including but not limited to personal e-mail accounts, to conduct TIGTA business, thereby ensuring that official business is never confused with personal business.  The TIGTA CIO must approve all exceptions to this policy.

· Remote access is only permitted through TIGTA-approved remote access technologies, including both hardware and software.  TIGTA employees, contractors, vendors, and agents must not install or otherwise make available any remote access technology on any TIGTA hardware that is attached to the TIGTA network.    

· Remote access must use a TIGTA-approved authentication mechanism and TIGTA’s approved VPN solution.

· USERS must not reconfigure any TIGTA-approved remote access technology, thereby ensuring that mandated security requirements are not inadvertently disabled or modified.

· The following TIGTA policies will be reviewed by USERS for details on protecting information when remotely accessing the network and acceptable use of the network:  

· TIGTA Operations Manual (500)-150.5.6, Virtual Private Network Policy
· TIGTA Operations Manual (500)-150.5.2, Acceptable Use Policy
· TIGTA Operations Manual (500)-150.5.4, Password Policy
150.5.4.4   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.  

150.5.5 Virtual Private Network Policy.

150.5.5.1    Purpose.

The purpose of this policy is to provide guidelines for Remote Access IPSec or L2Tp Virtual Private Network (VPN) connections to the TIGTA network. 

150.5.5.2   Scope. 

This policy applies to all TIGTA employees, contractors, vendors, and agents (USERS) authorized to use VPNs to remotely access the TIGTA network.  This policy also applies to implementations of the VPN that are directed through an IPSec Concentrator. 

150.5.5.3   Policy.

· It is the responsibility of all USERS with VPN privileges to ensure that VPN connections are used for TIGTA business purposes only.  Refer to TIGTA Operations Manual (500)-150.5.2, TIGTA Acceptable Use Policy for guidelines in personal use of TIGTA equipment.

· Only TIGTA-approved VPN technologies may be used and only on TIGTA provided hardware.  Personnel requiring VPN/Genuity access must contact the TIGTA Security Management Office to complete an application and to receive authorization.  
· USERS, other than system administrators performing official duties, must not reconfigure any TIGTA-approved VPN technology, thereby ensuring that mandated security requirements are not inadvertently disabled or modified.

· Split tunneling is not permitted under any circumstances.  When a VPN connection is active to the TIGTA network, all communication originating at the client must proceed through that connection.

· Dual homing is not permitted under any circumstances.  When a VPN connection is active, a client must not have a network connection, with or without a VPN, to any other network.

· Inactive VPN connections will be automatically closed in a set amount of time not to exceed 30 minutes.  USERS are not permitted to use artificial means (e.g., iterating pings) to ensure the connection remains open.

150.5.5.4   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.  

150.5.6 Anti-virus Policy.

150.5.6.1   Overview.

Computer virus infections plague IT departments throughout government and the private sector. Valuable time must be dedicated to the detection, prevention, and disinfections of viruses on millions of computer systems.  TIGTA must implement policies to insure that its computer systems remain reasonably safe from virus contaminations.

150.5.6.2   Purpose.

This policy is to enhance the security of TIGTA’s computer network against destructive virus infections.

150.5.6.3   Scope. 

The scope of this policy includes all personnel who have access to any system that resides at any TIGTA facility, has access to the TIGTA network, or stores any non-public TIGTA information.

150.5.6.4   Policy.

TIGTA Office of OIT will ensure that all TIGTA IT resources are issued with the TIGTA approved anti-virus software installed and enabled and, that the anti-virus software and its virus definitions are continually updated against the latest virus threats.  Although software is available to provide for the protection of TIGTA information and the network, all TIGTA employees, contractors, vendors, and agents (USERS) must exercise caution and good judgment in the performance of their duties to maintain a virus free environment.   

150.5.6.5   Organization.

The development of an effective anti-virus policy requires the concerted effort of Security Management, Systems Management, and TIGTA USERS.  

150.5.6.5.1 Responsibilities.

150.5.6.5.1.1 Security Management Staff.

· Ensure that TIGTA anti-virus policy conforms to Federal guidelines and procedures.

· Monitor TIGTA IT resources to ensure anti-virus software is being employed as prescribed.

· Conduct periodic audits of USER IT resources to ensure that anti-virus software is being employed properly.

150.5.6.5.1.2 Systems Management Staff/System Administrators.

· Ensure that the TIGTA Communications Data Network (TCDN) is protected with anti-virus software.

· Install TIGTA approved anti-virus software on all TIGTA IT resources issued to TIGTA USERS.

· Ensure that anti-virus software is updated with the latest definitions for the protection of the TIGTA network.

150.5.6.5.1.3 USERS.

· NEVER open any files or macros attached to an e-mail attachment from an unknown, suspicious, or untrustworthy source.  Delete them immediately, then "double delete" them by emptying your ”Deleted Items” folder.

· NEVER open any file or e-mail attachment from a known source unless you have explicit reason to believe it is your responsibility to open it.  Many viruses distribute themselves by automatically sending e-mail from a known but unfortunately infected source to every e-mail address in the infected user's address book.  If you do not know what it is then do not open it until you have confirmed its purpose.

· Delete spam, chain, and other junk e-mail without forwarding, in accordance with TIGTA’s Acceptable Use Policy (see TIGTA Operations Manual (500)-150.5.2).

· Never download files from unknown, suspicious, or untrustworthy sources.

· Never download files from an unknown source unless you have a business requirement to do so.  If you download a file you must scan it for viruses before you open it. Many viruses infect files but do not activate until some time in the future.  As a result they may not be immediately detectable.  Therefore a previous scan of the file may not have revealed the virus but a later scan might.

· Avoid direct disk sharing with read/write access unless there is absolutely a business requirement to do so.  When disk sharing is necessary, scan the disk upon inserting it into the computer before opening any files.
· Always scan a diskette or CD from any source for viruses before using it. 

· If lab-testing conflicts with anti-virus software, run the anti-virus utility to ensure a clean machine, disable the software, then run the lab test.  After the lab test, enable the anti-virus software.  When the anti-virus software is disabled, do not run any applications that could transfer a virus, e.g., e-mail or file sharing.  

· In accordance with TIGTA’s Acceptable Use Policy (see TIGTA Operations Manual (500)-150.5.2), USERS must not change the configuration or otherwise alter the operation of any anti-virus software.

150.5.6.6   Lab Anti-Virus Policy.

All TIGTA PC-based lab computers must have TIGTA's standard, supported anti-virus software installed and scheduled to run at regular intervals.  In addition, the anti-virus software and the virus pattern files must be current.  Virus-infected computers must be removed from the network until they are verified as virus-free.  Any activities intended to create and/or distribute malicious programs into TIGTA's networks (e.g., viruses, worms, Trojan horses, e-mail bombs, etc.) are prohibited, in accordance with TIGTA’s Acceptable Use Policy (see TIGTA Operations Manual (500)-150.5.2). 

150.5.6.7   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.  

150.5.7 Audit Policy.

150.5.7.1   Purpose. 

The purpose of this policy is to provide the authority for members of TIGTA’s Security Management Office to conduct a security audit of information resources at TIGTA.  

Audits may be conducted to: 

· Ensure integrity, confidentiality, and availability of information and resources 

· Ensure conformance to TIGTA security policies, Treasury security policies, and Federal security policies 

· Ensure configuration management standards and procedures are being followed

150.5.7.2   Scope. 

This policy applies to all TIGTA employees, contractors, vendors, and agents (users), facilities, and computer and communication devices owned or operated by TIGTA.

150.5.7.3   Policy.

When an authorized member of the TIGTA Security Management Office is performing a security audit, upon request all users must cooperate and make every reasonable effort to accommodate the requests of the Audit Team member.  Such requests may include but are not limited to the following:

· Provide access to work areas (e.g., offices, cubicles, computer rooms, labs, and storage areas unlocked or locked)

· Participate in interviews evaluating the use and applicability of security policies and procedures

· Demonstrate the use of applicable security services and technologies

Under no circumstances is a user to violate any implemented policy or procedure to accommodate a request.  Such violations may include but are not limited to the following:

· Providing authentication information that would permit the auditor to assume the identity or role of the user

· Giving access to information or resources for which the auditor is not authorized

· Exposing confidential information for which the auditor is not authorized

150.5.7.4   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.

150.5.8 Encryption Policy.

150.5.8.1   Overview.

Encryption is a process that makes information unreadable by unauthorized persons.  The encryption process transforms (encrypts) plain text (readable) information into cipher text (a sequence of what appears to be nonsensical characters).  The transformation is based on a cryptographic algorithm and a cryptographic key.  The key must be a secret that is known only to those persons who are authorized to read the information since anyone with the key will be able to read the information.  Different people use different keys or different keys are used to protect different information.

Key management is one of the most critical components of an encryption system.  Loss or disclosure of a key or compromise of a key management system or database puts all information that was ever encrypted with the key or keys at a significant risk of disclosure.  It is for this reason that the key management is sometimes automatic from the point of view of TIGTA employees, contractors, vendors, and agents (USERS), for example, in some VPN solutions.  However, more frequently, USERS participate actively in the management of the keys, for example, using a password to protect access to the keys.  It is therefore essential that the need to protect cryptographic keys be understood and enforced.

150.5.8.2   Purpose. 

The purpose of this policy is to establish guidance for the electronic protection of Sensitive But Unclassified (SBU) information for the TIGTA.  Effective implementation of this policy will protect TIGTA data and information from unauthorized disclosure. 

150.5.8.3   Scope.

This policy applies to USERS with a TIGTA-owned electronic technology used to store, access, or transmit TIGTA SBU information.  

Encryption is intended to protect all sensitive information from unauthorized disclosure during transmission.  Refer to TIGTA Operations Manual (500)150.5.11 TIGTA Protecting Sensitive Information Policy.
150.5.8.4   Policy.

· All systems and applications that employ encryption will employ encryption systems that are certified to be compliant with Federal Information Processing Standards (FIPS) 140-2.
· All cryptographic keys and encryption system components will be safeguarded and handled in accordance with TDP 71-10
, Chapter VI, Section 3. 

· Only TIGTA approved encryption systems may be used to protect TIGTA information.

· Employed encryption systems that do not automatically manage cryptographic keys must include procedures for USERS that if executed properly will ensure that the keys are protected from unauthorized disclosure.

· USERS must not reconfigure any TIGTA approved encryption system, thereby ensuring that mandated security requirements are not inadvertently disabled or modified.

150.5.8.5   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.  

150.5.9 Incident Response Policy.

150.5.9.1   Overview.

Incident response is an increasingly important area within the field of information assurance because increased threats to systems, applications, and networks are more insidious and difficult to defend against.  Primary threats include: computer viruses, malicious user activities, hacking attempts, and vulnerabilities associated with software and hardware.  Combating these threats requires taking immediate action with a skilled and rapid response before significant damage is done.  Effective security is a team effort involving the participation and support of everyone who deals with information and/or information systems. TIGTA is committed to protecting both TIGTA’s information resources and its authorized users from illegal or damaging actions by individuals, either knowingly or unknowingly.

150.5.9.2   Purpose.

This policy documents TIGTA’s efforts to combat threats against its IT infrastructure and network.

150.5.9.3   Scope. 

This policy affects all TIGTA personnel who have access to any system that resides at any TIGTA facility, has access to the TIGTA network, or stores any public or non-public TIGTA information.

150.5.9.4   Policy.

All TIGTA employees, contractors, vendors, and agents (USERS) are responsible for reporting any actual or potential computer security incidents when they are recognized.  Anyone suspecting a security incident will immediately report it to the Security Management Office.  Prompt reporting of a suspected incident is essential in limiting damage to the system.  Reporting will follow the prescribed procedures agreed to by the Director of Systems Management and the Director of Security Management.  

The Director of Security Management and his/her staff is responsible for reporting computer security incidents that occur within the TIGTA organization through the Department of Treasury.  TIGTA currently follows the Federal Computer Incident Response Center (FedCIRC) Computer Security Incident Reporting Capability (CSIRC) process for reporting security incidents through the Treasury Departmental Office (DO), refer to the Department of Treasury’s Incident Response Procedures Draft, dated September 17, 2002.
150.5.9.5   Organization. 

Within TIGTA, incident response is a team effort requiring strong coordination between the Security Management Office and Systems Management Office and includes the active participation by all employees.  

150.5.9.5.1 Responsibilities.

150.5.9.5.1.1 Security Management Staff.

It is the Director of Security Management’s responsibility to advise the CIO and Inspector General (IG) of serious security incidents, monitor alerts received from the National reporting centers, and coordinate security recommendations with the Director of Systems Management.  

The Security Management Staff is responsible for developing and coordinating computer security efforts within TIGTA and assessing the vulnerability of the TIGTA network and systems. In addition, the Security Management Office coordinates incoming security information and advises USERS on the proper way of handling security incidents.

The Security Management Staff responsibilities also include:

· Developing and maintaining a viable TIGTA Security Program

· Monitoring network activity through network monitoring tools (i.e., Net Forensics)

· Acting on reports received from TIGTA personnel of suspected virus attacks, receipt of e-mail from unknown sources, or suspicious computer operation

· Recommending implementation of security patches, fixes, etc.

· Monitoring alerts distributed by FedCIRC, National Infrastructure Protection Center (NIPC), Computer Emergency Response Team (CERT), etc.

· Coordinating with the Systems Management Staff, Office of Investigations (OI), CIO, and other business units as required (e.g., on security incidents, action to be taken, investigations to be conducted, and ultimately reporting to Treasury DO).

· Notifying TIGTA staff of potential attacks

· Advising users on proper handling of security incidents

· Reporting computer security incidents through the Treasury DO following the FedCIRC and CSIRC process

150.5.9.5.1.2 Systems Management Staff.

The Director of Systems Management coordinates with and manages the activities of the TIGTA Office of OIT Telecommunications Team (TOTT), the Exchange Team, coordinates with the Director of Security Management, and disseminates information as appropriate.  

The Systems Management Staff is responsible for the operational security of the TIGTA IT system and network. 

Systems Management Staff responsibilities also include:

· Operating and maintaining TIGTA Communications Data Network (TCDN)

· Monitoring and responding to alerts of suspicious activity emanating from network devices

· Monitoring alerts distributed by FedCIRC, NIPC, CERT, etc.

· Taking action to protect the network against harmful attack

· Coordinating with the Security Management Office, OI, and CIO, as appropriate

150.5.9.5.1.3 Help Desk.

· Evaluate/analyze calls received reporting suspicious network activity and report events to Security Management

· Refer calls from employees of increased activity from unknown sources to Security Management

· Coordinate activities with Systems Management Staff, Security Management Staff, TOTT

150.5.9.5.1.4 TOTT.

· Operate and maintain the TIGTA network

· Maintain and upgrade configurations of security devices

· Respond to security alerts received from FedCIRC, NIPC, CERT, etc.

· Monitor alerts from security devices

· Isolate affected network from the remainder of the network to prevent further damage

· Reconfigure affected security devices to respond to identified threat

· Coordinate with Systems Management, Security Management, OI, etc.

· Advise the Security Management Office immediately when it is determined that the network is being attacked.  

150.5.9.5.1.5 USERS.

Computer users are frequently the first to detect intrusions that occur, despite advances in automated intrusion detection systems.  Therefore, Users must be vigilant for unusual IT or physical incidents that may indicate a security incident in progress and should be reported immediately to the Security Management Office, such as:  

· Suspicious e-mail activity

· Repeated incidents of e-mail originating from unknown sources

· Receipt of obscene, racist, profane, libelous, or offensive e-mail

· Unusual phone calls

· Unusual activities/behavior in and around TIGTA facilities (e.g., around computers, copy rooms, telephone closets, parking garage, etc.

USERS will respond in accordance with instructions received when reporting incidents to the Security Management Office.

150.5.9.6   Reporting Security Incidents.

TIGTA currently follows the FedCIRC CSIRC process for reporting security incidents through the Treasury DO. This responsibility falls on the Director of Security Management and the Security Staff. 

On or before the 5th day of each month, a detailed description of TIGTA’s computer related security incidents will be reported to the Treasury DO by the Director of Security Management.   For immediate security concerns TIGTA is required to report incidents to the CSIRC within four hours.  In turn, the CSIRC is required to notify TIGTA of any significant security issue/threats within four hours.   CSIRC procedures are contained in the Treasury Security Manual (TDP 71-10

, Chapter VI, Section 5.B).

150.5.9.7   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.  

150.5.10 Protecting Sensitive Information Policy.
150.5.10.1   Purpose.

This policy applies to all components of the TIGTA and establishes TIGTA Information Security guidelines for the proper and effective classification and protection of sensitive information that should not be disclosed to non-TIGTA employees or outside of TIGTA without proper authorization.  

The information covered in these guidelines includes, but is not limited to, information that is either stored or shared via any means.  This includes electronic information, information on paper, and information shared orally or visually (such as telephone and video conferencing).  

150.5.10.2   Scope.

All TIGTA employees, contractors, vendors, and agents (USERS) are personally responsible for providing proper protection to sensitive information under their custody and control.

150.5.10.3   Classifying Information.

150.5.10.3.1 Classification Categories.

All TIGTA information is categorized into two main classifications:

1. TIGTA Public

2. TIGTA Confidential

TIGTA Public information is information that has been declared public knowledge by those with the authority to do so (i.e., document originator, Security Management Office, Public Affairs Office), and can freely be given to anyone without any possible damage to TIGTA.  

TIGTA Confidential refers to all other information.  During the course of accomplishing official duties, confidential materials are often accessed.  These materials are to be safeguarded commensurate with the risk and magnitude of the harm that would result from their being lost, misused, accessed without authorization, or modified.  Confidential materials are accessible only for official purposes and as the law permits.  Included is information to be protected very closely, such as classified materials (e.g., materials implicating national security) developmental programs, law enforcement issues, taxpayer information, attorney-client material, attorney work product, grand jury materials and information protected under Title 5 U.S.C. § 552a (Privacy Act), and other confidential/privileged information integral to the operations of TIGTA and the functions it performs.  

If an employee is uncertain of the sensitivity of a particular piece of information, he/she should contact his/her manager or the TIGTA Security Management Office for resolution.

150.5.10.3.2 Classification Authority.

The Classification Authority (CA) regulates access and protects information that originates in TIGTA.  “Information” means any knowledge that can be communicated or documentary material, regardless of its physical form or characteristics, that is owned by, produced by or for, or is under the control of the United States Government.  Most TIGTA information is classified as SBU, but there is also Limited Official Use (LOU)/Law Enforcement Sensitive (LES).   

In accordance with Chapter III, Section 1, paragraph 5, Reporting Requirements of the Department of Treasury Security Manual, TDP 71-10, the following individuals were reported to the Department of Treasury in October 2002 as CAs for TIGTA: 

For SBU material:

	Name
	Position Title

	George Reynolds
	Supervisory Attorney

	Michael Phillips
	Assistant Inspector General (AIG) - Audit

	Daniel Devlin
	AIG – Audit

	Gordon Milbourn
	AIG – Audit


For LOU/LES and SECRET materials:

	Name
	Position Title

	Pam Gardiner
	Acting TIGTA 

	Robert Cortesi
	Deputy Inspector General  - Investigations

	Mary Ann Curtin
	Chief Counsel

	Joseph Hungate
	AIG – Information Technology (IT)

	Richard Sherwood
	Special Agent in Charge (SAC) – Special Inquiries and Intelligence Division (SIID)

	Timothy Upham
	Assistant SAC – SIID

	Robert Velon
	Security Officer 
Office of Emergency Preparedness - SIID


NOTE 1:  It is the individual that has classification authority, not the position title.

NOTE 2:  The above listings will be updated no less than annually each October 15 in accordance with TD 71-01.  Contact the Director of Security to verify that the above listing is current.

CAs are responsible for the classification/declassification and proper handling and control of TIGTA information and will follow the guidance contained in Executive Order (EO) 12958, Department of Treasury’s Classified User Reference based on EO 12958, and Chapter III of the Department of Treasury Security Manual, TDP 71-10

.  

150.5.10.3.3 Declassification.

It is the CA’s responsibility to authorize a change in classification status of information.  If the Classification Authority for the information in question is no longer available, contact the Director of Security Management. Declassification of documents will be conducted in accordance with Chapter III, Sections 5 and 11 of the Department of Treasury Security Manual, TDP 71-10


.  Classified information that has been transferred to the Federal Record Center requires coordination with TIGTA’s Records Officer and the National Archives and Records Administration to “declassify.”

150.5.10.4   Marking Materials.

150.5.10.4.1 Overall Markings.

Every document must be marked to show the level of sensitivity of information it contains.  Markings should be applied at the time documents are drafted to promote proper protection of the information.  This marking must be conspicuous enough to alert anyone handling the document that it contains sensitive information. Material other than ordinary paper documents (e.g., diskettes or CDs) must have the same information reflected on the label. 

Markings will include: 

· UNCLASSIFIED – Disclosure of this information will not prove harmful to TIGTA.

· OFFICIAL USE ONLY or INTERNAL USE ONLY – A designation that is applied to SBU information in which the loss, misuse, unauthorized access to, or modification of could adversely affect TIGTA or the privacy to which individuals are entitled under Title 5 USC § 552a (Privacy Act) but which has not been specifically authorized under criteria established by an Executive Order or an Act of Congress to be kept secret in the interest of national defense or foreign policy.  

· LOU/LES – Information that does not meet the criteria for classification in the interests of national security, but rather, is information which an authorized official within TIGTA determines needs to be protected from unauthorized disclosure nonetheless because such disclosure would injure TIGTA’s mission or responsibilities, or cause harm to other persons or parties.  LOU/LES information is a category of SBU information.  LOU/LES information includes, but is not necessarily limited to important, delicate, sensitive, or proprietary information used in the development of TIGTA policy, such as the enforcement of criminal and civil laws relating to TIGTA operations (e.g., undercover operations information) and the consideration of financial information provided in confidence.

· CLASSIFIED –National security information that has been determined pursuant to EO 12958 to require protection against unauthorized disclosure and is marked to indicate its classified status when in documentary form.  Information may be classified at one of three levels:  TOP SECRET, SECRET, CONFIDENTIAL.  

The classification legend will be marked, stamped, or permanently affixed as follows:

· UNCLASSIFIED

· Requires no markings

· OFFICIAL USE ONLY or INTERNAL USE ONLY 

· At the bottom of the front cover or title page

· Each interior page at the bottom

· LOU/LES or CLASSIFIED 

· At the top and bottom of the outside of the front and back covers (if any), on the title page (if any), on the first and last pages, and on all pages of documents or information requiring control  

· Refer to Chapter III, Section 2 of the Department of Treasury Security Manual, TDP 71-10


, for specific guidelines for marking pages and contents of LOU/LES documents
 
· Refer to Chapter III, Section 11 of the Department of Treasury Security Manual, TDP 71-10, for specific guidelines for marking pages and contents of CLASSIFIED documents

150.5.10.4.2 Marking Special Types of Materials.

TIGTA media, audiovisual media, hardware and equipment, or other media not commonly thought of as documents, charts, slides, and transparencies must be identified as sensitive in a way that is appropriate to the media used.  The main concern is that holders and users of the material are aware that the media requires special protection/consideration.  

150.5.10.5   Control Measures.

There will be a system of control measures to ensure that access to TIGTA information is limited to authorized persons.  The control measures will be appropriate to the environment in which the access occurs and relevant to the information.  The system will include technical, physical, and personnel control measures.  Administrative control measures, which may include records of internal distribution, access, generation, inventory, reproduction, and disposition, will be required when technical, physical, and personnel control measures are insufficient to deter and detect access by unauthorized persons.

TIGTA Business Unit Managers will be responsible for establishing a system of control measures for their units.

150.5.10.6   Safeguarding.

150.5.10.6.1 General Policy.

Everyone who has been granted access to TIGTA information is responsible for providing the level of protection warranted by the classification of the information and material in his/her possession or control.  Sensitive information must be protected at all times either by storage in an approved device or facility or having it under the personal observation and control of an authorized individual.  Everyone who works with sensitive information is personally responsible for taking precautions to ensure that unauthorized persons do not gain access to it.

150.5.10.6.2 Basic Guidelines.

· Sensitive information may only be processed on government-owned laptops.

· Do not connect a non-TIGTA personal digital assistant (PDA) or handheld computer to your TIGTA provided laptop or personal computer.  Refer to TIGTA Operations Manual (500)-150.5.16, TIGTA PDA Policy.

· Do not store your passwords or smart cards with the laptop computer.

· Ensure that each external storage media (i.e., diskette, CD, mag tape) is marked appropriately with the classification of highest level of data contained in it.

· Get approval from the Director of Security Management to use your laptop overseas.

· Do not leave sensitive materials out in the open or unsecured. These materials are to be stored in a secure area (locking file cabinets).  CLASSIFIED or LOU/LES materials must be stored in a safe or GSA-approved security container.

· Do not share or talk about sensitive information to which you have access with unauthorized staff or other individuals who have no business need-to-know.

· Unclassified, SBU, and LOU/LES information can be faxed but transmittals must be monitored closely to ensure that information is not inappropriately transmitted or received.  For example: call the person to whom you intend to fax information to alert them to standby to receive the transmission.  Do not fax CLASSIFIED information.

· Dispose of sensitive information properly.  Paper form documents should either be torn in half prior to placement in a burn bag or shredded; erase files on magnetic media, degauss tape, disk, and grind Microfilm, and Microfiche.  Refer to Department of Treasury Memorandum for the Destruction of Classified and Sensitive Information from the Acting Assistant Secretary for Management and Chief Information Officer, dated January 29, 2001. 

· Regardless of the security designation of a document, it is a federal record and must be maintained and disposed of in accordance with the Records Disposition Authority approved by the TIGTA Archivist.  Refer to Department of Treasury Memorandum for the Destruction of Classified and Sensitive Information from the Acting Assistant Secretary for Management and Chief Information Officer dated January 29, 2001.  

· Do not discuss security procedures such as alarm systems, etc. with unauthorized staff, or other individuals who have no business need-to-know about it.

· Report suspicious activity, or unusual happenings to management.

· Make sure that all reports, and files are locked away in a cabinet at the end of each day.

· Never provide copies of written correspondence, directories, or manuals to people outside of TIGTA unless otherwise authorized to do so by management.

· Use the access controls installed on your personal computer, or laptop to prevent unauthorized access to your machine.

· Delete or otherwise remove sensitive or confidential data from external storage media (i.e., diskette, CD, mag tape) before discarding them, giving them to someone else, or using them again for storing new information.  Contact the TIGTA Security Management Office for official guidance.  

· All information stored on TIGTA systems, inclusive of TIGTA leased systems, is considered sensitive. Ensure that sensitive information is removed from computer equipment before the equipment is sent for service. Please contact the Director of Systems Management for more information.  

· If your personal computer is connected to a Wide Area Network (WAN) always remember to logout before leaving your workstation for the day.  

· Keep in mind that data traveling over WANs can be compromised.  “Sniffers” can be used to monitor/capture WAN traffic.  Physical security measures such as cipher locks to TIGTA space and separate wiring closets for telecommunication equipment are used to mitigate these risks. 

150.5.10.6.3 Classified and Lou/LES Materials.

Documents or materials marked CONFIDENTIAL or LOU/LES (including that contained on removable magnetic storage media) will be handled, safeguarded, stored, and destroyed as provided for in accordance with Chapter III, Sections 2 and 11 of the Department of Treasury Security Manual, TDP 71-10, 31 CFR Part 2, EO 12958, and Treasury Records and Information Management Manual, TDP 80-05.
150.5.10.6.4 Telecommuters.

· Telecommuters must use authorized storage facilities for storing TIGTA materials (e.g., locked container such as a file cabinet, desk with a locked drawer).

· Telecommuters should be careful not to walk off and leave TIGTA material out in the open for anyone to view (including family members not authorized to view TIGTA information).

· Telecommuters should be careful to conceal sensitive TIGTA information when approached by visitors.

· Telecommuters must follow specific procedures for the disposal, transfer, or distribution of storage media that contain or have contained TIGTA materials.  

Refer to An Employee’s Guide to Virtual Resource Solution for additional guidance in telecommuting.

150.5.10.6.5 Emergency Planning

Plans will be developed for the protection, removal, or destruction of sensitive material in case of fire, natural disaster, civil disturbance, terrorist activities, or enemy action, to minimize the risk of its compromise.  The level of detail and amount of testing and rehearsal of these plans should be determined by an assessment of the risk of hostile action, natural disaster, or terrorist activity that might place the information in jeopardy.

When preparing emergency plans, consideration should be given to:

· Reduction of the amount of sensitive material on hand

· Storage of less frequently used sensitive material at more secure locations

· Transfer of as much retained sensitive information to microforms or to magnetic media whenever possible to reduce bulk and to aid recreation in an emergency

The TIGTA Security Management Office is responsible for policy and enforcement with assistance from the Business Unit Managers for the development of plans or promulgation of policy for the destruction/disposal of TIGTA sensitive information.

150.5.10.7   Transmission and Transportation.

150.5.10.7.1 Mailing or Electronic Transmission of Sensitive Information.

150.5.10.7.1.1 SBU Information.

· SBU documentation and material may be transmitted by first class mail, parcel post, or—for bulk shipments—fourth-class mail. 

· Electronic transmission of SBU information will be by a TIGTA approved secure communications system. SBU materials can be e-mailed within TIGTA, but not outside of TIGTA unless TIGTA approved encryption is used.  SBU materials can be faxed if sender calls ahead to alert recipient to be waiting at the fax machine.

150.5.10.7.1.2 Classified and Lou/LES Information.

· Transmittal of LOU/LES information will be transmitted within and between the 50 States, the District of Columbia, the Commonwealth of Puerto Rico, and United States territories or possessions by one of the means established for higher classifications, or by the United States Postal Service registered mail. Outside these areas, LOU/LES information will be transmitted only as is authorized for higher classifications.  LOU/LES information will not be sent via certified mail.

· CLASSIFIED and LOU material transmitted electronically must be transmitted by a TIGTA approved secure communications system.  LOU materials can be e-mailed within TIGTA, but not outside of TIGTA due to a lack of encryption; this includes consensual monitoring and administrative subpoenas. E-mails must be marked in the first line of text with the overall classification of the information.  The guidelines for electronically processing, storing, and communicating CONFIDENTIAL and LOU information are contained in Chapter VI, 2.A and Chapter III of the Department of Treasury Security ManualTDP 71-10, 
.  EXCEPTION:  UNDER NO CIRCUMSTANCES is sensitive law enforcement information to be e-mailed.

· Classified information cannot be e-mailed.  Any materials above LOU (i.e., TOP SECRET, SECRET, CONFIDENTIAL) are not permitted to be transmitted via e-mail to anyone at any time within or outside of TIGTA.

· CLASSIFIED information to be transmitted outside of a TIGTA facility will be enclosed in opaque inner and outer covers. The inner cover shall be a sealed wrapper or envelope plainly marked with the assigned security classification and addresses of both sender and addressee. The outer cover will be sealed and addressed with no identification of the classification of its contents. Whenever classified material is to be transmitted and the size of the material is not suitable for use of envelopes or similar wrappings, it will be enclosed in two opaque sealed containers, such as boxes or heavy wrappings. Material used for packaging such bulk classified information shall be of sufficient strength and durability as to provide security protection while in transit, to prevent items from breaking out of the container, and to facilitate detection of any tampering.

A receipt, Treasury Department Form 71-01.5 (Classified Document Record of Transmittal), will be enclosed in the inner cover; except that LOU/LES information will require a receipt only if the sender deems it necessary. The receipt will identify the sender, addressee and describe the document, but will contain no classified information. It will be immediately signed by the recipient and returned to the sender. Within a TIGTA facility, such information may be transmitted between offices by direct contact of the officials concerned in a single sealed opaque envelope with no security classification category being shown on the outside of the envelope. Classified information will never be delivered to unoccupied offices or rooms. Senders of classified information should maintain appropriate records of outstanding receipts for which return of the original signed copy is still pending. TD F's 71-01.5 shall be maintained for a three year period after which they may be destroyed. No record of the actual destruction of the TD F 71-01.5 is required.

· To transfer CLASSIFIED information to a Federal Records Center, it must be in accordance with the TIGTA Operations Manual (500)-130.6, Records Management Guidance. 

150.5.10.7.2 Escort or Hand-Carrying of Sensitive Material.

150.5.10.7.2.1 LOU/LES Material.

The escorting or hand-carrying of LOU/LES material between Treasury Bureaus and/or Federal agencies or within the same Bureau requires personnel to have the same level of authorization clearance as the material in their charge. 

150.5.10.7.2.2 Classified Material.
· Approval from the TIGTA Inspector General and Director of Security Management for the transportation of CLASSIFIED information via U.S. commercial airlines must be in accordance with the guidelines established in Chapter III, Section 3 of the Department of Treasury Security Manual, TDP 71-10 and 31CFR2.28 and 2.29.

· Courier cards will be issued to specifically designated personnel as evidence of continued and long-term authorization to hand-carry and deliver CLASSIFIED information between Treasury Bureaus and/or to other Federal agencies or departments.  Within the same Bureau, deliveries will generally not require use of courier cards unless such activity involves use of commercial aircraft.  For non-routine purposes, e.g., one-time-only needs of the employing Bureau, employees may be issued a courier letter.  For specific guidelines for courier authorization refer to Chapter III, Section 7 of the Department of Treasury Security Manual, TDP 71-10 and 31CFR2.28 and 2.29.

150.5.10.8   Access Clearance for TIGTA Information.

The TIGTA Security Management Office will ensure that all TIGTA employees, contractors, vendors, and agents complete all appropriate clearance forms in order to access TIGTA information.

150.5.10.9   Security Education and Training.

150.5.10.9.1 General Policy.

The TIGTA Security Management Office will ensure that all TIGTA employees, contractors, vendors, and agents receive education and training as may be required to:

· Provide necessary knowledge and information to enable quality performance of security functions;

· Promote understanding of the Information Security Program policies and requirements;

· Instill and maintain continuing awareness of security requirements; and 

· Assist in promoting a high degree of motivation to support program goals.

All TIGTA personnel and contractors, vendors, and agents who are cleared for accessing TIGTA information will be provided an initial orientation to the Information Security Program by their TIGTA manager and the Security Management Office before being allowed access to TIGTA information.  This initial orientation is intended to produce a basic understanding of the nature of sensitive information and the importance of its protection, advise employees of the role they play in the security program, and provide them with information to ensure the proper protection of the information in their possession. 

150.5.10.9.2 Termination Briefings.

TIGTA Managers (GS-15 and above) will ensure that employees who hold a security clearance and who either leave the organization or whose clearance is terminated receive a termination briefing from either the Security Management Office at TIGTA Headquarters or from the SAC at the Posts of Duty (POD) as part of their checkout process.  The SAC administering the termination briefing will return the signed SF312 to the Security Management Office, indicating that the departing employee was advised of their responsibilities. This briefing will emphasize their continued responsibility to:

· Protect TIGTA information to which they have had access;

· Provide instructions for reporting any unauthorized attempt to gain access to such information;

· Advise the individuals of the prohibition against retaining material when leaving the organization; and

· Remind them of the potential civil and criminal penalties for failure to fulfill their continuing security responsibilities.

150.5.10.10   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.  

150.5.11 Risk Assessment Policy.

150.5.11.1   Purpose. 

To empower the TIGTA Security Management Office to perform periodic information security risk assessments (RAs) for the purpose of determining areas of vulnerability, and to initiate appropriate remediation.

150.5.11.2   Scope. 

RAs can be conducted on any entity within TIGTA or any outside entity that has signed a Third Party Agreement with TIGTA.  RAs can be conducted on any information system, to include applications, servers, and networks, and any process or procedure by which these systems are administered and/or maintained. 

150.5.11.3   Policy.

The execution, development, and implementation of remediation programs is the responsibility of the TIGTA Security Management Office.  Employees are expected to cooperate fully with any RA conducted on systems for which they are held accountable.  Employees are further expected to work with the TIGTA RA Team in the development of a remediation plan if it becomes necessary. 

150.5.11.4   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.  

150.5.12 Account Management Policy. 
150.5.12.1   Purpose.
This policy establishes a process for initiating, monitoring, reassigning, or terminating all computer, network and telecom related ACCOUNTS for all TIGTA employees, contractors, vendors, and agents (USERS).  The policy also establishes the Account Management process for employees re-assigned within TIGTA.  

This process ensures the following principles: (1) continuity of operations, (2) minimizes threats to computer and network security, and (3) minimizes the potential for compromise of sensitive information.  

150.5.12.2   Scope. 

The scope of this policy includes all ACCOUNTS (i.e., user accounts, administrator accounts, system level accounts, VPN accounts, and e-mail accounts) of all TIGTA authorized USERS.  
150.5.12.3   Policy.

The management of ACCOUNTS (addition, removal, and change) is initiated with the completion of TIGTA Form 5081, Information System User Registration/Change Request (refer to SOP-09.12 TIGTA Form 5081 and SOP-14.2 New Employee Procedure for complete details).  Managers, Security Management, Systems Management, System Administrators, TOTT, Help Desk, and USERS work together to maintain each ACCOUNT to ensure that only authorized access privileges are granted, unauthorized accesses and attempted accesses are logged and reviewed, and only authorized access changes are granted.

150.5.12.4   Organization.

150.5.12.4.1 Responsibilities.

The following paragraphs detail the responsibilities of TIGTA managers, personnel, and USERS in the management of TIGTA ACCOUNTS.

150.5.12.4.1.1 TIGTA Managers.

· TIGTA Managers are responsible for completing TIGTA Form 5081 for all ACCOUNT changes, including adding new ACCOUNTS, adding access privileges to an ACCOUNT, removing access privileges from an ACCOUNT, and removing ACCOUNTS.  

150.5.12.4.1.2 Security Management.

· Upon receipt of TIGTA Form 5081, Security Management will verify that it and the background paperwork for the USER (Form 86) is completed satisfactorily and that TIGTA Form 5081 is signed by the new USER agreeing to security rules.

· In conjunction with Systems Management, Security Management will review a statistical sample of all ACCOUNTS (not less than 1%) to ensure that the paperwork record matches the access privileges granted to each ACCOUNT, including confirming that there is a USER associated with each ACCOUNT.

· In conjunction with Systems Management, Security Management will confirm that all terminated ACCOUNTS and their accompanying access privileges are terminated in a timely fashion.
150.5.12.4.1.3 Systems Management. 
· Upon receipt of TIGTA Form 5081, Systems Management will establish and modify ACCOUNTS and their respective accesses accordingly.  When indicated, Systems Management will issue a Remote Access Request to the Telecom Team.

· Will perform periodic cleanup of user accounts.

· When notified of a user’s resignation, transfer, or dismissal, Systems Management will verify the removal of a user’s access from all systems and issue a Request/Termination Form.  

· When a System Administrator resigns, transfers, or terminates employment with TIGTA, Systems Management will ensure that all userids/passwords for all administrative ACCOUNTS, on all applicable systems, are changed immediately.  
150.5.12.4.1.4 TOTT.
· Upon receipt of a Request/Termination Form the TOTT will either create or initialize the ACCOUNT or remove the ACCOUNT as indicated on the Form.

· Will ensure that all userids/passwords for all TIGTA telecommunication component ACCOUNTS are changed immediately when a TOTT member resigns, transfers, or terminates employment with TIGTA.
150.5.12.4.1.5 System Administrators.
· Will advise their immediate supervisors when they know that they will be departing TIGTA.  
150.5.12.4.1.6 USERS.
· Will report any suspected unauthorized attempts to access systems using their accounts.

· Must report to their supervisors accidental attempts to access unauthorized systems.
150.5.12.4.1.7 Help Desk.

· Will assist USERS on accessing systems when a USER is locked out or has forgotten his/her userid/password.  When needed, the Help Desk will instruct the USER on how to access his/her account and provide support on how to utilize the network.

150.5.12.5   Terminating Computer/Administrative Accounts.

Systems Management receives daily reports of users who resign or transfer; notification for dismissals is immediate.  Once Systems Management is notified of an employee’s change of status, the user’s account will be disabled for 30 days.  After this 30-day period the account will be deleted.  Administrator accounts will be handled differently.  Systems Management will ensure that all administrative ACCOUNTS, on all applicable systems, will be changed (passwords) immediately when a System Administrator transfers or terminates employment with TIGTA.

The schedule for terminating USER/Administrative accounts will be as follows: 

	USER Status
	Schedule for ACCOUNT Termination

	Resignation
	Start of the next business day 

	Transfer
	The last day of employment in an office where a person is working

	Dismissal
	Immediately


150.5.12.6   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.  

150.5.13 Firewall Policy.  
150.5.13.1   Purpose.

TIGTA employs firewalls as an integral component of its security program for the purpose of protecting its network and the sensitive information residing on it.  This policy specifies how firewalls are to be managed and maintained.

150.5.13.2   Scope.

This policy applies to all TCDN firewalls in all TIGTA facilities and provides guidance for the configuration of these devices by the TOTT members assigned to operate and maintain the equipment.

150.5.13.3   Architecture and Terminology.

The TCDN consists of the following components: local area networks (LAN), a wide area network (WAN), and De-Militarized Zones (DMZ).  When describing the direction of network traffic inbound refers to network traffic that originates from sources external to the TCDN; outbound refers to network traffic that originates from sources internal to the TCDN and is destined to a destination external to the TCDN.  

LAN components have a perimeter that is no larger than the facility in which the LAN is physically located.  Each LAN is comprised of a set of TIGTA-owned and controlled computer and network equipment that is physically connected.  There is a router that is the single point of ingress and egress for each LAN.  

A DMZ is comprised of a front-door router, a back-door router, and at least one firewall.  Both routers filter all traffic directed in to the DMZ and pass only authorized traffic to a firewall for further inspection.  The firewall examines all traffic and passes only authorized traffic to the front-door router if the traffic originated at the back-door router or to the back-door router if the traffic originated at the front-door router.

The WAN component is comprised of network equipment (e.g., switches and routers) that interconnects LANs or connects LANs to external resources.  External resources include, but are not limited to, the following: the Internet, the Internal Revenue Service (IRS), the Treasury Communications System (TCS), and remote users (TIGTA employees, contractors, vendors, and agents) accessing the LAN.

The router that is the single ingress and egress point of a LAN is either directly connected to the WAN or to a DMZ.  If connected to a DMZ, the back-door router of the DMZ and the LAN ingress and egress router may be the same router.
When a DMZ is present both the backdoor and front-door routers pass traffic to the firewall, which then passes it on its way (see figure below).  
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Figure 150.7.14.3 – TCDN DMZ

150.5.13.4   Policy.

All firewalls are configured and employed as follows.

· Collectively, all firewalls will be categorized as a General Support System.

· All DMZ’s are protected by a firewall.

· All inbound network traffic to a firewall must originate from a front-door router.  All inbound network traffic from a firewall must be destined to a back-door router.  All inbound traffic from an unprotected network or DMZ must be routed through a firewall.

· All network traffic originating from a network protected by a firewall and destined to an unprotected network should be routed through a router.

· All firewalls will prohibit the passage of all inbound network traffic that is not explicitly permitted.

· All firewalls will permit the passage of all outbound network traffic that is not explicitly prohibited.

· Security policies will be implemented in all firewalls to block network traffic that is known to present a security risk to the protected network.  

· If a firewall should fail, it will fail to a configuration that both prohibits the passage of all network traffic and requires a manual reset by a member of the TOTT.

· All firewalls will run on a dedicated computer or appliance device.  All non-firewall related hardware and software will be deleted or disabled, with appropriate approval from TIGTA Security Management and Systems Management, unless the software is known to be compatible with the firewall as certified by the firewall manufacturer.

· All firewalls will run on a dedicated computer or appliance device.  All non-firewall related hardware and software will be deleted or disabled, with appropriate approval from TIGTA Security Management and Systems Management, unless the software is known to be compatible with the firewall as certified by the firewall manufacturer.

· No changes to the configuration of a TCDN firewall are permitted without written authorization from the TIGTA Director of Security Management and CIO. During non-business hours, the System Administrator is authorized to make configuration changes after coordinating with the TOTT Team Lead who will advise the Director of Security Management that a configuration change is required to eliminate an emergent threat/weakness.   The Director of Security Management will review and have the change tested in the lab and upon completion of successful testing, will provide written authorization for the change after the fact.

· Care will be taken when configuring the operating system (OS) of all application firewalls.  The OS configuration will strictly follow security policies, because the greatest disadvantage of implementing firewalls on top of commercial operating systems is the potential presence of vulnerabilities that might undermine the security posture of the platform itself.  Also, most firewall breaches result from misconfigurations caused by administrators.

150.5.13.5   Windows 2000 Ports to Block.

The following table provides a summary of Windows 2000 Port Numbers that are to be blocked both inbound and outbound at the firewall.   

	Port Number
	Protocol
	Description

	3268
	TCP
	Global Catalog with LDAP

	3269
	TCP
	Global Catalog with LDAP and SSL encryption

	544
	TCP
	Kerberos KSHELL

	464
	TCP/UDP
	Kerberos Passwords

	88
	TCP/UDP
	Kerberos Secure Authentication

	636
	TCP
	LDAP SSL

	389
	TCP/UDP
	LDAP

	137
	TCP
	NetBIOS query requests

	138
	TCP
	NetBIOS query responses

	139
	TCP
	NetBIOS Session (for SMB or CIFS)

	135
	TCP
	RPC Mapper

	445
	TCP
	SMB Without NetBIOS (CIFS)

	3389
	TCP
	Terminal Server

	42
	TCP
	WINS Replication


150.5.13.6   Firewall Administration.

The TIGTA Director of Security Management has the primary responsibility for maintaining the security of the TIGTA WAN.  The Director of Systems Management will establish the detailed procedures for the operation and maintenance of the TIGTA infrastructure to include its firewalls.

150.5.13.6.1 Roles and Responsibilities.

Only the TOTT will have access to firewalls and will have the primary responsibility for the proper maintenance and configuration of all firewalls.  In the context of this policy, anyone who is not an Administrator is a user.

150.5.13.6.1.1 Administrator.

· All members of the TOTT have Firewall Administrator responsibilities.  Only an Administrator will make changes to the configuration of a firewall.  Administrators will provide appropriate contact information to ensure they can be located when needed.

· Administrators must have a thorough understanding of network concepts and implementation.  Prior hands-on experience with networking concepts, design, and implementation is essential to ensuring the correct configuration and proper administration of firewalls.  Administrators will receive training in the configuration of the specific firewalls employed and in network security principles and practices that are updated at least annually.

· All TOTT members will have a user account for firewalls.  A separate account must be setup for each TOTT team member.  TIGTA Security Management personnel will have read access accounts for the firewalls.  
150.5.13.6.1.2 Users.

· Anyone who is not an Administrator is a user.

· A firewall must prohibit access from unauthorized users.  Users must not circumvent or attempt to circumvent any policy enforced by a firewall.

· As Administrators, the members of the TOTT may have a user account on a firewall.  A separate account must be set up for each Administrator.

150.5.13.6.2 Authorized Network Traffic.

A firewall's configuration controls its operation, the purpose of which is to identify authorized network traffic and permit it to continue towards its destination.  Its configuration derives from a risk assessment and the security needs of the services, applications, and resources of the internal, trusted LAN.  A configuration management process will be the principal means of maintaining the configuration to ensure that only authorized network traffic is approved to continue by the firewall.

The Firewall Standard Operation Procedures will specify the detailed configuration for all firewalls.

150.5.13.6.3 Configuration Management.

A Firewall Configuration Management Team will be responsible for reviewing all requested changes to the configuration of all TCDN firewalls and determining if the change is permitted.  All changes must be reviewed critically in the context of their affect upon the security of the TIGTA WAN.

If the change is to facilitate the activities of an application, service, or system, then those activities must be reviewed for potential vulnerabilities that might compromise the security of the TIGTA WAN.  The application, service, or system itself must be reviewed for potential vulnerabilities that might compromise the security of the TIGTA WAN.

All requested changes must be tested on a firewall that is not connected to the TIGTA WAN prior to deployment on the network to ensure that it will not compromise the security of the TIGTA WAN.  Once a change has been thoroughly tested and is approved for use, it is passed to the TOTT Team lead so that appropriate configuration changes can be made.

In an emergency, changes can be made immediately but those changes will be reviewed by the Configuration Management Team to determine their overall impact on the network and the Security Management Office will provide written approval for the change.

150.5.13.6.4 Intrusion Detection.

The firewall must provide a detailed log of all sessions so that they can be reviewed for any anomalies.

Assigned TOTT members must review the log files each day to detect if there are intrusions (security incidents) that require investigation.  All security incidents must be reported to the Security Management Office.  

A security incident is an event that threatens the confidentiality, integrity, or availability of an information system resource.  A security incident report includes at least the following information:

· Identification of the security incident

· Evaluation or assessment of the incident

· Response to the incident

The Security Management Office will have the option to review the firewall log files at any time.  For further information refer to TIGTA Operations Manual (500)-150.5.10, TIGTA Incident Response Policy.  

150.5.13.6.5 Remote Administration.

The preferred method for firewall administration is directly through a physically attached terminal.  Direct access ensures that potential adversaries are unable to access the communication between the Administrator and the firewall.

If a firewall permits remote configuration, the updates should originate from a source that is known to be from within the TIGTA WAN.  However, if it becomes necessary to configure the firewall from outside the TIGTA WAN, strong password authentication must be employed as well as encryption.  Remote administration will employ methods that are compliant and certified in accordance with FIPS 140-2.  

150.5.13.6.6 Backup.

The TOTT will ensure that a configuration profile for each firewall is maintained and safeguarded both separate from the firewall on the TIGTA network and at a secure, off-site location.  

150.5.13.7   Physical and Environmental Security.

A firewall must be deployed in a physically and environmentally secure location within a TIGTA space or the space of a host government agency.  A secure location must meet the following requirements:

· Network equipment, especially firewalls, should be located in a “limited access area” which is defined as a rack with two secured side panels and a secured front and back door that can be locked.  This area should be under supervision 24 hours a day and 7 days a week.
· To the extent possible, physical access to the firewall should be restricted to TOTT members.  The effectiveness of physical access controls must be reviewed both during normal business hours and at other times.

· Mechanisms must be in place to protect the firewall from physical damage, theft, power surges, electrostatic discharge, magnetic fields, water, overheating, and other forms of physical threats.

150.5.13.8   Cognizant Authority.

The TIGTA Director of Security Management, in conjunction with the Director of Systems Management, will be responsible for maintaining this policy.  

150.5.14 Out-of-Band Management Policy. 
150.5.14.1   Purpose.

The purpose of this policy is to provide guidelines for Out-of-Band Management (OBM) access to the telecommunications infrastructure comprising the TCDN.  OBM access permits telecommunication devices to be managed from locations that are not physically attached to the device, including both internal and external points of origination.

150.5.14.2   Scope.

This policy applies to all TOTT members authorized to use OBM to access devices on the TCDN.  

150.5.14.3   Policy.

· Only active and full-time members of the TOTT will be granted the authority to use OBM. 

· Only TIGTA approved and authorized technologies may be used for OBM.

· OBM technologies may permit access to authorized TOTT Administrators from locations known both to originate from within the TCDN and to use a path that is completely within the TCDN.  All other access must use encryption to protect the communication path from the TOTT Administrator point of origin up to the OBM technology.

· Only TIGTA approved and authorized technologies may be used to support the encryption needed by an OBM technology.  See (500)-150.5.9, TIGTA Encryption Policy for more information.

· Approved and authorized OBM and encryption technology will be installed at TIGTA offices that both have a responsibility to manage the network and need to do so using networks that are not part of the TCDN.

· TOTT Administrators who are authorized and assigned OBM and encryption technologies for remote use must ensure the technologies are protected from loss.

· All suspected compromises in OBM technology must be reported and logged.  Compromises will be reported to the TIGTA Security Management Office. 

150.5.14.4   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.  

150.5.15 Personal Digital Assistant Policy.  
150.5.15.1   Overview.
The proliferation of PDA technology is expanding rapidly.  While providing productivity benefits, the ability of these devices to store and transmit sensitive information through wired and wireless networks poses potential risks to TIGTA’s security.  The employment of PDAs brings with it many risks including:

· User authentication may be disabled, a common default mode, providing access to the contents of the device to anyone who possesses it.

· Even if user authentication is enabled, the authentication mechanism may be weak or easily circumvented.

· Wireless transmissions may be intercepted and, if unencrypted or encrypted under an unapproved protocol, their contents may be deciphered.  Refer to TIGTA Operations Manual (500)-150.5.9, TIGTA Encryption Policy.  

· The ease with which handheld devices can be interconnected wirelessly, combined with weak or no authentication of the parties involved, provides new avenues for the introduction of viruses or other types of malicious code, and other forms of attack.

· Because of their small size, handheld devices may be misplaced, left unattended, or stolen.

150.5.15.2   Purpose.

This policy is intended to establish PDA rules for the proper use, interface, and protection of TIGTA approved and provided PDAs, and the data residing in/on the PDA. 
150.5.15.3   Scope. 

The scope of this policy includes all TIGTA owned PDAs, associated TIGTA provided personal computers, and the data residing in the PDA.  
150.5.15.4   Policy.

The following rules apply to all TIGTA PDAs distributed throughout TIGTA.

· Only authorized TIGTA personnel will be issued PDAs.
· Authorized personnel will be provided with guidelines and policies describing how the PDA is to be used, and asked to sign Form 1930, Custody Receipt for Government Property. 

· TIGTA PDAs will be password protected.  All passwords and the password configuration will adhere to TIGTA Operations Manual (500)-150.5.4, TIGTA Password Policy.

· PDAs will automatically go into lock mode when left idle for more than 15 minutes.   
· Only PDAs provided by TIGTA will be used or interfaced with the TIGTA network or TIGTA provided equipment (laptops).  TIGTA PDAs will not, under any circumstances, be interfaced with an employee’s personal computer equipment.  

· Encryption will be used to protect sensitive data residing on PDAs.

· When the decision is made to configure PDAs for wireless connectivity, TIGTA Operations Manual (500)-150.5.6, TIGTA VPN Policy will be adhered to.  

· TIGTA PDAs are to be safeguarded as outlined in the TIGTA Operations Manual (500)-140.2, Personal Property Management Program.

150.5.15.5   Organization.

150.5.15.5.1 Responsibilities.

The following table details the multiple roles that TIGTA managers, personnel, and users (all TIGTA employees) play in providing adequate security for PDAs and their contents.

150.5.15.5.1.1 TIGTA Managers.

· Will identify subordinates authorized to receive PDAs and ensure that they receive appropriate training.
150.5.15.5.1.2 Security Management.

· In conjunction with Systems Management, will develop and distribute security settings for PDAs.  

· Will monitor and enforce TIGTA security policies for PDAs.  

· Will conduct random audits of PDAs distributed to TIGTA employees to ensure that the proper security features are used.   
150.5.15.5.1.3 Systems Management. 

· In conjunction with Security Management, will develop and distribute security settings for PDAs.  

· Will tag and track all PDAs distributed by TIGTA.  

· Ensure that a FIPS 140-2 and TIGTA Operations Manual (500)-150.5.9, TIGTA Encryption Policy compliant cryptographic system is used to protect sensitive data residing on the PDA.  

· Ensure that all PDAs are configured with TIGTA approved and authorized anti-virus protection.  The anti-virus software utilized on the PDA will have a method to update its software and signatures automatically during synchronization.

· Ensure all PDAs display user contact information at power on.  
· Ensure that TIGTA PDAs will be password protected with security settings approved by Security Management and compliant with the TIGTA Password Policy (see TIGTA Operations Manual (500)-150.5.4).  If a password is improperly entered after a specified number of attempts (not to exceed 10), the PDA will erase all the data in memory.
· Ensure that the following databases, at a minimum, will be encrypted and the system will be configured in such a fashion that encryption is transparent to the user:  e-mail, address book, date book, and hot sync utility. 

· Ensure that applications running on the PDAs will be standardized in order to better define the vulnerabilities and methods that might be used to access sensitive information.

· Ensure that only an administrator has the ability to alter the settings of a PDA.  

· Ensure that the PDA is configured to automatically go into a lock mode, if: the PDA is idle for more than 15 minutes, the user turns the PDA off, or the user initiates a soft reset.  In order to re-activate the device from the lock mode, the user will have to successfully enter his/her password.  When the lock mode is active, the PDA should display the native PDA lock screen. 

· Ensure that PDAs are configured to prevent users from modifying the PDA’s configuration.  For example, the user will not have the ability to turn the password protection on and off or activate or load applications that have not been approved by the IT department. All approved applications will require a password upon execution.

· Will configure the PDA to connect to the TIGTA network using TIGTA’s approved VPN solution.  The PDA itself will need to be protected from unauthorized access.  

· Will configure the PDA to require a password to synchronize the device.  If the password fails, synchronization will not occur.  

· Ensure that the infrared port on the PDA is disabled.  In an emergency, the administrator may enable the infrared port for PDA maintenance.

150.5.15.5.1.4 User.
· Will protect the PDA in accordance with TIGTA Operations Manual (500)-150.5.2, TIGTA Acceptable Use Policy and TIGTA Operations Manual (500)-140.2, Personal Property Management Program – Policy, and report its loss immediately.  

· All instances of loss, damage or theft of a PDA are to be reported to the TIGTA Property Office, Security Management Office, and immediate supervisor as outlined in the TIGTA Operations Manual (500)-140, Personal Property Management Program.  

· Is not authorized to activate or load applications that have not been approved by the IT department; not all applications loaded on PDAs will be authorized for use.  At this time, only the PDA provided software is approved to support PDA e-mail activity.  

· Will not tamper with or attempt to change the configuration of TIGTA PDAs.   

· Is required to synchronize their laptops and their PDA on a regular basis.  Synchronization will provide users with a backup of his/her PDA data.  
· Will return distributed PDAs to Systems Management upon transfer, resignation, or dismissal.  
· If a PDA carrying case is provided, will insert his/her business card into it.  If the PDA is lost, this will facilitate its return even if the finder doesn’t feel comfortable powering on the PDA, which displays the contact information.

· All TIGTA PDA users must adhere to TIGTA Operations Manual (500)-150.5.2, TIGTA Acceptable Use Policy, and other TIGTA policies concerning Personal Property and Ethics.

150.5.15.5.1.5 Help Desk.

· Will assist in accessing systems when a user is locked out or has forgotten the userid/password.  When needed, the Help Desk will instruct the users on how to access their account and provide them with support on how to utilize the network.
150.5.15.6   Cognizant Authority.

The TIGTA Security Management Office is responsible for maintaining this policy.  

150.5.16 Router Security Policy.   

150.5.16.1   Purpose.

Routers are the network components responsible for the movement of data traffic through the TIGTA WAN.  This policy specifies how TIGTA routers are to be managed and maintained.

150.5.16.2   Scope.

This policy applies to all TCDN routers.

150.5.16.3   Architecture and Terminology.

The TCDN consists of the following components: LAN, a WAN, and DMZ.

LAN components have a perimeter that is no larger than the facility in which the LAN is physically located.  Each LAN is comprised of a set of TIGTA-owned and controlled computer and network equipment that is physically connected.  There is a router that is the single point of ingress and egress for each LAN.  

A DMZ is comprised of a front-door router, a back-door router, and at least one firewall.  Both routers filter all incoming traffic and pass only authorized traffic to a firewall for further inspection.  The firewall examines all traffic and passes only authorized traffic to the front-door router if the traffic originated at the back-door router or to the back-door router if the traffic originated at the front-door router.

The WAN component is comprised of network equipment (e.g., switches and routers) that interconnects LANs or connects LANs to external resources.  External resources include, but are not limited to, the following: the World Wide Web (Internet), the IRS, the TCS, and remote users (TIGTA employees, contractors, vendors, and agents).

The router that is the single ingress and egress point of a LAN is either directly connected to the WAN or to a DMZ.  If connected to a DMZ, the back-door router of the DMZ and the LAN ingress and egress router may be the same router.

150.5.16.4   Policy.

All routers are configured and employed as follows:

· Collectively, all routers will be categorized as a General Support System.

· By definition, network traffic that originates from an external resource is inbound.  Network traffic that is destined for an external resource is outbound.  All other network traffic is inbound or outbound according to ordinary and customary definition.

· All routers will prohibit the passage of all inbound network traffic that is not explicitly permitted.

· All routers will permit the passage of all outbound network traffic that is not explicitly prohibited.

· All routers will prohibit the passage of all outbound network traffic that is known to expose any information regarding the configuration of the network or any of its components.

· If a router should fail, it will fail to a configuration that both prohibits the passage of all network traffic and requires a manual reset by a member of the TOTT.

· The configuration of each router will be reviewed and compared to FIPS 140-2 standards and specifications.  

· No routine changes to the configuration of a router will be permitted without the expressed written authorization from the Director of Security Management.  During non-business hours, the System Administrator is authorized to make configuration changes after coordinating with the TOTT Team Lead who will advise the Director of Security Management that a configuration change is required to eliminate an emergent threat/weakness.   The Director of Security Management will review and have the change tested in the lab and upon completion of successful testing, will provide written authorization for the change after the fact.   

· All routers must employ the following banner statement: 

“UNAUTHORIZED ACCESS TO THIS NETWORK DEVICE IS PROHIBITED.  You must have explicit permission to access or configure this device.  All activities performed on this device will be logged, and violations of this policy will result in disciplinary action, and will be reported to law enforcement.  There is no right to privacy on this device.”   

· Router upgrades must be fully tested before implementation on the operational network unless notification of a problem is received during non-business hours requiring an immediate change.  

· All network traffic that originates from an external source must pass through a firewall for review prior to entering a LAN.

· A LAN must only accept inbound network traffic that originates from the WAN or from a DMZ.  It must only permit the inbound passage of authorized network traffic.

· A LAN must only permit the passage of outbound network traffic that is destined to the WAN or a DMZ.  It must only permit the outbound passage of authorized network traffic.

· A WAN must only accept inbound network traffic that originates from a LAN or a DMZ.

· A WAN must only permit outbound network traffic that is destined for a LAN or a DMZ.

· A DMZ must accept all inbound network traffic but must only permit the passage of authorized network traffic, as determined by its routers and firewalls.

150.5.16.5   Router Administration.

The TIGTA Director of Security Management has the primary responsibility for maintaining the security of the TIGTA WAN.  The Director of Systems Management will establish the detailed procedures for the operation and maintenance of the TIGTA infrastructure to include its routers.

150.5.16.5.1 Roles and Responsibilities.

Only the TOTT will have access to TCDN routers and will have the primary responsibility for the proper maintenance and configuration of all routers.  In the context of this policy, anyone who is not an Administrator is a user.

150.5.16.5.1.1 Administrator.

· All members of the TOTT have Router Administrator responsibilities.  Only an Administrator will make changes to the configuration of a router.  Administrators will provide appropriate contact information to ensure they can be located when needed.  

· Administrators must have a thorough understanding of network concepts and implementation.  Prior hands-on experience with networking concepts, design, and implementation is essential to ensuring the correct configuration and proper administration of routers.  Administrators will receive training in the configuration of the specific routers employed and in network security principles and practices that are updated at least annually. 

· All TOTT members will have a user account for routers.  A separate account must be set up for each member of the team.

150.5.16.5.1.2 Users.

· Anyone who is not an Administrator is a user.

· A router must prohibit access from unauthorized users.  Users must not circumvent or attempt to circumvent any policy enforced by a router.

· As Administrators, members of the TOTT may have a user account on a router.  A separate account must be set up for each Administrator.

150.5.16.5.2 Rulesets.

A router's configuration controls its operation.  A configuration is comprised of rulesets.  Rulesets derive from a traffic matrix and define what constitutes both authorized and unauthorized network traffic.  All routers will employ rulesets that will permit the flow of authorized network traffic according to the findings derived from a risk assessment and consistent with TIGTA Operations Manual (500)-150.5.2, TIGTA Acceptable Use Policy.  A configuration management process will be the principal means of maintaining the traffic matrix.

The Router Standard Operating Procedures will specify the detailed traffic matrix for all routers.

The following tables present common services that all perimeter/boundary routers must restrict because they can be used to gather information about the protected network or they have weaknesses that can be exploited against the WAN.  

Table 150.5.17.5.2-1: 
Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) Servers to Completely Block at the Perimeter/Boundary Router 
	Port(s) (Transport)
	Server
	Port(s) (Transport)
	Server

	1 (TCP & UDP)
	Tcpmux
	1245 (TCP)
	VooDoo Doll

	7 (TCP & UDP) 
	Echo
	1349 (UDP)
	Back Orifice DLL

	9 (TCP & UDP)
	Discard
	1492 (TCP)
	FTP99CMP

	11 (TCP & UDP)
	Systat
	1600 (TCP)
	Shivka-Burka

	13 (TCP & UDP) 
	Daytime
	1761 – 1764 (TCP & UDP)
	sms-helpdesk

	15 (TCP & UDP)
	Netstat
	1807 (TCP)
	SpySender

	17 (TCP & UDP)
	Qotd
	1981 (TCP)
	Shockrave

	19 (TCP & UDP)
	Chargen
	1999 (TCP)
	BackDoor

	37 (TCP & UDP)
	Time
	2001 (TCP)
	Trojan Cow

	43 (TCP & UDP)
	Whois
	2023 (TCP)
	Ripper

	67 (TCP & UDP)
	Bootps
	2049 (TCP & UDP)
	nfs

	68 (TCP & UDP)
	Bootpc
	2115 (TCP) 
	Bugs

	69 (UDP)
	Tftp
	2140 (TCP)
	Deep Throat

	79 (TCP)
	finger
	2222 (TCP)
	Subseven21

	93 (TCP)
	Supdup
	2301 (TCP & UDP)
	compaqdiagm

	111 (TCP & UDP)
	Sunrpc
	2565 (TCP)
	Striker

	135 (TCP & UDP)
	loc-srv
	2583 (TCP)
	WinCrash

	137 (TCP & UDP)
	netbios-ns
	2701 (TCP & UDP)
	sms-rcinfo

	138 (TCP & UDP)
	netbios-dgm
	2702 (TCP & UDP)
	sms-remctrl

	139 (TCP & UDP)
	netbios-ssn
	2703 (TCP & UDP)
	sms-chat

	161 (TCP & UDP)
	snmp
	2704 (TCP & UDP)
	sms-xfer

	162 (TCP & UDP)
	snmp trap
	2801 (TCP)
	Phineas P.

	177 (TCP & UDP)
	Xdmcp
	4045 (UDP)
	lockd

	445 (TCP & UDP)
	microsoft-ds
	5800-5899 (TCP)
	winvnc web server

	512 (TCP)
	Rexec
	5900-5999 (TCP)
	winvnc

	513 (TCP)
	rlogin
	6000-6063 (TCP)
	X11 Window System

	513 (UDP)
	Who
	6665-6669 (TCP) 
	irc

	514 (TCP)
	rsh, rcp, rdist, rdump, rrestore
	6711-6712 (TCP)
	Subseven

	514 (UDP)
	syslog
	6776 (TCP)
	Subseven

	515 (TCP)
	Lpr
	7000 (TCP)
	Subseven 21

	517 (UDP)
	Talk
	12345-12346 (TCP)
	NetBus

	518 (UDP)
	Ntalk
	16660 (TCP)
	Stacheldraht

	540 (TCP)
	Uucp
	27444 (UDP)
	Trinoo

	550 (TCP & UDP)
	new who
	27665 (TCP)
	Trinoo

	1024 (TCP)
	NetSpy
	31335 (UDP)
	Trinoo

	1045 (TCP)
	Rasmin
	31337 – 31338 (TCP & UDP)
	Back Orifice

	1090 (TCP)
	Xtreme
	32700 – 32900 (TCP & UDP)
	RPC services

	1170 (TCP)
	Psyber S.S.
	33270 (TCP)
	Trinity V3

	1234 (TCP)
	Ultors Trojan
	39168 (TCP)
	Trinity V3

	1243 (TCP)
	Backdoor-G
	65000 (TCP)
	Stacheldraht


Table 150.5.17.5.2-2:
TCP or UDP Servers to Allow 
Limited Access at the Perimeter/Boundary Router  

	Port(s) (Transport)
	Server

	20 (TCP)
	ftpdata

	21 (TCP)
	ftp

	22 (TCP)
	ssh

	23 (TCP)
	telnet

	25 (TCP)
	smtp

	53 (TCP & UDP)
	domain

	80 (TCP)
	http

	110 (TCP)
	pop3

	119 (TCP)
	nntp

	123 (TCP)
	ntp

	143 (TCP)
	imap

	179 (TCP)
	bgp

	389 (TCP & UDP)
	ldap

	443 (TCP)
	ssl

	1080 (TCP)
	socks

	3128 (TCP)
	squid

	8000 (TCP)
	http (alternate)

	8080 (TCP)
	http-alt

	8888 (TCP)
	http (alternate)


Table 150.5.17.5.2-3: 
Internet Control Message Protocol (ICMP) Message Types to Allow 
Outbound at the Perimeter/Boundary Router 

	Message Types

	Number
	Name

	4
	source quench

	8
	echo request (ping)

	12
	parameter problem


Table 150.5.17.5.2-4: 
ICMP Message Types to Allow 
Inbound at the Perimeter/Boundary Router 

	Message Types

	Number
	Name

	0
	echo reply

	3
	destination unreachable

	4
	source quench

	11
	time exceeded

	12 
	parameter problem


150.5.16.5.3 Configuration Management.

A Router Configuration Management Team will be responsible for reviewing all requested changes to the configuration of all routers and determining if the change is permitted.  Since routers are the first and principal line of defense protecting the TIGTA WAN, all changes must be reviewed critically in the context of their affect upon the security of the TIGTA WAN.

If the change is to facilitate the activities of an application, service, or system, then those activities must be tested for potential vulnerabilities that might compromise the security of the TIGTA WAN.  The application, service, or system itself must also be tested for potential vulnerabilities that might compromise the security of the TIGTA WAN.

All requested changes must be tested on a router that is not connected to the TIGTA WAN prior to deployment on the network to ensure that it will not compromise the security of the TIGTA WAN.  Certification of this testing must be approved by Systems Management with written concurrence from the Director of Security Management.  Once a change has been thoroughly tested and is approved for use, it is passed to the TOTT Team lead so that appropriate configuration changes can be made.

During non-business hours, the System Administrator is authorized to make configuration changes after advising the TOTT Team Lead as to the nature of the change and the reason for making the change.  The TOTT Team Lead will notify with the Director of Security Management that a configuration change is required to eliminate an emergent threat/weakness.   The following business day, the Director of Security Management will have the Security Management Team review the change and test it in the lab and upon completion of successful testing confirm the change in writing.   

150.5.16.5.4 Intrusion Detection.

A router must log all network traffic for which the router action in its ruleset is denied.

Assigned TOTT members must review the log files to detect suspicious patterns that may indicate if there are intrusions (security incidents) that require investigation.  All security incidents must be reported to the Security Management Office.

A security incident is an event that threatens the confidentiality, integrity, or availability of an information system resource.  A security incident report includes at least the following information:

· Identification of the security incident

· Evaluation or assessment of the incident

· Response to the incident

Refer to TIGTA Operations Manual (500)-150.5.10, TIGTA Incident Response Policy.

150.5.16.5.5 Remote Administration.

The preferred method for router administration is directly through a physically attached terminal.  Direct access ensures that potential adversaries are unable to access the communication between the Administrator and the router.

If a router permits remote configuration, the updates should originate from a source that is known to be from within the TIGTA WAN if feasible.  However, if it becomes necessary to configure the router from outside the TIGTA WAN, strong password authentication must be employed as well as encryption.  Remote administration will employ methods that are compliant and certified in accordance with FIPS 140-2.  

150.5.16.5.6 Backup.

The TOTT will ensure that a configuration profile for each router is maintained and safeguarded both separate from the router on the TIGTA network and at a secure, off-site location.  

150.5.16.6   Physical and Environmental Security.

A router must be deployed in a physically and environmentally secure location within a TIGTA space or the space of a host government agency.  A secure location must meet the following requirements:

· Network equipment, especially routers, should be located in a limited access area or in an equipment rack that can be locked.  This area should be under supervision 24 hours a day and 7 days a week.
· To the extent possible, physical access to the router should be restricted to TOTT members.  The effectiveness of physical access controls must be reviewed both during normal business hours and at other times.

· Mechanisms must be in place to protect the router from physical damage, theft, power surges, electrostatic discharge, magnetic fields, water, overheating, and other forms of physical threats.

· During those periods when the room/rack housing the routers, switches, hubs and other network equipment is not manned by TOTT personnel it will be secured so as to prevent access by unauthorized personnel.  

150.5.16.7   Cognizant Authority.

The TIGTA Director of Security Management, in conjunction with the Director of Systems Management, will be responsible for maintaining this policy.  
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150.5.31 Personal Identity Verification (PIV) Credential Policy.

150.5.31.1   Overview.

The Homeland Security Presidential Directive 12 (HSPD-12), Policy for a Common Identification Standard for Federal Employees and Contractors, requires the development and implementation of a mandatory, government-wide standard for secure and reliable forms of identification for Federal employees and contractors to increase the security of Federal facilities and information systems.  As required by the Directive, the Department of Commerce issued Federal Information Processing Standard 201 (FIPS 201).  The Treasury Inspector General for Tax Administration (TIGTA) must follow the standard set forth in FIPS 201, Office of Management and Budget (OMB) Memorandum M-05-24, and National Institute of Standards and Technology (NIST) Special Publication (SP) 800-79 when implementing HSPD-12.  
150.5.31.2   Purpose.
The purpose of this PIV Credential Policy is to establish a process for initiating, monitoring, or revoking PIV Credentials for all TIGTA employees and contractors.  

150.5.31.3   Scope.

The scope of this policy includes all TIGTA employees and contractors who require long-term (six months or more) access to federally-controlled facilities and/or information systems.  The term contractor includes, but is not limited to an employee of a contracting company, a personal service contractor, or consultant.  This policy does not apply to occasional visitors, temporary hires, or short-term guests to whom TIGTA would issue temporary identification (with restricted access).
150.5.31.4   Policy.

TIGTA must ensure the following conditions are met for issuing and maintaining PIV Credentials:  

3. A PIV Credential is issued only: 
· To an individual whose true identity has been verified; 

· Subsequent to a request to process an Applicant for a PIV Credential by an authorized authority (e.g., sponsor); 

· After a proper authorized authority (e.g., Registrar) has authorized issuance of the Credential; and 

· Upon a favorable background check which satisfies the requirements of FIPS 201.

4. If unable to favorably adjudicate the results of the FBI criminal history record check, the Applicant will not be issued an interim PIV Credential.  The Applicant must be treated as a visitor until such time the National Agency Check with Inquiries (NACI) is returned by the Office of Personnel Management (OPM) and adjudicated by TIGTA.  The Registrar must notify the Sponsor and the PIV Card Issuing Facility (PCIF) Issuer that the Applicant did not receive a favorable FBI criminal history record check.  TIGTA may exercise the option to end the PIV process at anytime that unfavorable information is received on a PIV Applicant.  If TIGTA decides to end the PIV process, the Applicant will be entitled to appeal the decision (refer to 150.5.33.7 Appeal Rights for Applicant, below).
5. An individual is issued a PIV Credential only after presenting two acceptable, authentic “identity source documents,” at least one of which is a valid Federal or State government issued picture ID.  If the Applicant fails to bring the required documents to the appointment, the Registrar will reschedule the appointment.  At the discretion of the Office of Information Technology (OIT) Personnel Security, the Applicant may be issued a one-day visitor badge or the Applicant may be turned away and removed from the facility.  

6. For new employees or contractors, each Applicant will be afforded three opportunities within three business days of entry-on-duty (EOD) date or anytime prior to the EOD date, to provide the documents required for identity proofing and the initiation of the background investigation.  If the Applicant fails to provide the documents, the Registrar must notify the Sponsor and the PCIF Issuer that the Applicant has failed to comply with the PIV requirements. 

7. Fraudulent or altered identity source documents will not be accepted as being authentic. 

8. Any person suspected by, or known to, the government as being a terrorist or is under a statutory, OPM, or Bureau debarment, must not be issued a PIV Credential. 

9. No substitution of one person for another can occur in the identity proofing and PIV Credential issuing process, per FIPS 201, 2.1 Control Objectives.  Specifically, the individual who applies for a PIV Credential, who submits identity source documents, who appears for identity proofing, whose fingerprints are checked against applicable databases, and who appears to obtain the issued PIV Credential must be the same person as the one to whom the PIV Credential is issued.  Also, one PIV role must not act as a proxy for another PIV role in the identity proofing process.  Refer to FIPS 201, A.1.1.1 Roles and Responsibilities, which states that “PIV applicant, sponsor, registrar, and issuer are mutually exclusive; no individual will hold more than one of these roles in the identity proofing and registration process.”
10. No single individual as a PIV Credential PCIF Issuer, acting alone, will be authorized or technically capable of issuing a PIV Credential or able to cause one to be issued. 

11. Current TIGTA employees or contractors requiring a replacement PIV Credential, for whatever reason, must undergo the PIV process and may not be issued a new identification badge until the PIV process has been completed.  A new background investigation and fingerprints will not be required if the employee has a favorable background investigation on file.  The Registrar shall verify that the employee is in good standing and personnel records are current before authorizing and reissuing the PIV Credential and TIGTA-specific credentials.  The employee/contractor may not be issued a new PIV Credential if the Registrar is unable to favorably adjudicate the background investigation.  The employee/contractor is entitled to appeal the decision (refer to 150.5.32.7 Appeal Rights for Applicant, below). 
12. TIGTA employees and contractors who have not completed the PIV Credential issuance process and lose their non-PIV conformant ID may not be issued a replacement until the PIV process has been completed.
13. Lost PIV Credentials must be reported to the TIGTA OIT Personnel Security within 24 hours of becoming aware of the loss.  Personnel Security must take appropriate steps to remove the PIV Credential from the system.

14. PIV Credentials that are expired or invalidated must be immediately revoked.

15. PIV Credentials must be issued to all Federal employees and contractors who require long-term (six months or more) access to federally controlled facilities and/or information systems.        

16. All TIGTA vacancy announcements, position descriptions, and contract statements of work must indicate that:

· Eligibility for a PIV Credential is required; 

· Must have a successfully adjudicated NACI or equivalent background investigation to be eligible for a PIV Credential; and 

· Must maintain PIV Credential eligibility during service with TIGTA.

150.5.31.5   Responsibilities.

150.5.31.5.1 PIV Credential Holders.

Each Applicant must be notified in writing (prior to issuance) of the responsibilities of holding a PIV Credential and notified of the requirements to protect the PIV Credential.  

PIV Credential holders must: 

Maintain PIV Credential eligibility during employment with TIGTA;
Not attempt to copy, modify, or obtain data from any PIV Credential;

Not assist others in gaining unauthorized access to federal facilities or information; and

Report the loss or theft of an issued PIV Credential to the TIGTA Help Desk within 24 hours of noting its disappearance. 

150.5.31.5.2 Employees Involved in PIV Credential Issuance.

Employees administering the PIV process (i.e., Sponsor, Applicant, Registrar, PCIF Issuer, Remote Issuer, and Enrollment Official) have access to personal information.  

Employees involved in the PIV issuance process must: 

Provide adequate protection to the information to which they have access.  

Not disclose PIV Applicant’s personal information to any unauthorized persons.

Meet the following minimum criteria:

· Valid background investigation on file (minimum of a NACI)

· Identified in writing by the TIGTA Inspector General

· Undergone an approved training process

17. Not participate in the PIV process conducted on the behalf of family members or close personal friends.  

18. Only serve in one role per Applicant in the PIV process.  

150.5.31.6   PIV Adjudication Guidance.  

· TIGTA must use suitability criteria outlined in 5 CFR 731, 5 CFR 752, or the “Adjudicative Guidelines for Determining Eligibility for Access to Classified Information,” dated March 24, 1997, when making adjudicative determinations for all Applicants being considered for issuance of an identity PIV Credential in accordance with HSPD-12. 

· TIGTA must use 5 CFR 731 or the “Adjudicative Guidelines for Determining Eligibility for Access to Classified Information,” dated March 24, 1997, when making adjudicative determinations on contractor Applicants being considered for issuance of an identity Credential under HSPD-12. 

150.5.31.7   Appeal Rights for Applicant.

150.5.31.7.1 Employee.

TIGTA must follow the appeals rights found in either 5 CFR 731 or 5 CFR 752, as applicable, and TIGTA Operations Manual (600)-70.8.1 Guideline of Offenses and Penalties when the background investigation is not favorably adjudicated for Applicants.  

150.5.31.7.2 Contractors. 

TIGTA officials adjudicating the investigation must provide the contractor the reason(s) for the unfavorable decision in writing.  A copy of the decision will not be provided to the contractor’s company.  The contractor may request a review.  The request must be in writing and sent via facsimile or, if mailed, postmarked within 10 calendar days of receipt of the unfavorable decision.  The request must be addressed to the adjudicating office.  The adjudicating office will review the request and determine if the adjudication decision should be sustained, modified, or reversed, and notify the contractor of the decision. The contractor must also be informed that the decision is final.  If the final determination is unfavorable, the Contracting Officers Technical Representative (COTR) will be informed by letter that the contractor is ineligible for a PIV Credential.  Due to privacy requirements, no other information about the decision will be provided to the COTR or contractor’s company.  If the adjudicating office does not receive a request from the contractor to review an unfavorable decision, the decision will become final 15 calendar days after issuance.

150.5.31.8   Reciprocity.

Employees and contractors who have been identity proofed and issued a PIV Credential by a Treasury Bureau or another Federal Agency, and transfers employment to another Treasury Bureau will not need to undergo the identity proofing process.  TIGTA must verify that the employee/contractor was issued a PIV Credential through the issuing Department or Agency.  TIGTA must request that the issuing Department or Agency provide the employee or contractor’s adjudication and identity proofing documents, certified as original by their personnel security officer.

150.5.31.9   Circumstances Requiring a New PIV Credential.

A new PIV Credential must be issued if a PIV Credential holder changes names. The PIV Credential must be updated within 30 days of the name change.  The PIV Credential holder must provide the legal document(s) (e.g., marriage certificate or court order) to Personnel Security which authorizes the name change.  

Another circumstance that requires a change to the PIV Credential holder’s existing Credential is a change in security clearance.  In such a circumstance, the reason for requiring the new PIV Credential is noted on the original PIV request form and the new PIV Credential is issued.  

150.5.31.10   False Credentials.

False credentials are identity documents that are provided by the Applicant as proof of identification that fail review.  Documents proofed by electronic means must be scanned three times before being declared fraudulent.  Documents that fail the review for minor reasons (e.g., transposed numbers or name changes) are not considered to be false documents.  If a document fails for a minor reason, the Registrar must note on the PIV form the reason that caused the document to fail the initial screening on the PIV Request form.  A second person who is involved in the PIV process in any capacity but who is not in a Sponsor or Issuer role, must verify that the decision to validate that the document was based on a minor error did not impact the validity of the document presented.  

If the PIV Applicant provides documents that are proven to be false and their identity cannot be verified during the identity proofing process, the Registrar will not initiate a background check.  However, the Registrar must provide all information known about the Applicant to OPM via memorandum for their retention.  The Applicant can submit a Freedom of Information Act (FOIA) request to OPM if he/she wants the information.  
The Registrar must inform the Applicant in writing that the Applicant is not eligible for a PIV Credential based on the fact that the Registrar is unable to verify the individual’s identity.  The Registrar must also notify the Sponsor and the PCIF Issuer of the denial in writing.  

150.5.31.11   Non-Accredited Bureaus

It is the Department of Treasury’s policy that only an accredited Bureau or PIV Credential Issuer will issue PIV Credentials.  TIGTA must adhere to the certification and accreditation (C&A) process described in SP 800-79 Guidelines for Certification and Accreditation of PIV Card Issuing Organizations and OMB Memorandum M-05-24.  All PIV Credentials issued by TIGTA operating under interim authorization to operate (IATO) must clearly state that the Credential was issued under the IATO status.  If TIGTA fails to accredit its Credentialing processes in accordance with SP 800-79, it will lose its authority to issue PIV Credentials.  A loss of accreditation requires TIGTA to seek the assistance of an accredited Bureau or PIV Credential Issuer in order to issue PIV Credentials until TIGTA becomes accredited.  

TIGTA must forward a certification letter to the Department of Treasury’s Certification Agent, providing any and all information required to assure certification has been accomplished in accordance with Departmental policies and SP 800-79.  

150.5.31.12   Enforcement.

Any TIGTA employee, contractor, or vendor found to have violated any policy is subject to disciplinary action, up to and including termination of employment.  See the TIGTA Operations Manual (600)-70.8.1 Guideline of Offenses and Penalties and (500)-150.5.22 IT Disciplinary Actions.

150.5.31.13   Frequency of Review.

The Assistant Inspector General for Information Technology (AIGIT) is responsible for having this policy reviewed at least annually following the acceptance of this policy.  

150.5.31.14   Cognizant Authority

TIGTA OIT Security Reporting and Property Management is responsible for maintaining this policy.   
150.5.32 Personal Identity Verification (PIV) Credential Issuing Certification and Accreditation (C&A) Policy.

150.5.32.1   Background.

The Homeland Security Presidential Directive 12 (HSPD-12), Policy for a Common Identification Standard for Federal Employees and Contractors, requires the development and agency implementation of a mandatory, government-wide standard for secure and reliable forms of identification for Federal employees and contractors.  HSPD-12 requires agencies to follow the guidance and standards established by the United States Department of Commerce, which issued Federal Information Processing Standard 201 (FIPS 201).  In addition, TIGTA follows the standards set forth in Office of Management and Budget (OMB) Memorandum M-05-24 and National Institute of Standards and Technology (NIST) Special Publication (SP) 800-79  when implementing HSPD-12.  
FIPS 201 established a standard for a Personal Identity Verification (PIV) system based on secure and reliable forms of identification credentials issued by the Federal Government to its employees and contractors.  FIPS 201 addresses requirements for initial identity proofing, infrastructures to support interoperability of identity credentials and accreditation of organizations and processes issuing PIV Credentials.  Credentials meeting these standards are intended to authenticate individuals who require access to federally controlled facilities, information systems, and applications.  

150.5.32.2   Purpose.
HPSD-12 requires that all cards be issued by providers whose reliability has been established by an official accreditation process.  The NIST will establish criteria that PIV Credentials issuers must meet for accreditation.  NIST also plans to establish a government-wide program to accredit official issuers of PIV Credentials against these accreditation criteria.  Until such time as these are completed, TIGTA must self-certify its own issuers of PIV Credentials.  This PIV Credential Issuing C&A Policy establishes the accreditation process TIGTA will use to self-certify issuers of PIV Credentials.  

150.5.32.3   Scope.

This policy applies to all PIV Credential Issuers and PIV information resources within TIGTA.  
150.5.32.4   Policy.

The Designated Accreditation Authority (DAA) must certify that PIV Credentials issued to employees and contractors are issued in accordance with NIST SP800-79 Guidelines for the Certification and Accreditation of PIV Card Issuing Organizations.  The DAA will also assess the capabilities and reliability of PIV Credential Issuers using the guidance in NIST SP 800-79 and completed in accordance with FIPS 201.  

Accreditation must be performed following the planning, initiation, and implementation activities that establish PIV Credential Issuers.

Re-accreditation must occur whenever there is a significant change to TIGTA’s PIV Credential issuing process, the quality control monitoring activities detects any reduction of reliability, new requirements, or three years after issuance.
150.5.32.5   Designated Approving Authority. 

TIGTA’s DAA is the Assistant Inspector General for Information Technology (AIGIT). The DAA has program responsibility for the issuance of PIV Credentials and ensures the PIV Credential issuing process will adequately protect related information.

150.5.32.6   PIV Credential Issuing C&A Program Implementation. 

TIGTA Office of Information and Technology (OIT) Security Reporting and Property Management must develop appropriate policies to implement the TIGTA PIV Credential Issuing C&A Program. 

The TIGTA OIT Personnel Security, in conjunction with the Director of Customer Relations Management, must establish teams to complete the accreditation process. These teams must complete their assigned PIV responsibilities (e.g., Registrar, Issuer) and ensure documentation packages are completed and kept up-to-date. 

TIGTA OIT Security Reporting and Property Management must ensure C&A documentation exists.

The DAA confirms the contents of the C&A documentation packages.
150.5.32.7   Enforcement.

Any TIGTA employee, contractor, or vendor found to have violated any policy is subject to disciplinary action, up to and including termination of employment.  See the TIGTA Operations Manual (600)-70.8.1 Guideline of Offenses and Penalties and (500)-150.5.22 IT Disciplinary Actions. 

150.5.32.8   Frequency of Review.

The TIGTA AIGIT is responsible for having this policy reviewed at least annually following the acceptance of this policy.  

150.5.32.9   Cognizant Authority

TIGTA OIT Security Reporting and Property Management is responsible for maintaining this policy.   

� E-mails sent or received by TIGTA employees, e-mails that transit TIGTA’s “e-mail system” irrespective of authorship, recipient, or content, and e-mails stored on TIGTA-owned hardware.
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