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[bookmark: mgtresp]20.1   Responsibilities.
[bookmark: SafeguardingtheIRS]The Office of Information Technology (OIT) provides cost-effective, timely Information Technology (IT) products and services that permit successful completion of TIGTA’s strategic goals while meeting legislative mandates. OIT has responsibility for data and system administration of the network, technology standards, security assurances, telecommunication deployment, and integrated application development.  It is OIT’s responsibility for ensuring compliance with federal statutory, legislative and regulatory requirements governing confidentiality, integrity and availability of TIGTA’s IT systems, services and data. 

20.1.1   Chief Information Officer.  The Chief Information Officer (CIO) position reports directly to the Inspector General (IG).  The CIO oversees day-to-day Information Technology (IT) operations of TIGTA and provides strategic and operational oversight for IT services and solutions that align with TIGTA’s mission. 

20.1.2   Organizational Structure.  The OIT organizational structure is composed of four directorates: Cybersecurity Services (CS); Enterprise Services (ES); IT Solution Services (ITSS);  and Infrastructure Services (IS). All four directorates report to the CIO and have overall responsibility for the program areas denoted below:

· [bookmark: ART]Cybersecurity Services (CS) – Responsible for ensuring compliance with federal statutory, legislative, and regulatory requirements and directives governing confidentiality, integrity and availability of TIGTA’s systems, services and data.  Cybersecurity manages TIGTA’s IT Security Program in accordance with the Federal Information Security Management Act (FISMA).  This group is also responsible for mitigating risk related to internal and external data breaches and cyber attacks. 

· Enterprise Services (ES)

Governance – Manages the leadership, management, oversight, and direction necessary for the development and implementation of TIGTA’s standards and technology infrastructure across the enterprise.  It is focused on providing consistent, efficient, flexible and sustainable solutions intended to improve the quality of information systems, products and services.  ES is also responsible for improving partnership, transparency, and communication between OIT and the other TIGTA Functional Units.  It is responsible for ensuring that TIGTA’s architecture falls within the Federal Enterprise Architecture guidelines and adheres to industry best practices to the extent that it can without sacrificing mission, security and privacy exigencies.

Service Desk – Manages TIGTA’s Service Desk primarily for technology assistance and problem management associated with OIT components and services for the end-user.  TIGTA’s Service Desk serves as the single point of contact for all matters concerning IT related incidents, inquiries and service requests.  The Service Desk also serves as the initial point of contact for several Office of Mission Support (OMS) program areas (e.g., facilities).  Such non-IT related Service Desk tickets are forwarded appropriately for action by OMS.

· IT Solution Services (ITSS)

Application Services – Manages day-to-day operations and maintenance of TIGTA end-user devices provisioned by OIT.  The group is also responsible for patch management and provides elevated support activities for service desk as well as wireless and removable media encryption services. 

Web Solutions – Manages software development, design, test, implementation, and maintenance activities.  The group has principal responsibility for implementing/developing, testing, delivering and maintaining TIGTA’s business applications to fulfill its business needs.  The group is also responsible for hosting and maintaining a variety of Commercial Off -The-Shelf (COTS) products as determined through specific Business Unit needs.  These responsibilities include database administration, systems administration, support of production versions of customized software, level-2 customer support as well as user and system technical writing.  This group also manages all internal development and postings for TIGTA’s Intranet/Internet site. 

· Infrastructure Services (IS)

Server Management – Manages the day-to-day operations and maintenance for TIGTA’s server infrastructure.  This includes:
· Plans, designs, implements and maintains physical server configurations, virtual server configurations and storage (SAN) environments.
· Maintains and supports the base server hardware and server operating system for all TIGTA systems.  This includes operating system updates, patching and troubleshooting. 
· Manages the Windows Server Operating System, Red Hat Linux operating system and VMWare ESX server.
· Installs, supports and manages Microsoft Active Directory services including AD design, advanced configurations and user and group management.
· Collaborates with system owners to size infrastructure for new applications, install and maintain those systems as configured and implement server backups.
· Assists system owners as needed with server configuration and contingency plans.  
· Manages infrastructure servers for email, including Microsoft Exchange software and all related configurations.  Manages email archiving solutions and configurations.
· Manages the Symantec Endpoint Protection (SEP) infrastructure and client for TIGTA servers.
· Manages infrastructure servers for mobile device management.

Telecom Services – Manages all of TIGTA’s components providing Wide Area Networking capabilities through the Treasury Network (TNet) and all interactions with the Treasury networks and telecommunications program office.  This group is also responsible for Local Area Network office connectivity and network connectivity to other federal agencies and all other entities outside of TIGTA. 
Data Services – Responsible for managing and supporting the TIGTA Data Center Warehouse (DCW), which serves as a centralized data repository for federal tax information and administrative data.   This includes transforming, loading, and maintaining of IRS tax administration data necessary to support TIGTA’s tax administration oversight activities.  Data Services also develops and maintains query tools to facilitate the analysis of IRS tax administration data.

20.2   TIGTA Information Network.
The TIGTA Information Network (TIN) or TIGTANet consists of approximately 61 sites geographically dispersed across the contiguous United States, Alaska, Hawaii and Puerto Rico.  Each site has laptops that have access to the TIGTA Microsoft Active Directory domain.  This backbone, using a combination of physical and virtual configurations, provides employees with site-licensed software, access to file storage on servers, e-mail and mobile services.  The TIN also allows access by authorized personnel to other computer systems and applications located in two central locations; the Martinsburg Computing Center (MCC) and the Atlanta Service Center (ATSC).  These two facilities serve as host to the majority of TIGTA’s owned and shared infrastructure and computing services.  In addition, access to the Internet and Intranet is provided, as is access to IRS and other Treasury systems and resources via the Treasury Network System (TNet).
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