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CHAPTER 500 – INFORMATION TECHNOLOGY

(500)-30     TIGTA Wide Print, Copy, Scan and Fax Policy

[bookmark: Photo40_8_1]30.1   Introduction. 
This section provides the policies and procedures for the Treasury Inspector General for Tax Administration (TIGTA) printing, copying, scanning, faxing, and paper use.  The Office of Information Technology (OIT) administers this program, including the purchase and deployment of all printing devices in a manner that incorporates efficient spending, promotes effective operational success, complies with federal guidance, and provides services in an environmentally responsible manner.  

This policy will be reviewed on an annual basis to ensure its continued accuracy.  

30.2   Authorities.   
This policy supports a number of executive and legislative initiatives to promote efficient utilization, purchasing, and deployment of print devices:
a. Executive Orders 13101, 13693, 13589
b. OMB Circular A-130
c. GSA Bulletins B-37, B-34
d. Department of the Treasury’s Sustainability Plan
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30.3   Types & Distribution.  
TIGTA utilizes the following types of devices:

· Multifunction Printer (MFP): A MFP is an all-in-one multi-functional printer/copier/scanner/fax that is on the TIGTA network users print via mapping to a defined print queue.  Print queues are hosted on network attached print servers in each TIGTA location.  There are two MFP models in TIGTA. One device is suited for small to mid-sized workloads and the other device is more suitable for higher volume needs.  Selected models possess full functionality and feature easy-to-use touch screen interfaces.  The devices work with smart cards (HSPD-12 cards) allowing the end-user to scan documents directly to their TIGTA network drive or their TIGTA e-mail account. 

· Traditional Laser Printers:  Traditional laser printers may be deployed by OIT in a TIGTA environment, on a limited basis.  These printers will be used to fill utility purposes where print functionality is needed but a MFP is not suitable.  There may be a limited number of laser printers available for “convenience” purposes and assigned to specific individuals.  All requests for convenience printers must be approved by the function approving officer and the CIO prior to fulfillment.

· Telework Printers and (mobile) Scanners: These devices are not connected directly to the TIGTA network.  These devices are distributed on an as needed basis.  Specifications of these devices may vary due to market availability and differences among manufacturers.  

All TIGTA offices are configured with at least two MFPs for redundancy of all features – print, copy, scan, and fax.  This allows for continuity of local business operations if one of the MFPs go out of service.

TIGTA OIT is the sole approver of ALL print and multi-function devices, to include telework and specialty printers and mobile scanners.  Use of non-TIGTA OIT approved devices, including personal desktop printers, legacy printers, copiers, and scanners is expressly prohibited.  This benefits TIGTA by maintaining a secure environment, and lowering energy consumption, equipment volume and maintenance, supplies, and vendor-related service costs. 

All TIGTA employees are responsible for treating devices as TIGTA personal property in accordance with Chapter (600)-100 – Personnel Property Management Program.

30.4   Security.
All MFPs feature smart card (HSPD-12 cards) readers.  These readers can be used to authenticate to the TIGTA network and securely scan documents from the MFP directly to a user’s network drive or a TIGTA e-mail account.  

Secure printing is available via “pin printing” where users select a four-digit pin code prior to sending a print job to the MFP.  When the user physically arrives at the device to retrieve the print job, the selected pin is entered and the print process will begin.  All employees are encouraged to use this feature when printing PII and any sensitive or confidential information.   

Under no circumstances should TIGTA employees attempt to relocate MFPs on their own.  All requests to physically move MFPs should be submitted to OIT who will coordinate the relocation with the Office of Mission Support (OMS) and onsite personnel as appropriate. It is OK to slightly move the MFPs to remove paper jams and to allow for temporary movement for cleaning carpets and replacement of carpet tiles. 

30.5   Default Print Settings.
In accordance with Treasury, the Office Management and Budget (OMB) guidance and directives and in an effort to achieve energy savings, reduce paper cost create less waste, and reduce environmental impact, OIT has configured all eligible devices as follows: 

· Duplex or double-sided printing – All devices are configured to print in duplex mode as the default.  Duplex printing has the potential to reduce paper consumption by half when compared to single-sided printing and thus reduces costs and environmental impacts.
· Grayscale or monochrome printing – All devices are configured to print and copy in grayscale.  Color pages cost more to produce and this step reduces the associated costs while providing the flexibility to print in color.  A single word or phrase on a page (e.g. a web link or email address) displayed in color counts as a color page which incurs a higher charge.  End-users may override the grayscale setting for print jobs or copies but should only do so when color printing is absolutely necessary. 

TIGTA employees should follow the below recommendations when possible:
· Be prudent when deciding to print versus leaving something in electronic format for reference.  Do not unnecessarily print e-mails and documents. 
· Create and distribute documents electronically – post to a SharePoint site or distribute via e-mail.  Provide printed copies only as necessary.
· Review and edit draft documents on-screen rather than on paper. 
· Use electronic/digital signatures for approving documents whenever possible.
· Use print preview to ensure your document will print correctly.
· Print only the number of copies required.
· Adjust page layout (margins) and text size to minimize use of paper. 

30.6   Purchasing and Replacing. 
OIT is responsible for controlling the purchase of all print devices. The following must be taken into consideration:
1. All new printers, copiers, and multifunctional devices must meet current Energy Star requirements.
2. In those cases, where Electronic Product Environmental Assessment Tool (EPEAT) criteria apply, new devices must meet the silver standard or higher.
3. TIGTA must use paper with a post-consumer fiber content of 30 percent or greater.  Minimal exceptions will be granted for the use of paper for special displays, and other formal events. The main target of this policy is 8½” x 11” sized paper.  This is the most commonly utilized paper size. Alternative sizes may be included as practical and as the print device permits (e.g. legal sized paper (8.5” x 14”). 

30.7   Managed Print Services. 
TIGTA MFPs are managed under a services contract with a commercial vendor.  All hardware support and consumable fulfillment are included as part of our agreement.  Toner levels and other consumables are monitored and as an item (e.g., toner) begins to reach agreed upon thresholds, a replacement will be automatically shipped to the appropriate office. Toner is shipped on a “just-in-time” fashion and should arrive days or even weeks before it is actually needed.  

If a low toner condition is being reported and the office has not yet received a replacement cartridge, employees can w-mail the support address listed on the sticker on the front chassis of the MFP. Provide the serial number listed on the support sticker and state what specific toner color is needed.  The cartridges should arrive within 48 hours of order receipt.  Field offices will replace their own toner.  In NHQ, users can submit a helpdesk ticket when toner begins to impact print quality and IT Customer Support will replace the cartridge. 

If a TIGTA printer requires maintenance, users must submit a TIGTA helpdesk ticket for initial troubleshooting purposes.  OIT will work with the user to diagnose and in many cases resolve the issue.  If a physical repair is required due to equipment failure OIT will assist the site in opening a service ticket with the vendor.  Most repairs are expected to be completed in 24-48 hours.  

Paper levels are NOT monitored by the service contractor.  This is the responsibility of local TIGTA staff.  All TIGTA personnel should be familiar with the procedure to add/ replace paper and toner.  

Toner and paper for traditional laser printers, to include telework printers, is budgeted at the functional level.  

[bookmark: Photo40_8_13]30.8   Limitations on What May be Copied.
Multiple copies of material protected by United States Copyright Laws cannot be legally reproduced without express, written consent of the copyright owner.  All TIGTA employees are responsible for complying with copyright restrictions.

In addition, multiple reproductions of standard forms available through websites or supply orders should be minimized, and if possible, completely avoided.

When copying currency, the currency must be reduced to 70 percent of the original size or more than one and one half of the original size, as required by Title 31, CFR, Section 411.

30.9   FAX Services. 
[bookmark: _GoBack]Each MFP at TIGTA is a FAX capable device.  The MFP, if connected to an analog line, can both send and receive traditional faxes. MFPs connected to FAX lines should have a sticker on the printer chassis indicating the FAX number, and also will have a FAX option on the main menu of the touch screen interface. If the MFP you are using has neither of those then it is not enabled for FAX services. 

The MFPs can only be configured for fax services in an office where the phone lines are NOT owned by Internal Revenue Service (IRS).  IRS policy prohibits the connection of MFPs to their phone systems. In offices where TIGTA uses IRS infrastructure, we will comply with the IRS policy.  Contact the Helpdesk if you have a need to configure the multifunction printer for fax. 

[bookmark: SIPP_140_4]When faxing documents, TIGTA users must monitor transmittals closely to ensure information is not inappropriately transmitted or received.  For example: call the person to whom the facsimile is intended to alert them to standby to receive the transmission. Additionally, all TIGTA employees must abide by Chapter (500) 140-4 Sensitive Information Protection Policy.

[bookmark: Photo40_8_12]30.10   Inventory Reconciliation. 
On or about January 1 of every year, OIT will certify that the inventory list is correct. Any missing property will be reported in accordance with Chapter (600)-100 – Personnel Property Management Program.
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