TREASURY INSPECTOR GENERAL
FOR TAX ADMINISTRATION

           DATE:  April 01, 2019

CHAPTER 500 – INFORMATION TECHNOLOGY

(500)-40.    TIGTA Enterprise Systems Backup Tape Purpose and Retention Policy

[bookmark: Photo40_8_1]40.1   Introduction. 
This section establishes the purpose and retention policy for Treasury Inspector General for Tax Administration (TIGTA) enterprise system backup tapes.  The Office of Information Technology (OIT) administers this program, including the purchase and deployment of all backup software/hardware and tape media.  OIT also manages the offsite storage of the tape media.  

40.2   Authorities.   
General Records Schedule Number 3.2 - DAA-GRS-2013-0006
· See Section 4 on page 2 of Review Version 4/29/2013.
[bookmark: Photo40_8_3]
40.3   Backup Tape Purpose.  
Backup tapes created as part of the TIGTA enterprise system backup processes are solely for restoring servers in the event of a catastrophic hardware failure.  In the event of a catastrophic server failure, the tapes will be used by the Server Team to restore the server back to the point in time the backups were successfully completed.  See SOP-08.12 for the backup tape creation schedule.

Data on the tapes includes, but is not limited to, all TIGTA servers including CRIMES, TeamMate, and SQL Server.

40.4   Backup Tape Retention Policy.  
Once tapes are created as part of the backup processes, they will be retained for no longer than six months.  When backup tapes for the seventh month are created and verified, the  backup tapes for month one are  retrieved from the offsite storage location and reused (and overwritten) or destroyed, depending on the lifecycle of the tapes.

40.5   Exceptions.  
Exceptions to the retention policy described above include the following:
· Splunk data will be backed up to dedicated tapes and, on a quarterly basis, sent offsite.  The Splunk tapes will be retained for six years.
· Data Center Warehouse data.  See SOP-8.11.

[bookmark: _GoBack]This policy will be reviewed annually.
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