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CHAPTER 500 – INFORMATION TECHNOLOGY

[bookmark: InstantMessaging](500)-60     Instant Messaging

[bookmark: Overview]60.1   Overview.
The current TIGTA implementation of Instant Messaging (IM) is the Microsoft branded Skype for Business service.  The tool provides TIGTA users support for their official work duties by providing: application/desktop sharing capabilities, conducting virtual meetings, white-boarding, presence, and exchange of instant messages.  The capability can also support teleconferencing and videoconferencing but is not currently implemented.  The TIGTA IM client starts up automatically when users log on to their laptop.  

[bookmark: AcceptableUse]60.2   Acceptable Use. 
One of the benefits of IM and collaboration is the ability for colleagues and managers to know where colleagues/subordinates are so there is little/no time wasted obtaining status, making an assignment, verifying user’s location/safety in case of an emergency, etc.  TIGTA OIT encourages users to make their presence or location known.  Omitting the user’s location or appearing to be in the one location when in another is not an appropriate use of the tool and undermines its value.  

Current TIGTA policy regarding instant messages is that they are not stored or retained.  When the conversation ends and the session is closed or users log off, the contents are lost and cannot be retrieved.  Storing IM may also discourage its use as an informal means of communicating.  IM should only be used for informal business communications and collaborations, and not to engage in discussions regarding policy matters, business decisions, or documentation of other mission-critical functions.  

TIGTA’s current implementation of IM allows for communications within the TIGTA network only and will not work for communications outside of TIGTA. 

[bookmark: RecordManagement]60.3   Record Management Requirements for IM Solution.
TIGTA is not required by law or regulation to configure its IM system to capture and store transcripts of all traffic.  The content of the majority of instant messages are expected to be informal, transitory, and logistical.  Because instant messaging content will generally be informal and transitory, most will not meet the definition of “records” that must be retained.  In an event an instant message is created to set agency policies or make agency decisions, or if the IM otherwise meets the definition of a record for purposes of the Federal Records Act, the content of such messages must be preserved.  A record can be made by creating a memo or an e-mail if the engaged parties believe that is necessary.   
 
Other instant messages that you must preserve include those that: 
· Contain information subject to a litigation hold; 
· Relate to a Congressional inquiry; and/or 
· Relate to a Freedom of Information Act request.

For additional information about record management requirements visit Chapter (600)-110 – Records Management.
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