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CHAPTER 500 – INFORMATION TECHNOLOGY

(500)-70.    E-mail Retention Policy

[bookmark: Photo40_8_1]70.1   Introduction. 
This section establishes the retention policy for the Treasury Inspector General for Tax Administration’s (TIGTA) enterprise e-mail environment.  E-mail retention includes a combination of active mailbox and archived e-mail content.  Retention also includes both onsite (active) and offsite retention at the National Archives and Records Administration (NARA) where applicable.

70.2   Authorities.
· 36 CFR Chapter XII, Subpart B – Agency Records Management Responsibilities
· 36 CFR Chapter XII, Part 1236 – Electronic Records Management
· NARA GRS 6.1, E-mail Managed Under a Capstone Approach 
· NARA Bulletin 2014-06, Guidance on Managing E-mail Records
· NARA Bulletin 2013-02, Guidance on a New Approach to Managing E-mail Records
· OMB M-12-18, Managing Government Records Directive 
· Treasury Directive 80-07, Department of Treasury E-mail Management
· Treasury Directive Publication 80-07, E-mail Management
· TIGTA Memorandum #18-07, Litigation Holds 

70.3   Scope.
This policy applies to all TIGTA employees (contractors, volunteers, detailees, and interns) who use TIGTA’s e-mail system, to include Capstone and Non-Capstone individuals.

70.4   Capstone Approach Requirements 
Directive M-12-18 Managing Government Records requires Federal agencies to manage both permanent and temporary e-mail records in an electronically accessible format.  TIGTA adopts as a matter of policy the NARA-developed Capstone approach for managing e-mail records, as described in NARA Bulletin 2013-02, which is a more simplified and automated approach rather than a print and file system or record management application.  This policy applies to e-mails received after January 1, 2018.

The Capstone approach allows TIGTA to categorize and schedule e-mail based on the position of the e-mail account holder and designate those e-mail accounts as permanent.  All other e-mail accounts are designated temporary and are governed by their respective records schedules.  As defined below, the Capstone designation is applied to a small subset of TIGTA senior leadership positions.



70.4   Responsibilities.
Office of Information Technology (OIT) – The OIT Administers this program, including the purchase and deployment of all Messaging related software and hardware.  OIT also manages the daily operation of the internal electronic mail subsystem and it is responsible for managing the e-mail retention schedules in accordance with this policy.

TIGTA’s Records Management Officer (RMO) – The RMO manages the Capstone program for policy, end-user training, compliance responsibilities, and communicating with OIT of individuals who fall under the Capstone approach. 

Office of Chief Counsel (OCC) – The Office of Chief Counsel operates as a contact point for records sought from TIGTA by parties in litigation through discovery requests such as requests for production of documents.  While the Office of Chief Counsel operates as a contact point, including, determining the scope of legal holds and searches and coordinating with OIT to identify, preserve, and collect electronically-stored information that may be responsive, the TIGTA function that maintains the responsive records is responsible for gathering and reviewing the records sought to determine relevancy and possible assertion of privilege (e.g., informant privilege).  The Office of Chief Counsel maintains a list of active litigation hold notices. 

Office of Mission Support, Leadership & Human Capital (L&HC) – L&HC provides current rosters of SES employees in both the position of record and acting capacities upon regular request from the RMO. 

Account holders – All TIGTA employees (contractors, volunteers, detailees, and interns) who use TIGTA’s e-mail system, to include Capstone and Non-Capstone individuals will appropriately manage e-mail content as aided by this policy and will treat records as described in (600)-110 – Records Management and Treasury Department Publication (TD P) 80-05.  Additionally, all TIGTA employees will be responsible for completing Records Management Employees and Contractor training on an annual basis.  The training will be handled like all other TIGTA mandatory training.  This course will also be added to the list of required training for all newly hired TIGTA employees.

For any records management questions, please contact TIGTA’s Records Management Officer at *TIGTA OMS Records Management.  For any technical questions about how the new Capstone process will apply to your emails, please contact the Service Desk by submitting a ticket online. 

70.5   Capstone Approach Retention Procedures.
Capstone Officials – Capstone officials within TIGTA include the Inspector General; all members the Senior Executive Service; and anyone acting on a temporary basis in one of these positons for more than 60 days will also be considered a Capstone official for the duration of their acting role.  The TIGTA RMO maintains an official list of capstone officials’ e-mail accounts, including acting assignments. 

Non-Capstone Officials – All other users not listed as a Capstone position (including contractor, volunteer, detailees, and interns) are non-Capstone officials. 

E-mail retention procedures for all TIGTA employees is summarized in the following chart:
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	Onsite Retention
	Disposition

	Capstone Officials
	E-mail records will remain in the user’s e-mail “Inbox” for one year.  After one year, items will be moved to archive in Enterprise Vault and will be available for a total of 15 years between active Inbox and archive storage.
	Permanent – Records will be transferred to NARA for permanent retention after 15 years, or declassification review, whichever is later.  

After transfer, records will be permanently deleted from the active (onsite) TIGTA e-mail system. 

	Non-Capstone Positions
	E-mail records will remain in the user’s e-mail “Inbox” for one year.  After one year, items will be moved to archive in Enterprise Vault and will be available for a total of 15 years between active Inbox and archive storage.
	Temporary – Records will be permanently deleted from the active (onsite) TIGTA e-mail system after 15 years unless additional retention is required for business use (e.g., litigation hold).



70.6   Encrypted E-mail.
E-mail that is archived in encrypted format must be decrypted prior to transfer to NARA.  This includes deactivation of passwords or other forms of file level encryption that would impede access to record data.  OIT will work with the business units to define a process, preferably automated, to decrypt applicable items prior to transmission to NARA.

70.7   Litigation Holds.
A litigation hold notice is issued to inform the recipient of impending or actual litigation, the legal obligation to preserve paper records and/or Electronically Stored Information (ESI), including e-mail, related to the litigation, and the need to provide information in response to the notice.  Once paper records and/or ESI subject to a litigation hold have been identified and located, they must be preserved to ensure that they are not destroyed or altered, until the litigation hold has been lifted.  As a result, all applicable record retention schedules are suspended until such time as the litigation hold has been released to ensure certain records are collected and preserved for use in litigation.  Generally, ESI must be maintained in its native format.  The responsibilities regarding litigation holds are identified in TIGTA Memorandum 18-07, Litigation Holds, and TIGTA Operations Manual, Chapter (700)-90.3.  Questions concerning the appropriate manner to preserve ESI should be directed to TIGTA Counsel.

70.8   Transmitting Date to NARA.  
The TIGTA OIT will be responsible for transmitting e-mail records to NARA in accordance with the record retention schedule.  The process to transmit this data has not yet been defined.  Capstone took effect January 1, 2018, so the first archive data is due to be transmitted to NARA around January 1, 2033.  This policy will be updated as the process to transmit data is defined.
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