Exhibit (500)-140.1

TREASURY INSPECTOR GENERAL
FOR TAX ADMINISTRATION

DATE:  April 1, 2015

National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53

The NIST SP 800-53 is the starting point for determining what security controls should be applied to each Federal Information System Management Act (FISMA) system.  Appendices F, G, and J of NIST SP 800-53 are the sources from which the security controls are identified.  

Appendix F has seventeen control families which include:  

· Access Control (AC)
· Awareness and Training (AT)
· Audit and Accountability (AU)
· Security Assessment and Authorization (CA)
· Configuration Management (CM)
· Contingency Planning (CP)
· Identification and Authentication (IA)
· Incident Response (IR)
· Maintenance (MA)
· Media Protection (MP)
· Physical and Environmental Protection (PE)
· Planning (PL)
· Personnel Security (PS)
· Risk Assessment (RA)
· System and Services Acquisition (SA)
· System and Communications Protection (SC)
· System and Information Integrity (SI)

Appendix G has just the Program Management (PM) control family.

Appendix J has eight control families which include:

· Authority and Purpose (AP)
· Accountability, Audit, and Risk Management (AR)
· Data Quality and Integrity (DI)
· Data Minimization and Retention (DM)
· Individual Participation and Redress (IP)
· Security (SE)
· Transparency (TR)
· Use Limitation (UL)
NIST SP 800-53 Controls Appendix F

TIGTA’s FISMA systems are currently rated at a Federal Information Processing Standards (FIPS) 199 moderate (MOD) level.  Each security controls contained in Appendix F has four sections that may be applicability to a FISMA system.  The sections of a NIST control are Control, Supplemental Guidance, Enhanced Controls, and Baseline Allocation.  The Baseline Allocation section of a control is used to determine which section(s) of a control are applicable to a system.  A few examples of how a Baseline Allocation can be populated in Appendix F are below: 

a. If the MOD Baseline Allocation has “Not Selected” listed in it, none of the control’s sections are applicable to the FISMA system.
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b. If the MOD Baseline Allocation has just the Control (in the example below PS-4) listed in it, then just the Control and Supplemental Guidance sections are applicable to the FISMA system.    
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c. If the MOD Baseline Allocation has the Control (in the example below RA-5) and Enhanced Controls (in the example below 1, 2, and 5) listed, then the Control, Supplemental Guidance, and specific Enhanced Controls (1, 2, and 5) sections are applicable to the FISMA system. 
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An example of an NIST 800-53 Appendix F control is shown below.  Based on the MOD Baseline Allocation for this control both the yellow and red enclosed items are applicable to TIGTA’s FISMA systems.  If the “(1)” was not in the MOD of the Baseline Allocation then only the yellow enclosed items would be applicable to TIGTA’s FISMA systems.
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NIST SP 800-53 Controls Appendix G 

All controls in Appendix G are related to Program Management.  Each control will be applicable to all TIGTA FISMA systems regardless of a system’s FIPS 199 rating.  An example of an NIST 800-53 Appendix G control is shown below.  The yellow enclosed items would be applicable to TIGTA’s FISMA systems.
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NIST 800-53 Controls Appendix J

All controls in Appendix J are related to Privacy.  Each control that Treasury designates as a Bureau responsibility will be applicable to all TIGTA FISMA systems regardless of a system’s FIPS 199 rating.  If the control below was designated as a Bureau responsibly the items enclosed in yellow would be applicable to TIGTA’s FISMA systems. 
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Treasury Cyber Security Policy

Treasury’s FISMA Security Policy is documented in Treasury Directive Publication (TD P) 85-01 Volume I.  It includes the following appendices:

· Appendix A - Minimum Standard Parameters
· Appendix E - Supplemental Memoranda  
· Appendix F - Requirements for Creating Secure Internet Access Points 
· Appendix G - Incident Reporting Guidelines and Procedures
· Appendix H - Roles Requiring Specialized Security Training
· Appendix I - Trusted Internet Connections (TIC) Program
· Appendix J - Cyber Critical Infrastructure Protection (CIP) Program Plan

Treasury TD P 85-01 Appendix A (Minimum Standard Parameters) control example
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[bookmark: _GoBack]Treasury TD P 85-01 Appendix A (Minimum Standard Parameters) – Any control with a “X” listed in the Baseline column “M” must be addressed by TIGTA for its FISMA systems.  TIGTA has documented values for the Bureau-defined items.  These defined values are documented in Exhibit (500)-140.2.

Treasury TD P 85-01 Appendix E (Supplemental Memoranda) – As a memorandum is released, pertinent elements are incorporated into the main body and/or other appendices of TD P 85-01, as appropriate.  

Treasury TD P 85-01 Appendix F (Requirements for Creating Secure Internet Access Points ) – This appendix contains Department of the Treasury Requirements for Creating Secure Internet Access Points, as issued under TCIO M-08-03, Memorandum for Bureau Chief Information Officers, Requirements for Creating Secure Internet Access Points, May 13, 2008.

Treasury TD P 85-01 Appendix G (Incident Reporting Guidelines and Procedures) – This appendix contains Department of the Treasury Incident Response Guidelines and Procedures, as issued under TCIO M-08-02, Memorandum for Bureau Chief Information Officers, Cyber Security Incident Handling Guidelines and Clarifications for Treasury Directive Publication 85-01, February 19, 2008.

Treasury TD P 85-01 Appendix H (Roles Requiring Specialized Security Training) – This appendix contains a list of roles (e.g., CIO, CISO, System Administrator, etc.) for which incumbents require annual specialized security-relevant training, as issued under TCIO M-06-12, Memorandum for Bureau Chief Information Officers, Specialized Cyber Security Training for Department Employees, December 21, 2006.  Included with the list of roles are related definitions to assist with identifying individuals and instructions for tracking specialized training of Federal employees.  To help ensure that the appropriate number of training hours is addressed, the list includes the minimum number of security-relevant specialized training hours required per role.

Treasury TD P 85-01 Appendix I (Trusted Internet Connections (TIC) Program) – The Department of the Treasury adopts the Department of Homeland Security Trusted Internet Connections (TIC) Reference Architecture for its TIC program.  To obtain the latest version of the TIC Reference Architecture, bureaus may contact the Government Security Operations Center (GSOC), or visit the TIC Reference Architecture page on the Office of Management and Budget’s MAX Portal (https://max.omb.gov/).  TIGTA uses Treasury’s TNET TIC solution which is managed by the Bureau of the Fiscal Service (BFS).

Treasury TD P 85-01 Appendix J (Cyber Critical Infrastructure Protection (CIP) Program Plan) – This appendix contains the Department of the Treasury Cyber CIP Program Plan, as issued under TCIO M-13-01, Memorandum for Bureau Chief Information Officers, Cyber Critical Infrastructure Protection (CIP) Program.  TIGTA does not have any FISMA systems that meet the CIP criteria.
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Priority and Baseline Allocation:

PO | LOW Not Selected MOD Not Selected HIGH Not Selected
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Priority and Baseline Allocation:

P1 | Low Ps4 MOD PS4 HIGH PS4 (2)
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Priority and Baseline Allocation:

P1 | LoW RAS MOD RAS (1) (2) (5) HIGH RA5 (1) (2) (4) (5)
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AC-11

SESSION LOCK

Control: The information system:

a. Prevents further access to the system by initiating a session lock after [Assignment:
organization-defined time period] of inactivity or upon receiving a request from a user; and

Retains the session lock until the user reestablishes access using established identification and
authentication procedures.

Supplemental Guidance; Session locks are temporary actions taken when users stop work and move
away from the immediate vicinity of information systems but do not want to log out because of the
temporary nature of their absences. Session locks are implemented where session activities can be
determined. This is typically at the operating system level. but can also be at the application level.
Session locks are not an acceptable substitute for logging out of information systems, for example.
if organizations require users to log out at the end of workdays.

Related control: AC-7.
Control Enhancements:

(1) SESSION LOCK | PATTERN-HIDING DISPLAYS

The information system conceals, via the session lock, information previously visible on the
display with a publicly viewable image.

Supplemental Guidance: Publicly viewable images can include static or dynamic images, for
example. patterns used with screen savers. photographic images, solid colors, clock, battery
life indicator. or a blank screen, with the additional caveat that none of the images convey
sensitive information.

Referencess OMB Memorandum 06-16.
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Priority and Baseline Allocation:

P3 | LOW Not Selected MOD AC-11 (1) HIGH AC-11 (1)
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PM-9 RISK MANAGEMENT STRATEGY
Control The organization:

Develops a comprehensive strategy to manage risk to organizational operations and assets,
individuals, other organizations. and the Nation associated with the operation and use of
information systems;

Implements the risk management strategy consistently across the organization; and

Reviews and updates the risk management strategy [Assignment: organization-defined
frequency] or as required, to address organizational changes.

Supplemental Guidance: An organization-wide risk management strategy includes. for example, an
unambiguous expression of the risk tolerance for the organization, acceptable risk assessment
methodologies, risk mitigation strategies. a process for consistently evaluating risk across the
organization with respect to the organization’s risk tolerance. and approaches for monitoring risk
over time. The use of a risk exccutive function can facilitate consistent, organization-wide
application of the risk management strategy. The organization-wide risk management strategy can
be informed by risk-related inputs from other sources both internal and external to the organization
to ensure the strategy is both broad-based and comprehensive.

Related control: RA-3.

References: NIST Special Publications 800-30. 800-39.
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MINIMIZATION OF PIl USED IN TESTING, TRAINING, AND RESEARCH
Control: The organization:

a. Develops policies and procedures that minimize the use of personally identifiable information
(PII) for testing, training, and research; and

b, Implements controls to protect PII used for testing, training, and research.

‘Supplemental Guidance: Organizations often use PII for testing new applications or information
Systems prior to deployment. Organizations also use PII for research purposes and for training.
The use of PIT in testing, research, and training increases risk of unauthorized disclosure or misuse
of the information. If PII must be used, organizations take measures to minimize any associated
risks and to authorize the use of and limit the amount of PII for these purposes. Organizations
consult with the SAOP/CPO and legal counsel to ensure that the use of PIL in testing, training, and
research is compatible with the original purpose for which it was collected.

Control Enhancements:

(U]

MINIMIZATION OF Pl USED IN TESTING, TRAINING, AND RESEARCH | RISK MINIMIZATION TECHNIQUES

The organization, where feasible, uses techniques to minimize the risk to privacy of using Pl for
research, testing, or training.

Supplemental Guidance: Organizations can minimize risk to privacy of PII by using techniques
such as de-identification.

References: NIST Special Publication 800-122.
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PS-4 PS-4_N.00 PERSONNEL TERMINATION
Control: The organization, upon termination of individual employment:
a. Disables information system access within [Bureau-defined time period];
PS2_N.0T b. Terminates/revokes any authenticators/credentials associated with the individual;
PS4_N.0Z C. Conducts exit interviews that include a discussion of [Bureau-defined information security topicsl;
(see d-e in 800-53 rev 4)
PS4_N.05 T Notiies [Bureau-defined personnel or roles] within [Bureau-defined time period]
PS4(2) | PS4(2I_N.00 | PERSONNEL TERMINATION | AUTOMATED NOTIFICATION

The organization employs automated mechanisms to notify [Bureau-defined personnel or roles] upon termination of an
individual.





