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Training
a. All information system users must complete information technology (IT) security awareness training annually.  [REF:  TD P 85-01 AT-2_N.02]

b. All information system users with specialized information system security roles and responsibilities must receive training applicable to their designated role prior to being granted access to the system to perform assigned duties, or when major changes to the information system are made, and at least annually thereafter.  [REF:  TD P 85-01 AT-3_N.02]

c. All information system users must ensure records of their individual security related training are posted to the appropriate Treasury Inspector General for Tax Administration (TIGTA) approved training repository.  The completion of specialized security training courses must be documented and posted to the employee’s official training records.  The documentation must include the content of the course, the number of course hours, and record of course completion.  If any course does not provide this material, the user taking the course must gather this information.  User security training records must be maintained for at least five years.  [REF:  TD P 85-01 AT-3_N.02 and AT-4]

d. All information system users, including contractors, must review and sign the TIGTA IT Security Rules of Behavior as their initial awareness training prior to being granted system access.  All information system users must take basic security awareness training if required to address major information system changes.  [REF: TD P 85-01 AT-2_T.036 and PL-4_N.01 ]
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a. End users are responsible for ensuring IT assets assigned to them are protected in accordance with defined security requirements.  [REF: Exhibit (500)-140.2 MP-2, MP-4, MP-5, and PE-17]

b. All information system users must know the security category of the data they handle and measures they must take to protect it.  [REF: Exhibit (500)-140.2 MP-2, MP-4, MP-5, and PE-17]

c. An end user is not to process or store classified information on an unclassified system.  [REF: TD P 85-01 Section 2.15]

d. If an end user suspects they are electronically storing or manipulating classified information on TIGTA systems, they should report this to their manager and the Chief Information Security Officer (CISO) immediately.  [REF: Chapter (500)-140.4]

e. An end user who handles a DVD/CD with TIGTA sensitive and/or personally identifiable information (PII) data that is no longer needed must ensure the media is physically destroyed using a TIGTA-approved destruction method.  Users with questions on proper disposal techniques should consult with the CISO for clarification.  [REF: Exhibit (500)-140.2 MP-6]

f. End users must protect and control digital and non-digital media at all times during transport outside of TIGTA-controlled spaces.  TIGTA users must maintain accountability of digital and non-digital media during transport (to include shipping) outside of TIGTA-controlled spaces.  [REF: Exhibit (500)-140.2 MP-5]

g. All information system users must adhere to the TIGTA IT Security Rules of Behavior.  Users are also responsible for being familiar with IT Security Policies, which provide guidance on information classification and sensitivity and the appropriate use of information technology resources in accessing and transmitting sensitive but unclassified (SBU) information.  The failure to safeguard national security information constitutes a security violation.  The failure to properly safeguard SBU information may be considered a procedural deficiency.  Security violations are to be handled in accordance with TD P 15-71, Chapter III Section 19, Handling Security Infractions, Investigating and Adjudicating Reported Security Violations.  Any TIGTA employee who does not understand how information should be safeguarded should seek guidance from his/her manager.  If guidance cannot be readily obtained, the employee should secure the information until a complete understanding of his/her responsibilities in protecting and handling the information is obtained.  [REF: Chapter (500)-140.4]

h. In addition to TIGTA Security Policies the following guidelines must be followed by end users: The SBU information must only be processed on Government-owned laptops.  TIGTA personnel must not share or discuss SBU information with unauthorized staff or other individuals who have no business need-to-know.  The SBU information must not be stored in voice mails.  TIGTA personnel must not discuss security procedures, such as alarm systems, etc., with unauthorized staff, or other individuals who have no business need-to-know.  TIGTA personnel must never provide copies of written correspondence, directories, or manuals to people outside of TIGTA unless otherwise authorized to do so by management; this may require multiple levels of approval.  [REF: Chapter (500)-140.4]

i. The SBU information maintained within TIGTA business applications (e.g., TeamMate, PARIS, DCW, etc.) must not be extracted from these applications unless needed for business purposes.  All information system users who download SBU information are responsible for safeguarding the information in accordance with OMB Memorandum 06-16 Protection of Sensitive Agency Information and accordance Treasury and TIGTA policy requirements.  [REF: Chapter (500)-140.4]

j. TIGTA personnel who obtain information from IRS or other Government entities, and their computer systems (e.g., IDRS, TECS, etc.) are responsible for safeguarding the information in accordance with OMB Memorandum 06-16 Protection of Sensitive Agency Information and accordance Treasury and TIGTA policy requirements and in accordance with its classification (regardless of which agency classifies the information).  Information must not be extracted from these applications unless needed for business purposes.  [REF: Chapter (500)-140.4]

k. TIGTA personnel must adhere to the following guidelines when storing information on laptop computers: The SBU information must only be saved to the hard drive, i.e. D: drive, of a laptop computer when required to conduct necessary business.  Employees desiring backup of information should store such information, without encryption, on their Z: drive or another appropriate network location.  The OIT does not backup laptop hard drives and cannot guarantee recovery of any information saved to the laptop hard drive.  [REF: Chapter (500)-140.4]

l. When traveling, TIGTA employees must maintain personal control of SBU information and records at all times, in accordance with procedures outlined in Chapter (500)-140.2.  TIGTA users must not check luggage containing SBU information, records and/or computer equipment while traveling.  [REF: Chapter (500)-140.4]

m. End Users must ensure media containing SBU information is destroyed in accordance with Department of Treasury Memorandum for the Destruction of Classified and Sensitive Information from the Acting Assistant Secretary for Management and Chief Information Officer, dated April 29, 2005, and TD P 80-05 Treasury Records and Information Management Manual.  The SBU information in electronic form (diskettes, computer tapes, etc.) must be destroyed by the use of an approved degausser or other approved means, in accordance with applicable guidance.  The SBU information in electronic form must be placed in its own burn-bag and kept separate from SBU paper waste.  Contact the CISO for further information concerning the destruction of electronic media containing SBU information.  The SBU information in paper form must be shredded or disposed of in burn bags.  All public information, such as public-use documents, copies of the Federal Register or other publications, magazines, newspapers, press releases, scrap paper that need to be disposed of must be placed in trash or GSA/other recycling box, as appropriate.  Public information in paper or electronic form may be discarded with other non-paper waste.  [REF: Chapter (500)-140.4]

n. Users must encrypt all sensitive data stored on mobile computers/devices.  Users must not reconfigure any TIGTA approved encryption system, thereby ensuring that mandated security requirements are not inadvertently disabled or modified.  [REF: TD P 85-01 AC-19_T.016 and MP-5(4)_T.118]
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a. All employees must notify the appropriate bureau contacts of any suspected security incidents in a timely manner, and cooperate in the investigation of such incidents.  [REF: TD P 85-01 Section 2.15]

b. All media users are responsible for reporting loss or theft of any media covered in this policy to the TIGTA employee’s manager, the Internal Affairs and Procurement Fraud Division (IAPFD), and to the Office of Information Technology (OIT) Helpdesk immediately upon detection of the loss.  [REF: Exhibit (500)-140.2 IR-6] 

c. Users are responsible for reporting the loss of TIGTA issued smartphones and regular cell phones immediately to their manager and the help desk.  [REF: Exhibit (500)-140.2 IR-6]

d. All users must follow TIGTA’s Breach Notification Procedure, SOP-09.23, in the event of an information or information system breach.  [REF:  Chapter (500)-140.3]

e. All users must immediately report any loss or theft of information and/or equipment to the TIGTA employee’s manager and to the Office of Information Technology (OIT) Helpdesk.  This includes the loss or theft of removable media (e.g., disk, tape, CD, DVD, USB thumb or USB drive, or other storage/recording media), paper-based information and records, and computer equipment (e.g., laptop computers, Blackberry devices).  The loss or theft must be reported even if the lost or stolen data was encrypted.  The loss or theft must be reported to the TIGTA employee’s manager, the Internal Affairs and Procurement Fraud Division (IAPFD), and to the Office of Information Technology (OIT) Helpdesk at the earliest possible time.  [REF: Chapter (500)-140.4]

f. When the loss of equipment or paper containing Personally Identifiable Information (PII) occurs outside TIGTA’s Helpdesk normal hours of operation (Monday through Friday from 7:00 am to 6:00 pm eastern standard time (EST)/eastern daylight time (EDT) employees must contact the Office of Investigation’s (OI) after hours answering service to report the loss.  The Helpdesk does not operate on holidays.  The answering service’s phone number is 1-800-589-3718.

g. During normal business hours, TIGTA employees must report security incidents using incident response procedures as outlined in TIGTA OIT SOP-09.22 Incident Response Plan.

h. Security incidents identified by an employee during weekends, holidays, early release periods, and the hours 6:00 pm – 6:30 am EST/EDT Monday through Friday must be reported to the GSOC Main line (202-927-9777) and/or toll free number (877-643-4762). 
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a. Users must obtain Authorizing Official (AO) approval prior to connecting devices with camera or voice transmission or recording capabilities to Treasury systems or networks.  [REF: TD P 85-01 Section 2.15]
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a. All users must use their Treasury e-mail accounts for performance of official duties.  [REF: TD P 85-01 Section 2.15]

b. All users must only access their privately owned e-mail accounts under the conditions set forth in TD 87-04, Personal Use of Government Information Technology Resources.[footnoteRef:1]  [REF: TD P 85-01 Section 2.15] [1:  TD 87-04, Personal Use of Government Information Technology Resources.] 


c. All users must not automatically forward e-mail messages to non-Treasury accounts.  [REF: TD P 85-01 Section 2.15]

d. All users must not knowingly generate or distribute junk e-mail (spam), spyware, adware, or malware via Federal systems or equipment.  [REF: TD P 85-01 Section 2.15]

e. Users are responsible for maintaining the security of their Government e-mail account and to take precautions to prevent unauthorized access to their mailbox.  Users must not open any files or macros attached to an unsolicited e-mail.  Unsolicited e-mail is defined as any e-mail message received that was mailed from an unknown, suspicious, or untrustworthy source or via a mass mailing list to which the recipient did not subscribe.  These messages can include pornographic topics, hoax messages, chain e-mail, spam messages and advertisement messages.  Unsolicited e-mail must be forwarded to the *TIGTASpamAlert e-mail address and then permanently deleted.  

f. Users must not create, copy, transmit, or retransmit chain letters (a message directing the recipient to forward it to multiple others, typically promising rewards for compliance) or other unauthorized mass mailings regardless of the subject matter.  Users must delete spam and other junk e-mail without forwarding it.  When an unsolicited e-mail is received users must not select an option to "opt out" of future mailings as this is often a method used by the sender to confirm a valid e-mail address and generate more spam.  Users must not click on or follow any hyperlinks or URL’s included in an unsolicited e-mail message.  [REF: Chapter (500)-140.2]

g. TIGTA users should be aware that a copy of every message sent through the TIGTA e-mail system, even if deleted immediately, is archived and retrieved to meet legal requirements.  [REF: Chapter (500)-140.2]

h. Users with access privileges to TIGTA's corporate network must not use non-TIGTA e-mail accounts (e.g., personal e-mail service provider, Hotmail, Yahoo, AOL) for conducting official duties.  Treasury/bureau internal e-mail systems provide sufficient safeguards to allow for the transmission of sensitive but unclassified (SBU).  Refer to Treasury Department Publication (TD P) 85-01, Treasury Information Technology Security Program and Treasury Directive (TD) 15-71, Department of the Treasury Security Manual for additional information.  Users with a defined need must submit a request in writing to obtain a waiver from the Chief Information Officer (CIO).  Users accessing their personal e-mail provider’s server must do so through a web address.  Personal e-mail service providers’ client software must not be installed on TIGTA workstations.  Access to personal e-mail accounts from Government IT resources must meet the conditions set forth in TD 87-04, Personal Use of Government Information Technology Resources and must meet the requirements for limited use.  [REF: Chapter (500)-140.2]
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a. All users will appropriately protect all passwords and not store or record unencrypted passwords on or near the IT systems to which they provide access.  (Reminder: Encryption must comply with all relevant mandatory FIPS controls.  [REF: TD P 85-01 Section 2.15]

b. Users with accounts with privileged access must use those accounts only when needed to perform their duties.  Normal daily activities should be conducted using non privileged accounts.  [REF: TD P 85-01 AC-6(2)]

c. Users with privileged user accounts (e.g., system administrators, developers) may not use those accounts to initiate a remote access session to TIGTA network resources via VPN.  [REF:  TD P 85-01 AC-6(2)]

d. Users assigned privileged user accounts must not use their privileged accounts for Internet browsing or other Internet connections outside of the local protected boundary unless authorized in writing by the TIGTA CIO or a CIO-designated alternate.  Users with privileged user accounts must not use those accounts to initiate a remote access session to TIGTA network resources via VPN.  Users with privileged user accounts must not use their privileged accounts to access their TIGTA e-mail mailbox.  All users must use their normal user (non-privileged) account to access their TIGTA e-mail mailbox to send and receive e-mail.  

Note: Privileged user accounts include any user account that is granted elevated access privileges on IT System resources.  For this purpose, privileged user accounts are those that allow for the installation or configuration of software on any Treasury asset.  The use of privileged user accounts is only approved for conducting official IT resource administration duties.  [REF: Chapter (500)-140.2]
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a. Remote access is only permitted through TIGTA-approved remote access technologies, including both hardware and software.  TIGTA users must not install or otherwise make available any remote access technology on any TIGTA hardware that is attached to the TIGTA network.  If unauthorized remote access instances are discovered, they must be immediately disabled until authorized.  [REF:  TD P 85-01 AC-17]

b. Users, other than system administrators performing official duties, must not reconfigure any TIGTA-approved VPN technology, thereby ensuring that mandated security requirements are not inadvertently disabled or modified.  [REF: (500)-140.2]
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The controls in this section are applicable to TIGTA employees traveling outside the United States with government-owned mobile devices, i.e. smartphones and laptops.  Unless explicitly stated otherwise, the controls in this section do not apply to Mexico or Canada.  [REF: TD P 85-01 Memorandum TCIO M 08-01]

a. TIGTA employees must obtain written approval from the TIGTA CISO before taking a government-owned smartphone overseas [REF:  TD P 85-01 AC-19_T.018].

b. TIGTA employees must ensure their smartphone is sanitized prior to being physically connected to any TIGTA system if it has been powered on in any foreign country.  [REF:  TD P 85-01 AC-19_T.020]

c. TIGTA employees must remove the smartphone battery and store the battery separate from the device if the device is ever left unattended while on overseas travel.  [REF:  TD P 85-01 AC-19_T.024]

d. If the smartphone has a removable SIM card, the employee must remove the card and store it separately when going through non-U.S. customs.  [REF:  TD P 85-01 AC-19_T.025]

e. TIGTA employees assigned overseas must comply with minimum-security clearance and investigative requirements established by the Overseas Security Policy Board[footnoteRef:2]   Additional requirements for access to individual embassies and other restricted facilities will be determined by the post.  TIGTA employees on travel outside the U.S. must meet the National Security clearance requirements established by the individual post(s) to be visited.  National Security clearances should be verified to posts as follows:  The TIGTA office preparing travel orders and notifying the post of the employee's arrival should obtain the level of the employee’s clearance from the TIGTA Personnel Security Officer or his/her designee, and include this information in a cable to the post (i.e., “Mr. Jones holds a top secret National Security clearance”) and  The National Security clearance information can be passed telephonically to the office preparing the cable, but the personnel security office should be included for clearance on the cable, which will ensure that the personnel security office is subsequently provided with a copy of the outgoing cable for inclusion in the individual's personnel security file.  [REF: Chapter (500)-70.33.14] [2:  The “Overseas Security Policy Board" was established by the U.S. President to consider, develop, coordinate, promote policies, standards, agreements on overseas security operations, programs, and projects that affect all U.S. Government agencies under the authority of a Chief of Mission.] 


f. TIGTA employees must obtain written approval from the TIGTA CISO or designee before taking a government-owned laptop overseas [REF:  TD P 85-01 AC-19_T.018].

g. Any government-owned laptop taken overseas must be protected by: 1) using FIPS compliant, full-disk encryption, 2) disabling wireless capability; and 3) either disabling all USB port(s) or using tamper-evident bags/seals/containers each time the laptop is left unattended (i.e., not under the direct and immediate control of a U.S. Government employee or authorized Government contractor).  If any laptop is not protected as described it may not be reconnected to a Treasury system or network until sanitized [REF:  TD P 85-01 AC-19_T.021].

h. Any storage device, processing device or media (to include thumb drives, flash memory, diskettes, USB-powered processors, etc.) obtained by TIGTA employees from other than US Government sources while outside of the U.S. may not be connected to a Treasury network or system (except to a standalone system) until sanitized.  For example, a user who obtains a free thumb drive at a conference overseas or from a foreign colleague is prohibited from connecting it to a Treasury system unless it is a standalone system (until the device has been sanitized).  Note that e-mailing a file is preferable from a security point of view.  Although not without risk, the focus on end users recognizes the legitimate business needs for Treasury bureaus to obtain and use media from other Governments and business partners.  For example, a bureau receives a CD-ROM via delivery service from a representative of a foreign Government or business.  After appropriate scanning for malicious code, loading of that CD-ROM is permissible.  For TIGTA the appropriate scanning tool is Symantec Antivirus.  [REF: TD P 85-01 Memorandum TCIO M 08-01, EC-10]

i. Any Treasury storage or processing device or media (to include thumb drives, flash memory, diskettes, USB-powered processors, etc.) taken outside of the U.S. may not, upon return, be connected to a Treasury network or system (except to a standalone system) until sanitized.  Excepted from this requirement are media which have: 1) been stored in tamper evident bags/seals/containers each time the media is left unattended and never connected to a foreign system; or 2) been under the full-time immediate control of the user or another U.S. Government or authorized Government contractor and never connected to a foreign system.  Media must be encrypted unless the contents of that media are intended for public dissemination.  Note that hotel safes and vehicles are not tamper evident containers.  Connecting a Treasury processing device or media to a foreign computer means that device/media is not under the full time control of the user since the foreign computer controls the device/media while connected.  [REF: TD P 85-01 Memorandum TCIO M 08-01, EC-11]

j. Media provided by foreign visitors may only be loaded onto a standalone Treasury system.  The system shall remain standalone until such time as it is sanitized.  Additionally, no other media loaded into the standalone system shall be loaded into a non-standalone Treasury system until sanitized.  The control above permits, for example, foreign visitors to provide files for presentation at a Treasury conference or meeting provided the computer is standalone.  If such a file is required for other purposes, the preferred means for obtaining it would be to ask the visitor to e-mail it.  The control also seeks to minimize the risk that malicious code on the standalone machine will be moved via media to other systems.  Additionally, by limiting the restriction to foreign end user visitors, the control recognizes the legitimate business needs for Treasury bureaus to obtain and use media from foreign Governments and business partners.  [REF: TD P 85-01 Memorandum TCIO M 08-01, EC-12]

k. All visits by foreign nationals (including Canadians and Mexicans) must be coordinated through Headquarters.  Any TIGTA employee coordinating visits by foreign nationals must contact the *TIGTA Foreign Delegation Visitors e-mail account providing the following information:

•	Names and Titles of Visitors;
•	Country of Origin of Visitors; 
•	Date of Visit; and
•	Purpose of Visit.
[bookmark: _Toc404081565]Telework
a. End users must ensure that their home offices/alternate work sites comply with all standards defined in TIGTA Operations Manual (200)-80 Telecommuting Program Policy and their telework agreement.  

b. When maintaining information and records at an alternate worksite, TIGTA users are responsible for safeguarding the information from third parties who may enter or have access to the alternate worksite.  The following rules must be observed by TIGTA personnel when telecommuting: 

i. Telecommuters must lock the laptop computer screen before leaving it unattended;
ii. Telecommuters must use authorized storage facilities for storing TIGTA materials (e.g., locked container such as a file cabinet, desk with a locked drawer).  In addition, TIGTA employees are encouraged to secure media and the laptop computer (powered off) in a locked container (e.g., cabinet or brief case) when not in use;
iii. Telecommuters must be careful not to leave TIGTA material unattended or within view of third parties (including family members not authorized to view TIGTA information);
iv. Telecommuters must be careful to conceal SBU information when approached by visitors; and
v. Telecommuters must follow specific procedures for the disposal, transfer, or distribution of storage media that contains or have contained TIGTA materials. 

Refer to TIGTA Telecommuting intranet page and Chapter (200)-80.9, Telecommuting Security, for additional guidance in telecommuting security.  [REF: Chapter (500)-140.4]
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a. If a TIGTA employee has a need to ship SBU information, media, and/or computer equipment, appropriate precautions must be taken.  The method for shipping SBU information and equipment must provide for a chain-of-custody from the point of acceptance by a carrier to the point the package is delivered to its intended recipient.  Registered U.S. Mail, Certified U.S. Mail and/or an equivalent commercial service are appropriate methods of shipping that provide chain-of-custody.  [REF: Chapter (500)-140.4]

b. The SBU information must be transmitted within and between the 50 States, the District of Columbia, the Commonwealth of Puerto Rico, and United States territories or possessions by one of the means established for higher classifications, or by the United States Postal Service registered mail.  Refer to TD P 15-71 Chapter III Section 24 for detail.  Outside these areas, SBU information must be transmitted only as is authorized for higher classifications and a receipt is mandatory.  [REF: Chapter (500)-140.4]

c. The escorting or hand-carrying of SBU material between Treasury Bureaus and/or Federal agencies or within the same Bureau requires escort or handling personnel to have the same level of authorization clearance as the material in their charge.  [REF: Chapter (500)-140.4]

d. When e-mailing SBU information to another TIGTA employee, use of secure messaging is strongly recommended whenever practical and it does not impede TIGTA business practices (e.g., use of shared e-mail boxes and reading e-mail messages from a Blackberry).  When e-mailing SBU information to other Governmental agencies (e.g., Department of Justice), who are not enrolled in secure messaging, alternative encryption methods must be used.  When using alternative encryption methods that utilize passwords, strong passwords must be created.  Sending SBU information that is unencrypted via e-mail to non-TIGTA recipients is not permitted.  [REF: Chapter (500)-140.4]

e. When faxing SBU, TIGTA personnel must monitor transmittals closely to ensure that information is not inappropriately transmitted or received.  For example: call the person to whom the facsimile is intended to alert them to standby to receive the transmission.  [REF:  Chapter (500)-140.4]
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When using Government IT resources for non-Government purposes, users are not authorized to:
a. Create, copy, transmit, or retransmit greeting cards, video, sound or other large file attachments that can degrade the performance of the entire network.  

b. Utilize “Push” technology on the Internet and other continuous data streams that can also degrade the performance of the entire network.  “Push” technology refers to the data distribution method in which data is automatically delivered to a computer or mobile device in real time or at periodic intervals. 

c. Access pornography or hacker sites.
Note: This policy statement does not apply to any users working in an official capacity that may require access to certain sites in support of an investigative case or audit.

d. Use Government systems as a staging ground or platform to gain unauthorized access to other systems.

e. Use Government IT resources for activities that are illegal, inappropriate, or offensive to fellow employees or the public.  Such activities include, but are not limited to:  hate speech, or material that ridicules others on the basis of race, creed, religion, color, sex, disability, national origin, or sexual orientation.
f. Create, download, view, store, copy, or transmit sexually explicit or sexually oriented materials.

g. Create, download, view, store, copy, or transmit materials related to any gambling (legal and illegal), illegal weapons, terrorist activities, and any other illegal activities or activities otherwise prohibited, etc.

h. Download, copy, and/or play of computer video games.

i. Use of Government IT resources for commercial purposes or in support of “for-profit” activities or in support of other outside employment or business activity (e.g., consulting for pay, sales or administration of business transactions, sale of goods or services), including using Government IT resources to assist relatives, friends, or other persons in such activities (e.g., employees may not operate or participate in the operation of a business with the use of TIGTA’s IT resources).

j. Engage in any prohibited outside fund-raising activity, endorse any product or service, participate in any lobbying activity, or engage in any prohibited partisan political activity.

k. Post non-public Government information to external news groups, bulletin boards, social media (e.g. Facebook, Twitter) or other public forums without authority.  This includes any use that could create the perception that the communication was made in one’s official capacity as a Federal Government employee, unless appropriate agency approval has been obtained or the use is not at odds with the agency’s mission or positions.

l. Acquire, use, reproduce, transmit, or distribute any controlled information, including computer software and data, that includes privacy information, copyrighted, trademarked, or material with other intellectual property rights (beyond fair use), proprietary data, or export controlled software or data.  

m. Download files, for example music or other inappropriate material, for the purpose of forwarding them to another individual.  This activity, also known as “file sharing”, is considered outside the scope of limited personal use.  Furthermore, the use of file sharing technology creates a substantial computer security risk in that it may facilitate the spread of computer viruses.  [REF: Chapter (500)-140.2]
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a. All laptop computers, hardware, or software are assigned to users on an individual basis.  Users must take every reasonable precaution to protect such resources from loss or damage in accordance with TIGTA Operations Manual (600)-100, Personal Property Management Program – Policy, and TIGTA Operations Manual (500)-140.4, Protecting Sensitive Information.  Users must not change any security settings on their workstation.  Users must never leave their workstations unattended and unprotected without the utilization of a manual (Ctrl-Alt-Delete) password-protected screensaver.  Users must not install personal equipment and unauthorized software on TIGTA workstations without Change Management Board (CMB) approval.  Users must not clear the application, security or system event logs.  [REF: Chapter (500)-140.2]

b. Users must not perform any activities intended to create and/or distribute malicious programs into TIGTA's networks (e.g., viruses, worms, Trojan horses, e-mail bombs, etc.) on TIGTA lab-based computers.  If lab-testing conflicts with anti-virus software, the user must run the anti-virus utility to ensure a clean machine, disable the software, and then run the lab test.  After the lab test, the user must enable the anti-virus software.  When the anti-virus software is disabled, no applications should be running which could transfer a virus, e.g., e-mail, or file sharing.  [REF: Chapter (500)-140.2]
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a. All TIGTA employees with activated National Security clearances regardless of level are informed during their National Security briefing of the reporting requirements regarding arrests, convictions, bankruptcies, financial difficulties (including liens, judgments, and foreclosures), and foreign travel.  TIGTA employees are required to report this information to the Personnel Security Office immediately.  [REF: Exhibit (500)-140.2 PS-3]

b. All TIGTA employees with activated clearances are required to notify the Personnel Security Office when leaving the United States for any reason including for pleasure or vacation.  During the National Security clearance briefing, employees are also informed of their responsibility to notify the Personnel Security Office, Treasury’s OSP, and/or the Federal Bureau of Investigation (FBI) upon their return if they encounter any incidents or security concerns such as: Illegal or unauthorized access is sought to classified or otherwise sensitive information and technology, or circumstances causing concern that he/she may be a target of an actual or attempted exploitation by a foreign entity.  [REF: Exhibit (500)-140.2 PS-3]

c. All TIGTA employees with an activated National Security clearance (regardless of the level) shall report immediately in accordance with SF 86C, “Certification” http://www.opm.gov/forms/pdf_fill/sf86c.pdf, such changes involving Questions 1 through 29 on that form, in writing, either by e-mail, facsimile, U.S Postal Service, or hand delivery, to the TIGTA Personnel Security Officer or his/her designee.  Most questions on the SF 86C are self-explanatory, however, the following additional guidance is provided: For question 9, “Citizenship,” TIGTA employees shall report when assuming non-U.S. citizenship including application/receipt of a foreign passport with or without the intention to use such passport while still a Federal employee and any renunciation of U.S. citizenship.  For question 17, “Marital Status,” a TIGTA employee who holds a Top Secret National Security clearance and who marries/cohabits (in a spouse-like relationship) during the time they hold such a clearance shall report such marriage or cohabitation to TIGTA’s Personnel Security Officer or his/her designee.  For question 21, “Mental and Emotional Health,” TIGTA employees shall report if they have consulted with a health care professional regarding an emotional or mental health condition, or were hospitalized for such a condition, or ordered by a court to undergo counseling.  Counseling that is strictly for marital/family or grief unrelated to violence (by the employee), or strictly related to adjustments from service in a military combat environment are not required to be reported.  For question 22, “Police Record,” TIGTA employees shall report if they have been issued a summons, citation or ticket to appear in court in a criminal proceeding against them; however, fines less than $300 for traffic offenses are not required to be reported unless the offense involves drugs or alcohol in which case further information may be required per question 23, “Use of Illegal Drugs and Drug Activity.”  For question 26, “Financial Record,” any TIGTA employee shall report declarations of bankruptcy, and U.S. Government and/or court-ordered liens.  [REF: Exhibit (500)-140.2 PS-3]
[bookmark: _Toc404081570]Privacy Expectation
a. Employees do not have a right, nor should they have any reasonable expectation, of privacy while using any Government IT resources at anytime, including accessing the Internet or using e-mail.  To the extent that employees wish that their private activities remain private, they should avoid using Government IT resources such as their TIGTA-issued computer, the Internet access, or e-mail for such activities.  By using Government IT resources, employees give their consent to disclosing the contents of any files or information maintained using this equipment.  In addition to access by TIGTA officials, data maintained on Government IT resources may be subject to discovery and Freedom of Information Act, 5 U.S.C. § 552, requests.  By using Government office equipment, consent to monitoring and recording is implied with or without cause, including (but not limited to) accessing the Internet or using e-mail.  Any use of Government telecommunications resources is made with the understanding that such use is generally not secure, is not private, and is not anonymous.  [REF: Chapter (500)-140.2]

[bookmark: _Toc404081571]Ethics
a. The OGE Standards of Ethical Conduct states that “…an employee shall not use or permit the use of his Government position or title or any authority associated with his public office in a manner that could reasonably be construed to imply that his agency or the Government sanctions or endorses his personal activities.”  5 C.F.R. § 2635.702(b).  In addition, users should review 5 C.F.R. § 2635.704 concerning the use of Government property, 5 C.F.R. § 2635.705, Use of Official Time, and 31 C.F.R. § 0.213 concerning general conduct.  [REF: Chapter (500)-140.2]
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