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TIGTA Defined Security Control Values as Required in TD P 85-01 

	Control Number
	Control

	AC-1 a.1
	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors or vendors (users):
1. An access control policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
2. Procedures to facilitate the implementation of the access control policy and associated access controls.

	AC-2

	The organization:
a. Identifies and selects information system accounts (i.e., individual, group, system, application, guest/anonymous, and temporary) to support organizational missions/business functions;
e. Requires approvals by appropriate functional managers for requests to create information system accounts;
f. Creates, enables, modifies, disables, and removes information system accounts in accordance with TIGTA access control procedures;

	AC-2(2)
	The organization ensures an information system automatically disables temporary and emergency accounts within two business days

	AC-2(4)
	The organization ensures an information system automatically audits account creation, modification, enabling, disabling, and removal actions, and notifies the appropriate administrators.

	AC-5
	a. The organization separates security functions from administration functions, where possible.  Privileged functions must be separated based on mission support role, (e.g., workstation and server groups, application owners);

	AC-6(1)
	The organization explicitly authorizes accesses to security functions of Information Technology (IT) systems and components to users (or processes acting on behalf of users) which are necessary to accomplish assigned mission tasks.

	AC-6(5)
	The organization restricts privileged accounts on an information system to the authorized individuals as defined in the account authorization.

	AC-8
	a. An information system must display to users the TIGTA approved warning banner where technically possible before granting access to the system that provides privacy and security notices consistent with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance and states that:
1. Users are accessing a U.S. Government information system;
c. For publicly accessible systems:
1. The organization must ensure a system displays use information [Bureau-defined conditions], before granting further access;
Note: TIGTA does not host publicly accessible systems, therefore, AC-8c is not applicable.

	AC-12
	An information system must automatically terminate a user session after 15 minutes of inactivity or upon receiving a request from the user.

	AC-14
	a. No actions are permitted on IT systems or components that can be performed on the information system without identification or authentication consistent with organizational missions/business functions.

	AC-17(3)
	The information system routes all remote accesses through a limited number of managed access control points.  The location of the managed access control points must be documented within supporting procedures.

	AC-17(4)
	(a) The organization authorizes the execution of privileged commands and access to security-relevant information via remote access only for instance approved by the Chief Information Security Officer (CISO) prior to establishing the connection.

	AC-19(5)
	The organization employs a minimum of FIPS 140-2 validated encryption to protect the confidentiality and integrity of information on portable devices.

	AC-20(2)
	The organization prohibits the use of organization-controlled portable storage devices by non-TIGTA employees on external information systems.

	AC-21

	a. The organization facilitates information sharing by enabling authorized users to determine whether access authorizations assigned to the sharing partner match the access restrictions on the information must ensure the external party will protect the data to the same standards as TIGTA; and
b. All TIGTA personnel wishing to share sensitive information with external parties must request approval from the CISO prior to sharing the information.

	AT-1

	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors or vendors (users):
1. A security awareness and training policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	AU-1 a.1

	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors or vendors (users):
1. An audit and accountability policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	AU-2



	All the following events are to be audited within an information system: 
All Microsoft Windows based operating system components to capture data when an auditable event occurs.  At a minimum, the configuration will include those audit events defined within the approved security baseline for the installed version of the operating system;

All instances of Microsoft SQL and Internet Information Services (IIS) to capture data when an auditable event occurs.  At a minimum, the configuration will include those audit events defined within the approved security baseline for the installed version of the application; 

All IT system infrastructure components capable of auditing such as non-Microsoft Windows based operating systems and telecommunications components must be configured to capture data when an auditable event occurs.  At a minimum, the configuration will include those audit events defined within the approved security baseline for the installed version of the component.

	AU-4

	The organization allocates audit record storage capacity in accordance with the criticality of the IT system component must be considered when determining appropriate log storage.  Local storage capacity must be considered if components are not forwarding audit data to the central log analysis system.

	AU-5

	a. An information system must  alert the assigned System Administrator (SA) and Information System Security Officer (ISSO) in the event of an audit processing failure; and
b. The ISSOs must determine the proper course of action with regard to audit log collection for each device that fails to report.  IT system components must be configured to overwrite audit records as needed, in accordance with the approved security baseline and with consideration given to records retention requirements.

	AU-6

	The organization:
a. Reviews and analyzes information system audit records [frequency is in accordance with a risk based decision and should be documented in the System Security Plan] for indications of security incidents; and
b. Reports findings in accordance with TIGTA Incident Response procedures.

	AU-7(1)

	An information system must provide the capability to process audit records for events of interest based on selectable event criteria and to support the analysis of audit data in case of security incidents.

	AU-8

	b. An information system must record time stamps for audit records that can be mapped to Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT) and with a defined level of granularity such as within tens of milliseconds.

	AU-8(1)

	An information system’s internal clock must be:

(a) Compared  [at least on a quarterly basis ] with a central authoritative time source; and

(b) Synchronized to an authoritative time source when the time difference is greater than one minute and also at least once a day.

	AU-9(4)

	Access to management of audit functionality is only authorized to the ISSO, SA, and/or other assigned personnel as determined by functional requirements.  The access must be configured with minimal permission to accomplish required duties.

	AU-12

	An information system must:

a. Provide an audit record generation capability for the auditable events defined in AU-2 a. at a minimum, the configuration will include those audit events defined within the approved security baseline for the installed version of the operating system or application; 

b. Allow the ISSOs to select which auditable events are to be audited by specific components of the information system;

	CA-1

	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors or vendors (users):
1. A security assessment and authorization policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	CA-2
	d. The organization provides the results of the security control assessment to the CISO and AO, or designated representative.

	CA-2(1)

	The organization employs assessors or assessment teams with internal or external team that meets the definition of independent assessors set forth in NIST SP 800-53 CA-2(1) to conduct security control assessments.

	CA-3
	c. The organization reviews and updates Interconnection Security Agreements, the review cycle must be defined in interconnection agreements.

	CA-3(5)
	The organization employs deny-all, permit-by-exception policy for allowing any TIGTA system to connect to external information systems.

	CA-7

	The organization develops a continuous monitoring strategy and implements a continuous monitoring program that includes:
a. Establishment of the status of asset, configuration, and vulnerability management processes to be monitored;
b. Establishment of the continuous monitoring frequencies for each type of monitoring.  Assessments of the efficacy of asset monitoring must be conducted at least every three years for assessments supporting such monitoring;
g. Reporting the security status of organization and the information system to the CISO monthly.

	CA-7(1)
	The organization employs assessors or assessment teams with an ongoing basis to monitor the security controls in the information system on an ongoing basis.

	CA-9
	a. The organization authorizes internal connections between TIGTA systems to the information system;

	CM-1 a.1
	a.  The organization develops, documents, and disseminates to all TIGTA personnel, contractors, and vendors (users):
1. A configuration management policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	CM-2(1)

	The organization reviews and updates the baseline configuration of the information system: 
(b) When required due to the substantial changes occur to the information system or an information system component

	CM-2(3)
	The organization retains at minimum a single iteration of the previous baseline configuration to support rollback.

	CM-2(7)
	The organization:

(a) Issues information systems or system components required for instances with a baseline configuration to individuals traveling to locations that the organization deems to be of significant risk; and

(b) Applies safeguards for restoring systems to the baseline configuration for standard operations must be developed, documented, maintained and implemented to the devices when the individuals return.

	CM-3
	The organization:

e. Retains records of configuration-controlled changes to the information system for no less than a year;

g. Coordinates and provides oversight for configuration change control activities through document, explicitly or by reference.  Specific boards or individuals must be referenced with the frequency of meeting.

	CM-6
	The organization:

a. Establishes and documents configuration settings for information technology products employed within the information system using [an automated means to check that the security configuration settings of all operating systems, databases, and any components identified in Treasury Directive Publication (TD P) 85-01; equipment are continually maintained in accordance with the applicable NIST-promulgated or other NIST 800-70 compliant checklists as per CM-6_T.069 ] that reflect the most restrictive mode consistent with operational requirements;

c. Identifies, documents, and approves any deviations from established configuration settings for exceptions to controls found in security configurations based only on explicit operational requirements.

	CM-7(1)
	(b) The organization disables ports when not in use.  Any anomalies must be disabled within the information system deemed to be unnecessary and/or nonsecure.

	CM-7(2)
	The information system prevents program execution in accordance with [the Configuration Management Policy regarding software program usage and restrictions (must approve the use of all software); rules authorizing the terms and conditions of software program usage]. 

	CM-7(4) 

	(a) System ISSOs must develop and document a list of unauthorized software for each system component class.  TIGTA must prohibit unauthorized software from executing on information system components.

(c) System ISSOs must reviews and updates the list of unauthorized software programs at least annually.

	CM-8	
	The organization:

a. Develops and documents an inventory of information system components that:
4. Includes the make, model and serial number of components; and

b. Reviews and updates the information system component inventory at least annually.

	CM-8(3)
	(b) The organization takes the following actions when unauthorized components are detected: ISSOs must notify appropriate sub-ISSOs or administrators of any anomalies which must be addressed. 

	CM-11
	The organization:

a. Establishes user-installed software policies and procedures governing the installation of software by users; 

b. Enforces software installation policies through automated (e.g., configuration settings) and procedural (e.g., periodic review of user accounts) methods; and 

c. Monitors policy compliance at the use of monthly system configuration scans to review the information system to identify any unapproved and/or user installed software. 

	CP-1 a.1
	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors and vendors (users).

	CP-2
	The organization:

a. Develops a contingency plan for the information system that:
6. Is reviewed and approved by designated officials within the organization;

b. Distributes copies of the contingency plan to all personnel assigned to a role identified in the plan and any affected organizational units;

f. Communicates contingency plan changes to all affected personnel.

	CP-3
	The organization provides contingency training to information system users consistent with assigned roles and responsibilities:
a. Within 6 months of assuming a contingency role or responsibility;

	CP-4
	a. The organization tests the contingency plan for the information system [in accordance with the frequency and standards listed in Treasury Directive Publication (TD P) 85-01, no less than annually] using [NIST SP 800-84, NIST SP 800-34 and other applicable guidance, and Business-unit Defined Tests and Exercises] to determine the effectiveness of the plan and the organizational readiness to execute the plan;

	CP-7
	a. The organization must establish an alternate processing site including necessary agreements to permit the transfer and resumption of all TIGTA information systems for essential missions/business functions. TIGTA must detail potential accessibility problems and describe explicit mitigation actions, and also define which assets will resume at the alternate site and the acceptable recovery time frame based on the business impact analysis when the primary processing capabilities are unavailable;

	CP-8	
	The organization establishes alternate telecommunications services including necessary agreements to permit the resumption of all TIGTA information systems for essential missions and business functions within the time frames based on the contingency plan’s business impact analysis when the primary telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.

	IA-1 a.1

	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors and vendors (users):
1. An identification and authentication policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	IA-2(11)

	The information system implements multifactor authentication for remote access to privileged and non-privileged accounts such that one of the factors is provided by a device separate from the system gaining access and the device meets either the Personal Identity Verification (PIV) credentials or grid card.

	IA-3
	The information system uniquely identifies and authenticates all devices before establishing a [local; remote; network] connection.

	IA-4

	The organization manages information system identifiers by:
a. Receiving authorization from  appropriate functional managers to assign an individual, group, role, or device identifier;

d. Preventing reuse of identifiers for one year after their removal.

	IA-5

	g. The organization manages information system authenticators by changing/refreshing authenticators: Users and administrators must never use the same password twice in a twelve-month period.  Systems that have the capability of tracking previous password usage and precluding the use of the same password until after a minimum number of changes must be set to 24 times before the same password can be used.

	IA-5(1)
	(d) The information system enforces password minimum and maximum lifetime restrictions of [USGCB - 1 Day minimum 60 Day maximum].

TIGTA will implement the following TIGTA-defined password controls:
· TIGTA uses user account passwords, issued by an administrator, must be compliant with the password policy and be set to be changed upon the user’s next login.
· All TIGTA components and applications account passwords cannot be changed more than once in a 24 hour period.
· All user and administrative account passwords must be changed every 60 days.
· Application and special use account passwords can be set to never expire; however, the password must be changed annually unless they meet the special circumstances detailed in the SOP 9.10 Password Aging Procedure or authorized by the CISO and AO through a risk assessment; 
· Users and administrators must never use the same password twice in a twelve-month period.

(g) TIGTA uses user account passwords as authenticators on TIGTA IT systems, IT system components and applications.  TIGTA will implement the following items for authenticators:
· Default authenticators, including blank passwords, on TIGTA IT system components must be changed prior to the component being placed into production.
· Procedures for delivering account authenticators, for lost/compromised or damaged authenticators, and for revoking authenticators must be developed.  Procedures must include provisions for verifying a user’s identify prior to issuing an initial authenticator.  These procedures can be integrated into account management procedures.
· The identity of devices must be verified prior to receiving an initial authenticator.
· Authenticators must not be sent within e-mail messages or other forms of electronic communication, unless protected by Federal Information Processing Standards (FIPS) 140-2 approved encryption.
· When group/role based accounts are used, the authenticator must be changed if the group membership changes.
· The registration process to receive PKI-based authenticators must be carried out in person before a designated registration authority with authorization by a manager.

	IA-5(3)
	The organization requires that the registration process to receive HSPD-12 SmartCards be conducted in person before a designated registration authority with authorization by a manager. 

	IA-5(11)
	The information system, for hardware token-based authentication, employs mechanisms that are assessed and approved by the CISO.

	IA-8(3)
	The organization employs only FICAM-approved information system components in [Bureau-defined information systems] to accept third-party credentials.

Note: Since TIGTA does not host websites accessible by the general public, the requirement, in the public-facing website controls IA-8(3) is not included in this policy.

	IR-1
	The organization develops, documents, and disseminates to all TIGTA personnel, contractors and vendors (users):
1. An incident response policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	IR-2
	The organization provides incident response training to information system users consistent with assigned roles and responsibilities:
a. Within 2 weeks of assuming an incident response role or responsibility;

	IR-6
	b. The organization reports security incident information to authorities designated in the SOP-09.22 Incident Response Plan.

	IR-8

	8. The incident response plan is reviewed and approved by the CISO;

b. The security team must distribute copies of the incident response plan to all personnel and organizations identified in the plan;

e. The security team must communicate incident response plan changes to all personnel and organizations identified in the plan.

	MA-1 a.1
	a. The organization develops, documents, and disseminates the system maintenance policy and procedures to all TIGTA personnel, contractors or vendors (users).

	MA-2

	c. The organization requires the ISSO to explicitly approve the removal of the information system or system components from organizational facilities for off-site maintenance or repairs;

f. ISSOs must maintain maintenance records for IT systems that include:
i. Date and time of maintenance;
ii. Name of the individual performing the maintenance;
iii. Name of the escort, if necessary;
iv. A description of the maintenance performed; and
v. A list of equipment removed or replaced

	MA-6
	The organization obtains maintenance support and/or spare parts for TIGTA critical information system components within the recovery timeframes documented in the contingency plan of failure.

	MP-1 a.1

	a. The organization develops, documents, and disseminates to all TIGTA users (personnel, contractors, or vendors):
1. A media protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	MP-2

	The organization restricts access to USB based mass storage devices, mobile computing devices (laptops and tablets), smartphones (blackberrys), backup media, DVD/CD, and non-digital media to either an authorized individual or organizational unit with the explicit business need for using the device.  The individual(s) who is responsible for maintaining the physical security of the device and implementing all user level controls established in this policy.  

	MP-3

	b. Exemptions of approved USB devices, mobile computing devices, smartphones, or backup media from marking must be approved by the CISO on a case-by-case basis.

	MP-4


	a. The organization physically controls and securely stores all approved USB devices, mobile computing devices, smartphones, backup tapes, DVD/CD, and non-digital media to prevent the media from being accessed by unauthorized individuals.  TIGTA personnel who handle approved USB devices, DVD/CD, or non-digital media with TIGTA sensitive and/or PII data must take every reasonable precaution to prevent the media from being accessed by unauthorized individuals.  All mobile computing devices and all smartphones must be assigned to an authorized individual, who is responsible for maintaining the physical security of the device and implementing all user level controls established in the Media Protection policy.  Backup tapes must be stored in a restricted access area.  ISSOs must ensure that procedures are in place to ensure that backup tapes are physically secure while not in their protected storage area. 

	MP-5

	a. The organization protects and controls digital and non-digital media during transport outside of controlled areas using physical security measures, which should be attuned with the sensitivity of the information on the backup media.  The organization documents activities associated with the transport of digital and non-digital media and restricts the activities associated with the transport of digital and non-digital media to authorized personnel.

	MP-6

	a. The organization sanitizes an approved USB device, mobile computing devices, smartphones, backup media, DVD/CD, and/or non-digital media prior to disposal, release out of organizational control, or release for reuse using a Department of Homeland Security (DHS) and/or National Security Agency (NSA) approved sanitization tool, or ensure the media is physically destroyed using a TIGTA-approved destruction method in accordance with applicable federal and organizational standards and policies;

	MP-7

	The organization prohibits the use non-TIGTA owned USB media on any TIGTA systems.  System ISSOs are responsible for creating methods to detect use of unauthorized USB devices.

	PE-1

	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors, and vendors:
1. A physical and environmental protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	PE-3
	a. The organization enforces physical access authorizations prior to allowing access to space housing TIGTA IT components.  At a minimum, each point of ingress/egress to the TIGTA controlled space must have access controls in place by:
1. Verifying individual access authorizations before granting access to the facility; and
2. Controlling ingress/egress to the facility using a method in place to verify the individual physical access authorization (e.g., badges, identification cards, and smart cards);

b. Maintaining physical access audit logs at Large Computing Center (LCC) and office entry/exit points;

c. Providing [Bureau-defined security safeguards] to control access to areas within the facility officially designated as publicly accessible;

Note:  TIGTA does not have a publically accessible computer room therefore control PE-3 c. is not applicable.

d. Escorting visitors and monitors visitor activity on all personnel without authorized access to the LCC and/or office;

f. Ensuring an annual inventory of all physical access devices to TIGTA IT components, other than perimeter entry cards, is conducted;

	PE-4

	The organization controls physical access to TIGTA’s information system distribution and transmission lines within organizational facilities.  The CIO is responsible for defining safeguards for the types of space where TIGTA has telecom.

	PE-8
	a. The organization maintains visitor access records to the facility where the information system resides for a year and reviews every 6 months;

	PE-10
	b. The organization places emergency shutoff switches or devices in a LCC to facilitate safe and easy access for personnel;

	PE-11

	The organization provides a short-term uninterruptible power supply for TIGTA IT components in a LCC or office to facilitate an orderly shutdown of an information system in the event of a primary power source loss.

	PE-14
	a. The organization maintains temperature and humidity levels within the facility where the information system resides at an acceptable level.

	PE-16
	The organization authorizes, monitors, and controls all TIGTA IT components entering and exiting a LCC or an office and maintains records of those items.

	PE-17

	a. End users must ensure that their home offices comply with all standards defined in TIGTA Operations Manual (200)-80 Telecommuting Program Policy and their telework agreement.

	PL-1

	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors or vendors (users):
1. A security planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	PL-2
	b. The organization distributes copies of the security plan and communicates subsequent changes to the plan to the system owner and ISSOs;

	PL-2(3)

	The organization plans and coordinates security-related activities affecting the information system with the system owner and ISSOs before conducting such activities in order to reduce the impact on other organizational entities.

	PL-4
	c. The organization reviews and updates the rules of behavior every three years or when changes to TIGTA’s operational environment require an update;

	PL-8
	b. The organization reviews and updates the information security architecture annually to reflect updates in the enterprise architecture;

	PM-9
	c. The organization reviews and updates the risk management strategy annually or as required, to address organizational changes.

	PS-1
	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors, or vendors (users):
1. A personnel security policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	PS-3
	b. The organization rescreens individuals according to the type of position that the employee occupies, i.e., high risk public trust (5 years), non-critical sensitive (10 years), or critical sensitive (5 years).  All national security clearance holders are subject to Continuous Evaluation standards and all employees that occupy public trust positions are subject to a Reimbursable Suitability Investigation (RSI) based on events reported/discovered by the Personnel Security Program that would warrant such additional investigation in between the scheduled reinvestigation.

	PS-4
	The organization, upon termination of individual employment:
a. Disables information system access within one business day of personnel separation;

c. The organization conducts exit interviews (debriefing) with all national security clearance holders that include a discussion of the proper safeguarding of classified information and Criminal penalties enforced for the unlawful removal, destruction, or theft of Federal records.

f. The organization notifies the Personnel Security Program Office as soon as possible at least within two weeks of proposed separation.

	PS-5

	b. The organization:
· Initiates a request for the employee/transferee’s new Position Description (PD) to determine the position sensitivity level of the new position that the employee has been reassigned;
· Initiates a review of the employee's Personnel Security File to determine if the position he/she has been reassigned to requires an upgraded background investigation; and  
· If required, initiates an upgraded background reinvestigation via the U.S. Office of Personnel Management’s Electronic Questionnaire Investigations Processing system within 14 days of the effective date of the new position designation.

d. The organization notifies the Personnel Security Program Office about personnel transfers immediately, but not to exceed one business day.

	PS-6

	2. An information system access agreement will be re-signed when the access agreement has been updated or when an individual’s access level has been upgraded or downgraded due to position changes.

	PS-7
	d. The organization requires third-party providers to notify the Personnel Security Program Office of any personnel transfers or terminations of third-party personnel who possess organizational credentials and/or badges, or who have information system privileges immediately upon separation, but not to exceed one business day;

	PS-8
	b. The organization notifies the Personnel Security Program Office immediately, but not to exceed one business day when a formal employee sanctions process is initiated, identifying the individual sanctioned and the reason for the sanction.

	RA-1

	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors, and vendors (users):
1. A risk assessment policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	RA-3


	The organization:

b. Documents risk assessment results in a risk assessment report;

d. Disseminates risk assessment updates to the Authorizing Official (AO), CISO, and applicable system ISSO.

	RA-5
	The organization:

d. Remediates legitimate vulnerabilities within 60 days in accordance with an organizational assessment of risk; and

e. Shares information obtained from the vulnerability scanning process and security control assessments with ISSO to help eliminate similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies).

	RA-5(5)
	The information system implements privileged access authorization to [all information system components as applicable (e.g., OS, DB, WEB APP, etc.)]; ensures the vulnerability scanner is configured to scan with a privileged account for all Active Directory based components.  

	SA-1 a.1

	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors or vendors (users):
1. A system and services acquisition policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	SA-3
	a. The organization manages the information system using system development life cycle that incorporates information security considerations;

	SA-4(2)

	The organization requires the developer of the information system, system component, or information system service to provide design and implementation information for the security controls to be employed that may include: security-relevant external system interfaces; high-level design; low-level design; and source code or hardware schematics.

	SA-5

	c. When the administrator documentation that describes the secure configuration, installation, and operation of an information system, system component, or information system service is either unavailable or nonexistent;  TIGTA must document attempts to obtain such documentation from the vendor/manufacturer and provide compensation security controls, if necessary;

e. The organization distributes the documentation mentioned in “c” above to the ISSO.

	SA-9

	The organization:

a. Requires that providers of external information system services comply with organizational information security requirements and employ adequate security controls as defined by the AO, CISO, and Treasury Directive Publication (TD P), 85-01 and supplemental memos in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance;

c. Requires the CISO and security team be granted authority and access to monitor and review security controls as defined in the System and Services Acquisition policy for all external information services.  Security control compliance by external service providers must be implemented and monitored on an ongoing basis.  

	SA-9(2)

	The organization requires providers of external information systems to identify the functions, ports, protocols, and other services required for the use of such services.

	SA-10
	b. System ISSOs must ensure that system developers implement configuration management with the following controls: Document, manage, and control the integrity of changes to the information system;

e. The organization must track security flaws and flaw resolution within the system, component, or service and report findings to the CISO.

	SA-11
	b. The organization requires the developer to create a security test and evaluation plan, implement the plan, and document the results.  The content of the test plan is at the discretion of the developer; however, must at least test any security provisions integrated into the code.

	SC-1 a.1

	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors or vendors (users):
1. A system and communications protection policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	SC-5

	The information system protects against or limits the effects of the following types of denial of service attacks: [updated information from the USCERT] by employing countermeasures for DoS attacks listed to prevent or limit the impact of any such attack.

	SC-8
	The information system must protect the confidentiality and integrity of transmitted information.

	SC-8(1)
	An information system must have a cryptographic mechanisms to protect the integrity and confidentiality of non-public TIGTA information during transmission through non-TIGTA controlled communication lines, in accordance with NIST SP 800-52 Draft Guidelines for the Selection, Configuration and Use of Transport Layer Security (TLS) Implementations, NIST SP 800-77 Guide to IPsec VPNs, and NIST SP 800-81 Secure Domain Name System (DNS) Deployment Guide as appropriate.

	SC-12

	The organization establishes and manages cryptographic keys for required cryptography employed within the information system.  System ISSOs are responsible for ensuring cryptographic keys are employed and managed on the systems to which they are assigned.  

	SC-13

	The organization must ensure an information system implements FIPS 140-2 compliant cryptographic mechanisms in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, and standards.

	SC-17
	The organization issues public key certificates under OMB and NIST SP 800-32 Introduction to Public Key Technology and the Federal PKI Infrastructure guidelines or obtains public key certificates from an approved service provider.

	SC-28

	The appropriate ISSO must ensure physical access to server based storage, TIGTA telecommunication equipment, and desktops are implemented.  All other component information at rest mandates are documented in (500) 150.15 Media Protection Policy.

	SE-1

	The organization:

a. Establishes, maintains, and updates every 3 years an inventory that contains a listing of all programs and information systems identified as collecting, using, maintaining, or sharing personally identifiable information (PII); and

b. Provides each update of the PII inventory to the CIO or information security official every 3 years to support the establishment of information security requirements for all new or modified information systems containing PII.

	SI-1 a.1

	a. The organization develops, documents, and disseminates to all TIGTA personnel, contractors and vendors (users):
1. A system and information integrity policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance;

	SI-2
	c. The organization must Install security-relevant software updates within 3 weeks and firmware updates at least quarterly of the release of the updates;

	SI-3

	c. The organization configures malicious code protection mechanisms to:
1. Perform automatically scan of all information system components at boot or every 24 hours if the component is not shut down; and perform real-time scans of files from external sources at the endpoint device and/or network entry/exit points as the files are downloaded, opened, or executed in accordance with organizational security policy; and

2. The information system Automatically alert the appropriate administrator and/or ISSO and quarantine or remove the infected file if possible in response to malicious code detection;

	SI-4

	The organization:

a. Monitors an information system to detect:
1. Attacks and indicators of potential attacks in the events of unauthorized connections to TIGTA servers and networks and

b. Identifies unauthorized use of the information system through monitoring tools that can identify the unauthorized use of IT systems on workstations and servers;

g. Provides System monitoring information as input to TIGTA continuous monitoring efforts and incident response program as needed.  Summarized system monitoring information must be provided to Treasury on a monthly basis.

	SI-4(4)
	The information system monitors inbound and outbound communications traffic in real time for unusual or unauthorized activities or conditions.

	SI-4(5)
	ISSOs must develop a list of potential compromise indicators within IT system monitoring procedures and ensure monitoring devices provide real-time alerts when indications of compromise occur.

	SI-5
	The organization:

a. Receives information system security alerts, advisories, and directives from United States Computer Emergency Readiness Team (US-CERT) on an ongoing basis;

c. Disseminates security alerts, advisories, and directives to: system owners and administrators of affected systems;

	SI-7
	The organization employs integrity verification tools to detect unauthorized changes to software and information.

	SI-7(1)
	ISSOs must ensure systems are configured to perform integrity checks during system startup.

	SI-7(7)
	The organization incorporates the detection of any anomalies into the organizational incident response capability.

	SI-10
	An information system must check the validity of information inputs.

	SI-11
	b. Information system error messages will only be revealed to authorized personnel.

	SI-16
	An information system must implement data execution safeguards to protect its memory from unauthorized code execution.
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