TREASURY INSPECTOR GENERAL 
FOR TAX ADMINISTRATION

			DATE:  April 1, 2019

CHAPTER 600 – MISSION SUPPORT

[bookmark: rm110]110     Records Management

[bookmark: rm110_1]110.1   Definition of a Federal Record.
A record includes all books, papers, maps, photographs, machine-readable materials, or other documentary materials, regardless of physical form or characteristics, made or received by an agency of the United States Government under Federal law or in connection with the transaction of public business and preserved or appropriate for preservation by that agency or its legitimate successor as evidence of the organization, functions, policies, decisions, procedures, operations or other activities of the Government or because of the informational value of the data in them.  See 44 U.S.C. 3301.

[bookmark: rm110_2]110.2   Records Management.
Treasury Directive 80 05 requires all Treasury bureaus and offices to manage records effectively and efficiently throughout their life cycle in order to accomplish the agency's programmatic and administrative missions.  Records management incorporates the safeguarding of records as well as the establishment and implementation of disposition schedules.  The National Archives and Records Administration’s (NARA) 2018 Strategic Plan states “To the fullest extent possible, NARA will no longer accept temporary or permanent records in analog formats after 2022” so future Federal records are expected to be predominantly electronic. 

[bookmark: rm110_2_1]110.2.1   Treasury Inspector General for Tax Administration (TIGTA) Records Management Officer.  All bureaus and agencies are responsible for designating a Records Management Officer (RMO) to act as liaison to the Treasury Deputy Assistant Secretary for Privacy, Transparency, and Records and to oversee the records management program for their respective bureaus and agencies.  In addition to performing liaison duties, the RMO is responsible for ensuring that the bureau's records are appropriately scheduled and approved by the NARA.  This scheduling and approval also includes adding, deleting, or changing the schedule to incorporate any changes in the types of records being created or maintained by an office, and ensuring that records are being properly disposed of in accordance with the record retention schedule.  It is also the responsibility of the RMO to provide guidance on the safeguarding of documents and ensuring that the bureau or agency is apprised of changes in the law as it pertains to records management.  TIGTA’s RMO serves in the Office of Mission Support (OMS), Facilities Management & Support Services (FM&SS).  The RMO can be e-mailed at
 *TIGTA OMS Records Management TIGTARecordsManagement@tigta.treas.gov)

[bookmark: rm110_2_2]110.2.2   Safeguarding Records.  Treasury Directive 80-05 and Treasury Department Publication (TD P) 80-05 contain Departmental guidance on safeguarding records of a confidential nature, regardless of the location or form in which the material exists. 

Confidential records include classified materials (national security), records and materials protected by Internal Revenue Code (I.R.C.) § 6103, grand jury material and records and materials covered by the Privacy Act.  There are specific considerations applicable to each category of confidential material.  Chapter (500)-140.4 states that all information originating or processed by TIGTA has been designated as Controlled Unclassified Information (CUI) and the Chief Information Security Officer (CISO) should be contacted regarding classified information.

Records generally are to be safeguarded commensurate with the risk and magnitude of the harm that would result from their being lost, misused, accessed without authorization, or modified.  Confidential materials are accessible only for official purposes and as the law permits.  Such materials must be obtained, maintained, and disposed of according to law.  When not in use, confidential materials should be properly secured in a locked container approved by the TIGTA Security Office that is inaccessible to individuals who do not have authority to access the material.  When in use, the materials should likewise be inaccessible to individuals who do not have authority to access them.  When protected materials are slated for destruction in accordance with appropriate records retention and disposal schedules, they shall be shredded; they should not simply be thrown in the trash.

· Use the access controls installed on your personal computer (PC), or laptop, to prevent unauthorized access to your machine, and the sensitive or confidential information created, processed or stored on it; 
· If your PC is connected to a Wide Area Network always remember to logout before leaving your workstation; and 
· Keep in mind that data travelling over a network can be compromised.  "Sniffers" can be used to monitor/capture network traffic. Physical security measures such as cipher locks to TIGTA space and separate wiring closets for telecommunication equipment are used to reduce these risks to a manageable level.

Disposal of information should be in accordance with TIGTA’s IMDS 140.4 – Sensitive Information Protection Policy.  Additionally, Media containing SBU information must be destroyed in accordance with Department of Treasury Memorandum for the Destruction of Classified and Sensitive Information, and TD P 80-05 Treasury Records and Information Management Manual.

Specific Considerations

Certain categories of confidential materials require special safeguarding.  Some of these considerations are described below, with references to sources from which additional guidance may be obtained.  If you have legal questions related to information safeguarding, contact the Office of Chief Counsel.  If your questions pertain to records maintenance and retention, please contact TIGTA’s RMO.  TIGTA’s CISO is available to assist you regarding safeguarding logistics.
Safeguarding Returns and Return Information:  Refer to Chapter (700)-50.8 for information on the confidentiality and accessibility of returns and return information.  
Questions about the maintenance of returns and return information should be directed to TIGTA’s Office of Chief Counsel.

Grand Jury Information:  Rules for storing and maintaining information protected by Rule 6(e) of the Federal Rules of Criminal Procedure are found in Section 9-11.254 of the U.S. Attorneys’ Manual.  Generally, materials that are considered "matters occurring before the grand jury" shall be safeguarded from disclosure by being stored in a locked container in a locked room inaccessible to individuals not on the grand jury list.  
If you have questions about Grand Jury Information, please direct your inquiries through appropriate channels to TIGTA’s Office of Chief Counsel.

Privacy Act Materials:  The Privacy Act of 1974 requires that information collected, stored, or maintained in systems of records by Federal agencies be protected from unauthorized access and disclosure.  Generally, the requirements include the establishment of safeguards to ensure the security and confidentiality of records and protection against any anticipated threats or hazards to the records’ security or integrity, which could result in substantial harm, embarrassment, inconvenience, or unfairness to any individual about whom information is maintained.
If you have questions about the Privacy Act of 1974, please direct your inquiries through appropriate channels to TIGTA’s Office of Chief Counsel.

[bookmark: rm110_2_3]110.2.3   Types of Records.  Essential Records are records that are essential to the continued functioning of an organization during and after emergency, records that are essential to protecting the rights and interest of an organization and/or individuals directly affected by an organization's activities.

Permanent records contain sufficient historical or other value to warrant continued preservation by the Federal Government beyond the time needed for administrative, legal or fiscal purposes.  

Temporary records are not preserved indefinitely, but are maintained only until a specific act or event is completed.  A temporary record has insufficient value to warrant preservation and is disposable after a specified retention period.  

Exception to temporary records:  Electronic calendars or schedules of all Capstone officials are historical (permanent records).  As a result, they will be transferred to the NARA per the Capstone retention schedule.

[bookmark: rm110_2_4]110.2.4   Records Control Schedules.  In accordance with Federal law (44 U.S.C. Chapter 33) Federal agencies may not destroy or otherwise dispose of records without specific authorization from the Archivist of the United States.  Records Control Schedules are documents that provide mandatory disposition instructions for the various types of records.  The NARA issues the General Records Schedules (GRS) that provide disposition authority for records common to all Federal agencies.  See the National Archives Records Management Information Webpage for a list of different record types covered by the GRS.  Agency specific records such as program files, legal opinions, etc., must be formally scheduled and approved by the NARA.  Contact the RMO for records schedules. Currently, TIGTA has record schedules on file for:

· Office of Investigations
· Office of Chief Counsel
· Office of Audit
· Office of Mission Support 

[bookmark: rm110_2_5][bookmark: _GoBack]110.2.5   Scheduling Records and Obtaining Disposition Authority.  As stated in the above subsection, agency-specific records must be scheduled and approved by NARA.  To add records to a schedule and obtain approved disposition authority, a written request or recommendation must be submitted to the RMO using an electronic version of the Standard Form (SF) 115 – “Request for Records Disposition Authority.”  The request will include the location of the office that is creating or currently maintaining the records, title and description of the records group, recommended retention period, and a sample of the records group.  The TIGTA RMO is available to provide assistance in preparing this type of request.  The request will be reviewed by the RMO and provided to Main Treasury via the NARA’s Electronic Records Archive (ERA) for approval and submission to NARA for final approval.  

[bookmark: rm110_2_6]110.2.6   Disposing of Records.  No record may be disposed of unless it has been scheduled and a disposition authority has been approved by the NARA.

[bookmark: rm110_2_7]110.2.7   Transferring Records to the Federal Records Centers.  All scheduled records must be disposed of as outlined on the Records Control Schedules or GRS.  Each TIGTA office is responsible for ensuring that regular reviews are conducted and that records are disposed of properly.  

Before any records may be sent to the Federal Records Centers (FRC), the functional Records Management Liaison must complete a Records Transmittal and Receipt Form (SF-135).  The functional Records Management Liaison will complete items 1, 2, 3, 5, 6d, 6e, 6f, 6g, 6h, and 6i of the SF-135.  An inventory list must be prepared and attached to the SF-135, which should be forwarded to the TIGTA RMO for review and processing. 

Electronic records will be transferred to NARA using approved media listed in 36 C.F.R. 1235  (i.e., CD, DVD, Magnetic Tape and File Transfer Protocol) and in a file format allowed by NARA Bulletin 2014-04, Revised Format Guidance for the Transfer of Permanent Electronic Records.  



[bookmark: rm110_2_8]110.2.8   Controlled Unclassified Information.

SF-135 - Block 6f 

Please include in block 6f, Series Description, a brief description of the records, including the dates.  Be sure to include the name of the office that created the records. Include a detailed box-by-box listing, if the records are scheduled for permanent retention unscheduled or if disposition instruction indicate sampling or screening of records is necessary.  You must indicate if records are subject to the Privacy Act.  Since SF-135s are public records, information included on the SF-135s should not be subject to the Privacy Act.

SF-135 - Block 6g Restriction

Use this column only to list the security classification of the records.  Use one of the following abbreviations in block 6g:

· Q – Security Classification
· T – Top Secret Security Classification
· S – Secret Security Classification
· C – Confidential Security Classification
· R – Restricted use – Witness disposal not required
· W – Restricted use – Witness disposal required
· N – No Restrictions

The TIGTA RMO will complete the remainder of the SF-135 and work with main Treasury to get NARA approval via ERA.  Upon approval of the SF-135, the originating office will ensure that the records are properly packed for shipment.  Records must be:

· Packed in special boxes that can be obtained from the General Services Administration (GSA stock number 8115-00-117-8249);
· Packed vertically and in sequential order;
· File tabs should be visible for easy access and identification;
· The accession number should be marked on each box; and
· The  box list must be included inside the front of each box.  

[bookmark: rm110_2_9]110.2.9   Appropriate Shipment.  Records are to be shipped to the assigned FRC within 90 days of receipt of the approved Physical Transfer (PT) number.  Use of United States Postal Service Priority or Express Mail is acceptable, or offices may use United Parcel Service (UPS), FedEx, or FRC’s courier service.  For assistance in determining the most appropriate method of shipment contact the TIGTA RMO.



[bookmark: rm110_3]110.3   Records Management Training.
There are several online records management training courses in the Treasury Integrated Talent Management (ITM) Learning Module.  The training courses available in ITM are:

Records Management Officers and Liaisons
Overview of developing and administering your Bureau’s records; management programs, roles and responsibilities as Records; and Management Officers/Liaisons, and benefits of a RIM program.

Records Management Employees and Contractors
Increase awareness among all Treasury employees and contractors about their roles and responsibilities to preserve and manage Treasury’s records and information in accordance with a variety of laws, regulations, and Treasury directives.

Records Management-General Counsel 
Addresses the role of General Counsel in the Treasury Records; and Management program records retention related to litigation and discovery of records, and legal holds processes.

Records Management-Senior Level Officials
Assist Senior-Level Officials with understanding Treasury’s records management responsibilities and regulatory authorities, their role as executives in supporting regulatory requirements, identifying executive-level records that are considered permanent due to the nature of executives’ positions. 

Records Management-Information Technologist  
This training will explain the basics of the management of records and information created in and/or maintained by information technology.  It also will address the responsibilities of Information Technologists to preserve and manage Treasury’s records and information in accordance with a variety of laws, regulations, and directives.

Directive M-12-18 Managing Government Records and Treasury Department Publication (TD P) 80-05 require that all Treasury employees complete Records Management training.  To comply with this requirement, TIGTA employees will be responsible for completing Records Management Employees and Contractor training on an annual basis.  The training will be handled like all other TIGTA mandatory training.  This course will also be added to the list of required training for all newly hired TIGTA employees.  We also recommend that TIGTA employees complete the courses that are related to your function. 

[bookmark: rm110_4]110.4   Records Management Liaisons.
Each TIGTA function is responsible for designating a Records Management Liaison to work with the RMO to ensure that their function is following records management principles.  The Record Management Liaisons are responsible for the following:

· Ensure all records in an electronic information system have a retention period 
assigned;
· Disposing of paper and electronic records past their retention period;

· Reviewing function retention schedule yearly ensure there are no changes needed;

· Assist in Records Inventories for their function; and

· Be members of a Vital Records group to ensure that all the functions vital records and applications are accounted.

[bookmark: rm110_5]110.5   Instant Messaging.
Because instant messaging (IM) content will generally be informal and transitory, most will not meet the definition of “records” that must be retained.  In an event an instant message is created to set agency policies or make agency decisions, or if the IM otherwise meets the definition of a record for purposes of the Federal Records Act, the content of such messages must be preserved.  A record can be made by creating a memo or an e-mail.  Other instant messages that you must preserve include those that: 

· Contain information subject to a litigation hold; 
· Relate to a Congressional inquiry; and/or 
· Relate to a Freedom of Information Act request.

For additional guidance about Instant Messaging visit Chapter (500)-60 – Instant Messaging.

[bookmark: rm110_6]110.6   E-Mail Records.
Directive M-12-18 Managing Government Records requires Federal agencies to manage both permanent and temporary e-mail records in an electronically accessible format.  TIGTA will use a Capstone approach to managing e-mails as described in NARA Bulletin 2013-02.  The Capstone approach allows TIGTA to categorize and schedule e-mail based on the position of the e-mail account holder.  
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