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[bookmark: PA](700)-70     Privacy Act

[bookmark: Overview]70.1   Overview.
The Privacy Act of 1974, 5 U.S.C. § 552a (Privacy Act or Act), provides safeguards for individuals against an unwarranted invasion of personal privacy through the collection, maintenance, use and disclosure of records by Federal agencies.  The Act balances the individual’s personal privacy interest against the Government’s need to maintain information about individuals.

In general, the Privacy Act requires Federal agencies to:

· Maintain accurate, complete, relevant, and up-to-date records;
· Inform individuals who are subjects of those records about the agency’s authority for collection of information and its uses;
· Protect those records from unauthorized access; and
· Afford individuals the right to access records, to amend records, and to receive an accounting of disclosure of those records.

Generally, the Privacy Act grants individuals the right to access their personal information maintained by a Federal agency and to seek an amendment of any incorrect or incomplete information maintained by a Federal agency.

The Privacy Act does not apply to all records maintained by the Treasury Inspector General for Tax Administration (TIGTA), but only to those records that contain information about an individual that are maintained in a system of records, i.e., records that are organized so that they are retrievable by some identifying characteristic of the individual, such as a name or Social Security Number.  The Privacy Act does not apply to information about entities, e.g., corporations or partnerships, and does not safeguard the privacy of deceased individuals.

The Privacy Act provides that an individual may seek judicial review of an agency’s:

· Refusal to grant access to records; 
· Refusal to correct or amend a record; 
· Failure to maintain a record with accuracy, relevance, timeliness, or 
completeness; or 
· Failure to comply with any of the other provisions of the Privacy Act.

In addition, the Act also imposes criminal penalties against any agency employee who knowingly and willfully makes a disclosure in violation of the Privacy Act or who maintains a system of records without meeting the notice and publication requirements of the Privacy Act.

[bookmark: Definitions]70.2   Definitions.
· Individual – the term individual “means a citizen of the United States or an alien lawfully admitted for permanent residence."  5 U.S.C. § 552a(a)(2).  
· Maintain – the term maintain “includes maintain, collect, use, or disseminate.”  5 U.S.C. § 552a(a)(3).
· Record – the term record “means any item, collection, or grouping of information about an individual that is maintained by an agency... and that contains [that individual's] name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a finger or voice print or a photograph."  5 U.S.C. § 552a(a)(4).
· System of Records – the term system of records “means a group of any records under the control of any agency from which information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual."  5 U.S.C. § 552a(a)(5). 
· System of Records Notice – is a notice published in the Federal Register for each system of records maintained by TIGTA.   
· Routine Use – the term routine use “means, with respect to the disclosure of a record, the use of such record for a purpose which is compatible with the purpose for which it was collected.”  5 U.S.C. § 552a(a)(7).  Routine uses are published in the Federal Register. 

[bookmark: Publishingandreporting]70.3   Publishing and Reporting Requirements.

[bookmark: Publishing]70.3.1   Publishing Requirements.  The Privacy Act provides that information about individuals cannot be collected for inclusion in a system of records until a system of records notice (SORN) has been published in the Federal Register.

Each agency is responsible for preparing the required reports and notices of proposals to establish or alter a system of records.  Care must be used in preparing a notice to establish or alter a system of records because the use or maintenance of such a system, except in accordance with an approved, published notice, is not be allowed under the Privacy Act.  Any officer or employee of a component who willfully maintains a system of records without meeting the notice requirements of the Act may be found guilty of a misdemeanor and fined up to $5,000.

TIGTA prepares reports and notices in accordance with the established guidelines and format set forth by the Department of the Treasury and the Office of Management and Budget (OMB).  The public notice must be as clear and concise as possible and must achieve the objective of informing the public of the nature and purpose of the systems of records.  

Each TIGTA component creating a new system of records or altering a system of records must first have the proposed system notice or system changes reviewed and approved by TIGTA’s Office of Chief Counsel (Counsel).  The final version of all system notices must receive official concurrence by TIGTA officials and Counsel before being submitted to the Department of the Treasury, Office of the Federal Register, Congress, and OMB and published for public comment.  Upon completion of the public comment phase, any comments made or concerns expressed by the public are taken into consideration and the system of records revised accordingly, if appropriate.

A SORN must be published in the Federal Register describing each system of records, the categories of records covered by the system, the routine uses of the records contained in the system, and the purpose of such use.  TIGTA’s SORNs were most recently compiled and published in the Federal Register at 85 Fed. Reg. 26521 (May 4, 2020).  

70.3.2   Reporting Requirements.  TIGTA, as a Treasury bureau, provides information to the Department of the Treasury concerning TIGTA’s Privacy Act activities upon request.

[bookmark: Accessandamendment]70.4   Access and Amendment.
The Privacy Act affords individuals the right to request access to, and amendment of, most TIGTA records about themselves maintained in a system of records.  However, the Act allows the head of an agency to promulgate rules to exempt certain systems of records from the access and amendment provisions.  TIGTA has exempted information compiled for the purpose of a criminal investigation and/or enforcement of criminal laws from the access and amendment provisions of the Privacy Act.  This type of exempted information is generally found in Treasury/DO .311 – TIGTA Office of Investigations Files.  To the extent that the Office of Investigation’s criminal law enforcement records are maintained in TIGTA’s other systems of records, that information has also been exempted from the access and amendment provisions of the Privacy Act as well.  

[bookmark: Access]70.4.1   Request to Access Records.  Individuals may request access to review, and/or seek a copy of, all or any portion, of a record on themselves that TIGTA maintains.  

Counsel’s Disclosure Branch is responsible for responding to requests for access to TIGTA records made pursuant to the Privacy Act.  Any request for access to TIGTA records received by a TIGTA employee should be forwarded to the Disclosure Branch at FOIA.Reading.Room@tigta.treas.gov.  A Privacy Act request or a Privacy Act/Freedom of Information Act (FOIA) request will be processed under both Acts, allowing the requester the greatest access to the requested information (See 31 CFR Subpart A §1.0(a)).

To request access to Privacy Act records, the request must:

· Be in writing;
· Be signed by the requester;
· State that the request is being made pursuant to the Privacy Act, 5 U.S.C. § 552a 
· Be marked “Privacy Act Request,” as well as the envelope;
· Reasonably describe the system or subsystem or categories of records sufficiently for the record to be located, to include a description of the nature of the record sought, the date of the record or the period in which the record was compiled;
· Provide proper identification.  See Verification of Identity at Treasury Privacy Act Regulations 31 CFR Subpart C - Privacy Act, Appendix A to Subpart C of Part 1 - Departmental Offices #8.; and 
· State a firm agreement to pay fees in accordance with 31 CFR Subpart A § 1.7.

All access requests should be forwarded to the Disclosure Branch via e-mail at FOIA.Reading.Room@tigta.treas.gov, fax at 202-622-3339, or by U.S. mail:

Office of Chief Counsel, Disclosure Branch
Treasury Inspector General for Tax Administration
1401 H Street, NW, Suite 469
Washington, DC 20005

[bookmark: Amend]70.4.2   Request to Amend Records.  Under the provisions of the Privacy Act, an individual has the right to request that an agency amend any record, or portion of a record, if the individual believes that the record or portion of the record is inaccurate, irrelevant, or incomplete.  The amendment procedures are not intended 1) to permit a challenge to a record that records an event that actually occurred, or 2) for amending the judgments of officials or others whose judgments are reflected in the records and which are about the underlying decisions they reflect.

Counsel’s Disclosure Branch is responsible for processing requests to amend TIGTA records.  The request must:

· Be in writing;
· Be signed by the requester;
· State the request to amend is made pursuant to the Privacy Act, 5 U.S.C. 552a;   
· Reasonably describe the record or systems of records sufficiently for the record to be located;
· Describe the reason for the request to amend; and
· Provide proper identification.  See Verification of Identity at Treasury Privacy Act Regulations 31 CFR Subpart C - Privacy Act, Appendix A to Subpart C of Part 1 - Departmental Offices #8. 

All requests for an amendment of TIGTA records should be forwarded to the Disclosure Branch via e-mail at FOIA.Reading.Room@tigta.treas.gov, fax at 202-622-3339, or by U.S. mail:

Office of Chief Counsel, Disclosure Branch
Treasury Inspector General for Tax Administration
1401 H Street, NW, Suite 469
Washington, DC 20005

The Disclosure Branch has 10 business days to provide written acknowledgment of the Privacy Act amendment request.  The Disclosure Branch will respond in writing to all amendment requests within 30 business days from receipt of a perfected request.  If additional time is warranted, the Disclosure Branch will notify the requester of the need for an extension of time and the reason for the delay. 

The Disclosure Branch will coordinate with the TIGTA function having jurisdiction over the record(s) requested for amendment.  The function will provide the Disclosure Branch with their agreement or denial decision and reasoning.

When a record is amended, i.e., the proposed amendment has been accepted, the record must be clearly marked “Information deleted, corrected or added (as applicable) – Privacy Act Request” and include the date of the amendment.  

The Disclosure Branch will notify the requester of TIGTA’s decision in writing and provide the requester with a copy of the corrected record. 

If a request for amendment is denied, the Disclosure Branch will notify the requester in writing of TIGTA’s decision, will provide the reason for the denial and will provide the opportunity to seek reconsideration of the decision from the Office of Chief Counsel.  An appeal must be made in writing within 35 days from the date of the denial via e-mail at Counsel.Office@tigta.treas.gov, fax at 202-622-9620, or U.S. mail at:

Office of Chief Counsel
Privacy Act Amendment Appeal
Treasury Inspector General for Tax Administration
1401 H Street, NW, Suite 469
Washington, DC 20005

The Deputy Chief Counsel will issue TIGTA’s final determination on the request for amendment no later than 30 days after receipt of the appeal.  If the individual disagrees with the final determination, the individual may seek judicial review of the reviewing official’s determination.

[bookmark: Referrals][bookmark: Referrals_70_5]70.5   Privacy Act Referrals.
TIGTA is authorized under the provisions of the Privacy Act to refer documents and results of investigations to other law enforcement agencies.  Specifically, under TIGTA’s SORNs, TIGTA may disclose pertinent information to appropriate Federal, State, local, tribunal or foreign agencies, responsible for investigating or prosecuting the violations of, or for enforcing or implementing a statute, rule, regulation, order, or license, when a record on its face, or in conjunction with other records, indicates a violation or potential violation of a civil or criminal law or regulation.  

[bookmark: ReferralofTIGTArecords]70.5.1   Referral of TIGTA Records.  Referrals of TIGTA records to another law enforcement agency (LEA) must be reviewed by Counsel, with the exception of referrals: 

· To the Department of Justice;
· To the Internal Revenue Service; 
· To  Department of the Treasury or the Department of the Treasury’s Offices of Inspector General; 
· To a non-Treasury law enforcement officer (LEO) during a joint investigation for investigative purposes if the LEO has a need for the information in order to pursue the investigation under the LEO’s jurisdiction; or
· Of information of a threat of imminent danger of death or physical injury. 

Counsel is responsible for reviewing the documents and/or evidence to be referred to determine if there is legal authority to disclose such information.  

NOTE:  In circumstances involving imminent danger of death or physical injury to any individual: 

· TIGTA may disclose pertinent information to appropriate Federal. State, local, tribunal or foreign agencies, responsible for investigating or prosecuting the violations of, or for enforcing or implementing a statute, rule regulation, order or license, when a record on its face, or in conjunction with other records, indicates a violation or potential violation of a civil or criminal law or regulation.  For example, if there is a threat to blow up an Internal Revenue Service facility or an individual is threatening to harm him/herself or others when such action is a potential violation of law or regulation, TIGTA may disclose the information necessary to apprise the appropriate LEA of the circumstances.  
· Note:  TIGTA may only disclose returns and return information in these circumstances to a Federal or State LEA (but not a local LEA) to the extent necessary to apprise the Federal or State LEA of the imminently dangerous situation.  See (700)-50.5.2.6; and
· TIGTA may disclose relevant Privacy Act-protected information to an individual or individuals who are in danger.

These limited exceptions described above apply only if the danger is truly imminent, i.e., reasonably certain to occur.  OI should not submit a Privacy Act referral through CRIMES if there is an imminent danger of death or physical injury, but is responsible for making determinations concerning its authority to disclose such information and must ensure the disclosure is properly documented.  See (400)-70.8, Accounting for Disclosures.  If a Special Agent (SA) is unsure if the imminent danger exception applies, the SA should contact Counsel.   
[bookmark: Lawenforcement]
70.5.1.1   Procedures for Referring Documents to a Law Enforcement Agency.  With the exception of those matters referenced above, in order to refer a matter to another LEA, OI must determine whether the LEA is interested in investigating and/or prosecuting the matter that OI seeks to refer, prior to making the referral.  

In non-Title 26 investigations, OI may discuss the substance of the information to be referred in hypothetical terms only with the LEA to determine if the other LEA is interested in pursuing an investigation or prosecution of the matter.  

For Title 26 investigations, the entire investigation is the return information of the subject of the investigation and is protected in its entirety from disclosure by I.R.C. § 6103.  OI must generally obtain consent from the subject of the investigation before having any discussion (this includes discussions in hypothetical terms) with the LEA regarding the investigation and/or referring the investigation to the LEA.

NOTE:  An OI employee cannot have a discussion, even in hypothetical terms, about any tax returns or return information contained in a non-Title 26 investigation (this includes the tax information of the subject or of any other taxpayer whose tax information may be included in the referral documents/evidence) unless there is authority under I.R.C. § 6103 for such disclosure, e.g., the taxpayers have signed consents authorizing the disclosure of their return information.  A discussion of I.R.C. § 6103 can be found at Chapter (700)-50.
  
For cases that will be forwarded to Counsel for disclosure review, prior to referral, OI will create a “Disclosure Review” folder in the SharePoint folder associated with the case in CRIMES.  This folder must contain a memorandum to Counsel that includes the information discussed in 70.5.1.1.1, all documents and/or evidence to be referred, and the Privacy Act Referral Checklist.

70.5.1.1.1   Memorandum to Counsel.  OI will prepare a memorandum to Counsel, which is to be signed by the appropriate Special Agent in Charge (SAC).  This memorandum must be included in the Disclosure Review folder that OI creates in SharePoint.  The memorandum must contain the following information:  

· A description of the records to be disclosed;  
· The subject's name, the case number, and a brief factual narrative;
· If the matter to be referred is an investigation of a Federal crime, the memorandum must indicate that an Assistant United States Attorney (AUSA) has declined to prosecute.  NOTE: This requirement only applies if TIGTA has been investigating a Federal crime.  If the matter under investigation by TIGTA is not a Federal crime, the SA should not seek, and has no authority to obtain, a declination from an AUSA.  CRIMES presently requires an AUSA declination before referring to Counsel, so the assigned SA should coordinate with OI management and/or the CRIMES team to refer a case that does not involve a Federal crime; 
· The name, title, agency, and address of the person to whom the information is being disclosed; 
· That the LEA to which the matter is being referred is interested in pursuing the referral, and that the matter will be accepted for investigative or prosecutive action; and
· The name, mailing address, and telephone number of the SA assigned to the matter.

70.5.1.1.2   Documents and/or Evidence.  All documents or evidence to be referred — e.g., Report of Investigation (ROI), TIGTA Form OI 2028-M (Memorandum of Interview or Activity), photographs, audio files, video files, etc. — must be included in the Disclosure Review folder for Counsel review.  To the extent possible, OI should consolidate the documents/evidence to be referred into one file that is uploaded to the Disclosure Review folder.

70.5.1.1.3   Privacy Act Referral Checklist.  In addition to the memorandum discussed in 70.5.1.1.1, OI must also complete the referral checklist found at Exhibit (700)-70.3, and include the completed checklist in the Disclosure Review folder.  The assigned SA should use this checklist to ensure that all required information discussed above is included in the referral package submitted to Counsel.  Completion of the checklist will also assist both OI and Counsel in making sure that the referral of TIGTA information to another LEA complies with Federal confidentiality statutes.  

In order to comply with the Privacy Act, only information/documents that are relevant or pertinent to the investigation or prosecution of the case by the other LEA may be disclosed to that LEA.  The SA who investigated the case is in the best position to identify such information for referral.  Therefore, it is the assigned SA's responsibility to identify any information that is not relevant in the referral documents/evidence submitted for Counsel’s review.  If entire pages of a document are not relevant to the matter being referred, those pages should be removed from the version included in the Disclosure Review folder.  If portions of pages in a document are not relevant, the non-relevant portions should be clearly identified, and Counsel will redact the information accordingly.

To the extent that the documents/evidence to be referred contain, or consist of, tax returns or return information (e.g., transcripts of account, Forms 2848), a referral may only be made with consent form the taxpayer to whom such returns or return information pertains.  Consent(s) authorizing the disclosure should be obtained from the appropriate taxpayer(s), i.e., the subject and/or any other taxpayers whose tax information may be included in the referral documents/evidence, and included with the referral.  A Consent for Release of Tax Return and/or Return Information by the Treasury Inspector General for Tax Administration can be found at Exhibit (700)-70.1 or as a Word template.  The consent form must describe each and every item of return information and/or tax return to be referred.  The assigned SA must clearly identify all return information in the referral documents prior to submission to Counsel.  Entire pages of returns and/or return information for which consent has not been obtained should be removed prior to submission to Counsel for review.  If no consents are included, Counsel will redact this information prior to the referral to the other LEA.  

Grand jury information prohibited from release pursuant to Rule 6(e) of the Federal Rules of Criminal Procedure, as well as any information that would tend to identify a confidential informant, should be removed from the documents/evidence prior to submission to Counsel.  Any information revealed by an employee in an interview where the employee has been given Kalkines warnings generally cannot be used in a subsequent criminal proceeding against the employee and, therefore, should not be referred to an LEA for State or local prosecution of the employee.  It may, however, be referred for prosecution of another individual.   

70.5.1.1.4   Counsel Review.  Upon SAC approval of the referral, CRIMES sends a notification to Counsel that the proposed referral is pending Counsel’s review.  Upon receipt of the notification, Counsel will review the documents/evidence to be referred, and will determine whether there is authority under the Privacy Act and/or I.R.C. § 6103 for disclosing the information/evidence.  NOTE:  Counsel will not conduct its review until all required documents are uploaded to the Disclosure Review folder.  

70.5.1.1.4.1   No Redactions.  If no redactions to the documents/evidence to be referred are necessary, the Counsel employee assigned to the matter will approve the referral in CRIMES.  

OI should use the template found at Exhibit (700)-70.4 as the cover letter for the referral to the LEA.  OI will then mail or deliver the letter and the documents/evidence to the LEA.  The SAC or other OI employee must make a written annotation in the case file’s Chronological Case Worksheet (CCW), to indicate that the disclosure to the LEA was made.  In accordance with (700)-70.6, Accounting Record of Disclosure, this annotation must include:  (1) a description of the record disclosed; (2) the name, position title, and mailing address of the person to whom the disclosure was made; (3) the nature and purpose of the disclosure; and (4) the date of the disclosure.  

70.5.1.1.4.2   Redactions.  If redactions to the documents to be referred are necessary, Counsel will redact the documents and upload the redacted documents to the Disclosure Review folder with a file name that includes the word “Redacted.”  The Counsel employee assigned to the matter will approve the referral with redactions in CRIMES.

NOTE:  Counsel will not delete the original documents from the Disclosure Review folder; therefore, OI must ensure that the redacted version of the documents/evidence is referred to the receiving LEA.

OI will use the template found at Exhibit (700)-70.5, signed by the SAC, to refer the documents to the LEA.  OI will then mail or deliver the letter and the redacted documents/evidence to the LEA.  The SAC or other OI employee must make an annotation in the case file’s CCW, to indicate that the disclosure to the LEA was made, as described above.  

70.5.1.2   Procedures for Document Requests from Federal Agencies for Background Investigations.  Upon receipt of a request for investigative information from the Office of Personnel Management (OPM) or other Federal agency for records needed for a background investigation, OI is responsible for identifying the records responsive to the request.  OI Records Management will forward the responsive records, as well as the incoming request, to Counsel. 

Upon receipt, Counsel will review the documents to determine whether the records may be released.  TIGTA generally has no authority under I.R.C. § 6103 to disclose returns and return information in response to this type of request without a consent form signed by the subject of the records.  Additionally, grand jury information, information pertaining to confidential informants and information pertaining to an on-going investigation may not be disclosed. 

After review, if no redactions to the requested documents are necessary, Counsel will notify OI that the documents may be disclosed without redaction.  If redactions are necessary, Counsel will redact the documents and provide a copy of the redacted documents to OI Records Management.  

The SAC of the Operations Division will prepare a letter in the format provided in Exhibit (700)-70.6, which will be forwarded along with the investigative records.  OI is responsible for maintaining a record of the disclosure, e.g., referral letter, in accordance with (700)-70.6, Accounting Record of Disclosure.  

[bookmark: Accounting]70.6   Accounting/Record of Disclosure.
The Privacy Act requires that each Federal agency keep an accounting of certain disclosures of records that are maintained in its systems of records.  With few exceptions, when an oral or written disclosure is made of records/information maintained in a system of records, i.e., records retrievable by the name/identifier of an individual, the Privacy Act requires that a written record accounting for the disclosure be created.  This accounting of disclosures must be maintained for a period of five years from the date of the disclosure, or for the life of the record that was disclosed, whichever is longer.

Any TIGTA employee making an oral disclosure of information to entities other than mentioned below must maintain a written record of such disclosure.  See Exhibit (700)-70.2.

TIGTA is not required to maintain an accounting for disclosures made:

· To the individual who is the subject of the record; 
· To Department of the Treasury employees who have a need for the record in the performance of their duties; or
· In response to Freedom of Information Act (FOIA) requests.

The written record of disclosure must contain the following information:

· A description of the record disclosed;
· The name, position title, and mailing address of the person to whom the disclosure was made;
· The nature and purpose of the disclosure; and
· The date of the disclosure.

The Privacy Act grants an individual the right to request access to the accounting of disclosures of his/her records unless the system of records, however, TIGTA has exempted its criminal law enforcement records, generally found in Treasury/DO .311 – TIGTA Office of Investigations Files, from this provision of the Privacy Act.  To the extent that the Office of Investigation’s criminal law enforcement records are maintained in TIGTA’s other systems of records, that information has also been exempted from this provision.  Even if the system is exempt from the Privacy Act access provision, TIGTA is still obligated to maintain the accounting, as the accounting may be accessed via a Freedom of Information Act request.

The Privacy Act requires each agency to make reasonable efforts to serve notice on an individual when any record on such individual is produced pursuant to court order.  TIGTA has exempted its criminal law enforcement records, from this provision of the Privacy Act.  

Should a TIGTA employee be compelled to provide Privacy Act-protected records pursuant to court order, the employee should contact Counsel to discuss the notice provisions set forth in 5 U.S.C. § 552a(e)(8).

[bookmark: Maintenance]70.7   Record Maintenance. 
The Privacy Act requires an agency to “maintain in its records only such information about an individual as is relevant and necessary to accomplish a purpose of the agency required to be accomplished by statute or by executive order of the President.”  This provision is intended to reduce the amount of personal information collected by Federal agencies, thus reducing the risk of intentional or inadvertent improper use of personal data.  This provision does not apply to civil and criminal investigatory records in a system of records for which an appropriate exemption has been asserted pursuant to 5 U.S.C. § 552a(k).  

A determination that information is relevant and necessary should be based upon a realistic evaluation of the purpose to be served by the information being maintained and a sound understanding of the principles underlying the Privacy Act. TIGTA has exempted its criminal law enforcement records, generally found in Treasury/DO .311 – TIGTA Office of Investigations Files, from the access provisions of the Privacy Act.  To the extent that the Office of Investigation’s criminal law enforcement records are maintained in TIGTA’s other systems of records, that information has also been exempted from the access and amendment provisions of the Privacy Act as well.  

When records that are collected about an individual are to be used in making a determination about that individual, or are to be re-disclosed to another Federal agency, the Privacy Act obligates the agency to ensure that the records are “accurate, relevant, timely, and complete” at the time the information is collected.  

[bookmark: ComputerMatchingAct]70.8   Computer Matching Act.

[bookmark: Background]70.8.1   Background.  The Computer Matching and Privacy Protection Act of 1988 (Computer Matching Act, hereinafter CMA), Pub. L. No. 100-503, provides  protections for the subjects of Privacy Act records whose records are used in automated "matching programs," as defined by the CMA.  These protections have been mandated to ensure: 

· Procedural uniformity in carrying out matching programs subject to the CMA; 
· Due process for subjects in order to protect their rights; and 
· Oversight of matching activities through the establishment of Data Integrity Boards at each agency engaging in matching to monitor the agency's matching activity.  

The Inspector General Empowerment Act (IG Empowerment Act or IGEA), Pub. L. No. 114-317, exempts from the requirements of the CMA any computer match performed by an inspector general, or by an agency in coordination with an inspector general, in conducting an audit, investigation, inspection, evaluation, or other review authorized under the IG Act.  

Any computer matching activity not related to TIGTA's oversight authority remains subject to the provisions of the CMA, and a computer matching agreement will be required to conduct such a match.  Any function questioning whether a computer matching agreement is required for a proposed computer match, i.e., the match is not related to TIGTA's oversight authority, should contact the Office of Chief Counsel for guidance.

[bookmark: Existing]70.8.2   Written Agreement.  Notwithstanding the provisions of the IG Empowerment Act, TIGTA must coordinate with an agency, such as by executing a Memorandum of Understanding (MOU), before transferring records to, receiving records from, and/or matching records of another agency, even Treasury agencies.  This MOU should be modeled on the requirements of the CMA and should require the documentation or capture of similar information, e.g., detail scope, justification, what needs to me matched, how data will be matched, safeguards and reporting data.  

70.8.3   Conducting Computer Matches.  Computer matches may only be conducted to serve a legitimate business need pursuant to TIGTA's grant of authority (i.e., the IG Act, Treasury Order 115-01, etc.).  Each function engaging in computer matching activity should implement procedures for approving computer matches, such as approval through the OI Initiatives Board or inclusion in an audit plan that is subject to Executive approval.  

TIGTA employees should continue to abide by the following when engaging in computer matching activity:

· Privacy Act systems of records – no system of records may be used in a computer match unless the system's routine uses authorize the disclosure for use in computer matching.  On occasion, the system of records notice may require revision to allow the matching activity.
· Data reliability – TIGTA employees should take appropriate steps to verify that data used in and produced as a result of computer matches are reasonably complete and accurate, meets the intended purposes for conducting the match, and is not subject to inappropriate alteration.
· Disposition of data – all matches performed and all information obtained from computer matches must be maintained in accordance with applicable Federal privacy laws and retained in accordance with record retention schedules.
· Security procedures – all information obtained and/or generated as part of TIGTA's computer matches must be safeguarded in accordance with the provisions of the Privacy Act and I.R.C. § 6103, if applicable, as well as TIGTA record safeguarding requirements which will conform with TD 80-05, Records and Information Management, and TD P 71-10, Department of the Treasury Security Manual.  Matches must also comply with the standards of OMB policy M-06-16, Protection of Sensitive Agency Information, requiring that sensitive information, including all personally identifiable information (PII), be protected at all times.
· Disclosure – the information collected or generated as part of any computer match may only be disclosed in accordance with the provisions of the Privacy Act; I.R.C. § 6103, if applicable; any other applicable Federal privacy provisions; and any applicable Memorandum of Understanding with a source agency.

70.8.4   Maintaining Records of Computer Matches.  TIGTA employees should continue to document computer-matching activity.  At a minimum, the following data concerning computer matches should be collected and maintained:

· The date a computer match is performed;
· The purpose of the match;
· The systems of records used;
· The employee performing the match;
· The number of records in the final result; and
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· The hours spent performing the match
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