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FY 1999

Assessing the Internal Revenue Service’s Programs

To Assure Security for Information Systems and Data

Strategic Objective: Develop and execute an assessment process on the Internal Revenue Service’s (IRS) programs, policies and procedures to secure information systems and protect sensitive data.  This process will provide:

· oversight to assess the adequacy of IRS information systems and sensitive data security with recommendations for improvements;   

· reports to IRS and external stakeholders about the of security of information systems and sensitive data;

· a body of knowledge within the Office of the Inspector General for Tax Administration to perform risk analyses and in-depth reviews of information system security and technology as the systems evolve and expand

Background: In 1996, the GAO reported that DOD computer files may have experienced as many as 250,000 attacks by hackers.  The Defense Information Systems Agency data shows that attacks were successful 65 percent of the time.

The Internal Revenue Service, like the Department of Defense, relies on technology. The Service depends increasingly on computers linked together in a vast collection of networks.  Many are connected to the worldwide Internet. 

· External computer users (hackers) have been exploiting security weaknesses of systems connected to the Internet for years.  The number of people with access to the Internet (over 40 million users worldwide), along with the reliance on interconnected computers, has made the cyberspace frontier a dangerous place.  Hackers have more tools and techniques than ever before, and the number of attacks to government and private sector businesses are growing every day.

· In addition to external users, network systems are subject to attack by internal users.  This perhaps presents an even greater risk since these type of users are already electronically inside the network systems in addition to being physically located where the network hardware is stored.
The strategic objective will be used as the basis for initiating risk assessments and reviews of the adequacy of information systems and sensitive data security.  To meet the requirements of the Inspector General’s mission, the focus of these reviews will address the risks (real and potential) the IRS faces in meeting acceptable levels of control for the systems and data.  Risk issues these reviews will address include:

· unauthorized access to networks, systems and data;

· loss or destruction of assets (hardware, software, data);

· theft or misuse of assets (hardware, software, data);

· loss of integrity, confidentiality and availability of systems;

· introduction of undesirable software or programs; and

· inability to maintain continuity of operations and service.

( See Attachment III for a list of potential risks related to information system and data security.) 

Methodology: Implement the strategic objective in a manner that will fulfill the Treasury Inspector General for Tax Administration responsibilities to provide:

· oversight of IRS operations,
· an assessment of the adequacy of security to the U.S. Congress.
The following actions will be taken to implement the strategy to achieve the objective. 

· Utilize the Strategic Planning Document Evaluating the Service’s Program for Protecting Sensitive Taxpayer Data, and the Western Region Internal Audit risk assessment plan Adequacy of Controls Over Information Security as guides for the development and execution of the assessment strategy (Review Checklist presented as Attachment II).

· Contact other Federal Inspector Generals about the reporting methods and requirements on department / agency assessments of information systems and data security.  Research and develop a reporting format for IRS management, and for assessment to the U.S. Congress.

· Meet with staff members of the Senate Finance Committee to identify their areas of interest, and the information or assessments they need to provide continued IRS oversight. 

· Devote resources to:

· map the architecture and structure of IRS information systems (main frames, mini-computers, networks);

· identify and maintain reference information to keep the strategic objective relevant to changes and developments in technology, design, implementation and maintenance of IRS information systems;

· identify training needs for auditors for their effective and efficient reviews to assure the security of information systems and sensitive data.

· Obtain tools to perform effective, complete and efficient assessments of system and network configurations. [Identify and procure appropriate software applications – e.g., logical security analyzer, password crackers, network configuration mapping software, network protocol analyzer -- to use as a tool to test and map systems and networks.]

Initiating Implementation of the Strategic Objective: The Strategic Planning Document, Evaluating the Service’s Program for Protecting Sensitive Taxpayer Data, recommended a series of audits and follow-up reviews of previous internal audits (Attachment I presents descriptions of the audit objectives proposed by the Office of Strategic Planning).  These reviews were designed is to provide management with recommendations for methods of improving the IRS’s security program. 

· Follow-up Review of Previously Identified Weaknesses in the Development of New Systems Requirements – SER

· Review of the Office of Systems Standards and Evaluation (NOTE: The results from this audit will support both the Information Services and the Security Emphasis Areas.)

· Effectiveness of Operational and Technical Internal Control Systems Over Data Processing Activities, including audits of:

· Review of Operational Security Controls (Controls requiring human interaction such as incident handling, magnetic media responsibilities, and software management.)

· Review of Logical Access Security Controls (Controls which are primarily automated such as passwords and audit trails.), and

· Follow-up Review of the Effectiveness of the Service’s Systems Security Program

· Review of the Service’s Disaster Recovery and Business Resumption Initiatives

· Review of Telecommunications Security for IRS Computer Systems

In performing the above reviews considerations of the following control objectives will provide the ability to make a collective assessment of the adequacy of the IRS’s programs, policies and procedures to secure information systems and protect sensitive data.  The control objectives consider whether:

1. program goals are adequately defined, communicated, implemented and maintained;

2. programs are executed efficiently and economically;

3. programs are executed in compliance with applicable laws;

4. program data is reliable; and

5. program assets (including data) are adequately safeguarded.

Projected Outcomes from the Strategic Objective: The strategic objective will provide the following outcomes:

· An assessment on the adequacy of information system and data security for IRS management’s use in improving their systems – the outcome being adequate controls ensuring programs, policies and procedures that secure information systems and protect sensitive data.

· A process for the Inspector General for Tax Administration to use in providing periodic assessments on the adequacy of security for information systems and protect sensitive data.

· A body of knowledge within the Office of the Inspector General for Tax Administration to perform risk analyses and in-depth reviews of information system security and technology as the systems evolve and expand.

Attachment I

Review Objectives for the Initial Audits on

Information System and Data Security 

· Follow-up Review of Previously Identified Weaknesses in the Development of New Systems Requirements – SER

The review will evaluate whether management is taking actions to ensure the prior findings are addressed during the development of requirements for new systems.

The following lists the general issues associated with the findings.  

· System access was not always restricted to authorized personnel

· Identification and authentication process did not restrict access to authorized users

· Employees had capabilities beyond those required for official duties and/or which conflicted with other duties (i.e., separation of duties)

· Control weaknesses related to interaction with external, third-party or other peripheral systems and data

· Protecting data during transmission via encryption

· System audit trail needed to be:  (a) enhanced (e.g., additional data included), (b) implemented, (c) more reliable, (d) retained for an appropriate period of time, or (e) designed in a manner which did not degrade system performance

· Need to implement proactive systemic measures to detect/prevent questionable system access in an on-line mode

· Need to improve managerial reviews of the audit trail, other security-related reports and questionable transactions

· Certification and accreditation need to be completed

· Miscellaneous

· Centralizing security-related activities for Service computer systems (e.g., audit trail, passwords, user profiles)

· Object reuse procedures not followed

· Cyberfile did not meet all security requirements

· Need to clarify Secure Dial In policy

· The Telephone Routing Interactive System (TRIS) did not provide access to designated representatives

Attachment I
· Review of the Office of Systems Standards and Evaluation 

This review  will focus on evaluating:

· management’s methods for promoting and enforcing security standards, (including methods implemented for oversight of local and project specific implementations of these standards);

· whether the resources available to the program are adequate to fulfill the responsibilities of the SSE;

· whether the appropriate owners/custodians responsible for data processing systems are appropriately identified; and

· whether the methods, types and depth of reviews conducted would merit reducing the scope of future Internal Audit coverage of system security controls.

· Review of Operational Security Controls (Controls requiring human interaction such as incident handling, magnetic media responsibilities, and software management.)

This review will evaluate the effectiveness of controls over support activities for major computer systems in the service and data centers.  The review will focus on legal and IRM requirements, including specific controls over:

· mitigating the potential for the loss of data, including items such as tape library inventories and detecting/deterring theft or destruction of equipment and data;

· computer room environment, including electrical supply, temperature and humidity;

· installation and testing of controls to mitigate the damage from fires and floods (from water supply within the facilities);

· manager’s performance of physical security reviews;

· ensuring all applications are authorized and that modifications to applications are appropriate;

· conducting backups of critical applications; and

· effectively identifying and responding to security related incidents, including: detecting and responding to unauthorized system accesses; and the introduction of viruses and malicious code.

Attachment I
· Review of Logical Access Security Controls 

This review will evaluate logical security controls over major systems.  These controls include items such as identifying users, restricting access to data, and producing audit trails of user activity.  The review will focus on legal and IRM requirements, including specific controls over:

· verifying the identity of system users;

· restricting user access to data on a need to know basis;

· separation of duties for computer personnel;

· the balancing of input and output data for verifying the accuracy of specific processing tasks; and

· producing and reviewing audit trails of system and user actions.

· Follow-up Review of the Effectiveness of the Service’s Systems Security Program

The focus of this review will be to determine whether prior findings have been corrected, and management’s actions have resulted in enhancing the Service’s ability to ensure that sensitive information is adequately secured.  Specifically we will determine whether:

· appropriate enhancements have been made to the Systems Certification Program to provide reasonable assurance that appropriate security controls are in place on the Service’s Sensitive Systems,

· enhancements to the Certification Process to ensure adequate security controls are in place and utilized for systems that have received a security certification have been implemented, and

· a complete list of sensitive systems was developed and continually updated.  

Attachment I

· Review of the Service’s Disaster Recovery and Business Resumption Initiatives

This review will focus on evaluating management’s corrective actions for:

· determining responsibilities for disaster recovery planning at the computing centers, service centers, and field locations;

· ensuring that plans are developed, including areas such as measured responses depending on the significance of incidents; and 

· determining whether disaster plans are tested.

· Review of Telecommunications Security for IRS Computer Systems

This review will focus on the requirements and controls for:

· access to local networks, including security controls over network hardware such as routers and gateways;

· securing the physical points of entry, such as telephone closets, to local telephone exchanges (PBXs);

· securing the physical telecommunications lines used for transmitting processed tax return data between the computing centers and service centers; and

· encryption of data transmissions.

Attachment II

Risk Assessment Checklist

Review Checklist

Policies and Procedures

The responsibility and accountability of owners, providers, and users of networked computer systems and other parties concerned with the security of networked computer systems should be explicit. The assignment of responsibilities may be internal to an organization or may extend across organizational boundaries.  Depending on the size of the organization, the computer security program may be large or small, even a collateral duty of another management official.  However, even small organizations can prepare a document that states organization policy and makes explicit computer security responsibilities.  This element does not specify that individual accountability must be provided for on all systems.  For example, many information dissemination systems do not require user identification or use other technical means of user identification and, therefore, cannot hold users accountable (GAPP - Section 2.5).
The greatest risk related to information systems (IS) security is that the integrity, confidentiality, or availability of IS data and resources may be compromised through inappropriate or unauthorized physical or logical access.  Organizations incur significant losses each year as a result of human errors, accidents, and omissions.  Dishonest and disgruntled employees pose a threat to IS, and security planning should consider the inside employee as a primary focus (SAC - Module 9-62).

Unauthorized access by outside individuals also represents a threat to information systems.  Although this risk may be less probable, it may result in more significant losses.  Security policy should emphasize the need for employee accountability, and management should enforce a strict segregation of duties (SAC - Module 9-62).
yes    no

 FORMCHECKBOX 
    FORMCHECKBOX 

GENERAL

 FORMCHECKBOX 
    FORMCHECKBOX 
  Does the District ISD function maintain a catalogue containing current information systems policies and procedures including current operations manuals and user guides?(NIST 3.9 p.39)

 FORMCHECKBOX 
    FORMCHECKBOX 
  If not, are there useful local supplemental procedures?(NIST 3.9 p.39)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is there an organizational chart for the District ISD unit?

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are Information Systems employee responsibilities congruent with official position descriptions?(NIST 3.51 p.27)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is there a descriptive inventory listing for all network components in use?(NIST 3.9 p.39)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is there a hardware configuration diagram that includes all connections shown on the LAN topology, including servers, communications gear, workstation, bridges, repeaters, protocol converters, etc.?(SAC - Module 8-15)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are there procedures to timely update the hardware configuration diagram?(NIST 3.9 p.39) 

 FORMCHECKBOX 
    FORMCHECKBOX 
  Does the District ISD function have a network security plan?(IRM 2(10)26.4)

TRAINING AND EDUCATION
An effective computer security awareness and training program requires proper planning, implementation, maintenance, and periodic evaluation.  In general, a computer security awareness and training program should encompass the following seven steps (GAPP - Section 3.8):
· identify program scope, goals, and objectives;
· identify training staff;
· identify target audiences;
· motivate management and employees;
· administer the program;
· maintain the program; and

· evaluate the program.

yes    no

 FORMCHECKBOX 
    FORMCHECKBOX 

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are policies and procedures in place to ensure adequate technical and security training of the users (including new employees), operators, and staff?(NIST 3.5.2 p.28,36)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are users educated about guidelines to establishing secure passwords?(NIST 3.11.3 p.44)

Physical Security of the Network

Physical and environmental security controls are implemented to protect the facility housing system resources, the system resources themselves, and the facilities used to support their operation.  Effective controls can help prevent interruptions in computer services, physical damage, unauthorized disclosure of information, loss of control over system integrity, and theft (GAPP - Section 3.10).
The physical security risks associated with site planning include the following (SAC - Module 4-55):

· theft or destruction of equipment and data;

· loss of the data center, resulting from natural disasters; and

· interruptions in processing, resulting from electrical power and water supply problems.

FACILITIES

Physical access controls restrict the entry and exit of personnel (and often equipment and media) from an area, such as an office building, suite, data center, or room containing a local area network (LAN ) server.  Physical access controls should address not only the area containing system hardware, but also locations of wiring used to connect elements of the system, supporting services (such as electric power), backup media, and any other elements required for the system's operation.  It is important to review the effectiveness of physical access controls in each area, both during normal business hours and at other times -- particularly when an area may be unoccupied (GAPP - Section 3.10).

The risks associated with inadequate physical access controls include the following (SAC - Module 4-55):

· unauthorized access to computer equipment;

· possible loss or destruction of equipment;

· unauthorized access to the media library; and

· theft, unauthorized copying, modification, or destruction of data.

yes    no

 FORMCHECKBOX 
    FORMCHECKBOX 

Physical Access

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is physical access to LAN equipment controlled and monitored?(NIST 3.10 p.40)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Does the IRS share space with non-IRS functions? IRM 1(16)41.542(4)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Does the POD have physical-access security problems or concerns?

Network Hardware

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are all servers and related network hardware secured in an area inaccessible to all but authorized personnel?(NIST 3.10 p.40)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are all MDF’s within restricted IRS workspace?(IIA 8-32)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is control of access to the MDF’s limited to authorized personnel?(IIA 8-32)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are server back-ups performed in MDF’s by non-ISD employees?(IIA 8-32)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Do MDF’s environmental conditions meet equipment specifications?(NIST 3.10 p.40)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is fire protection equipment adequate and appropriate for the system?(NIST 3.10 p.40)

Data Ports

yes    no

 FORMCHECKBOX 
    FORMCHECKBOX 

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are all live router-connected data ports in use?(NIST 3.10 p.40)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Does a formal process exist to request data port connections?(NIST 3.10 p.40)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is there a procedure for disconnecting live data port connections in vacated spaces?(NIST 3.10       p.40)

MICRO COMPUTERS

The analysis and management of risk usually has to be modified if a system is portable, such as a laptop computer.  Organizations should (GAPP - Section 3.10):

· ensure secure storage of laptop computers when they are not in use, and 

· encrypt date files on stored media, when cost-effective, as a precaution against the disclosure of information if a laptop computer is lost or stolen.
Post-of-Duty Based Desktops and Servers

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is physical workstation security appropriate and adequate?(NIST 3.10 p.40)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are there any concerns over physical access to POD-based (desktop) computers?

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are network servers located outside secured areas (MDF’s) in POD’s?(NIST 3.10 p.40)

 Notebooks

 FORMCHECKBOX 
    FORMCHECKBOX 
  Do portable computers have modems to allow network access to sensitive data?(SDI)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are portable computers password and data encryption protected?(NIST 3.11 p.42)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Does the operating system restrict users to a constrained user interface, such as menus?(NIST 3.12.2 p.47)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are operating systems configured with service constraints, such as installation of unauthorized  software?(NIST 3.12.1 p.45)

Logical Security

Organizations should implement logical access control based on policy made by a management official responsible for a particular system, application, subsystem, or group of systems. The policy should balance the often-competing interests of security, operational requirements, and user-friendliness. In general, organizations should base access control policy on the principle of least privilege, which states that users should be granted access only to the resources they need to perform their official functions (GAPP - Section 3.12).

The major risk associated with logical access is that the integrity, confidentiality, and availability of IS data and resources may be compromised (SAC - Module 9-45).

· Integrity may be compromised by allowing individuals to update data or programs outside the normal control environment or by granting users access to application systems or functions outside of their normal job responsibilities.

· Confidentiality may be compromised by allowing individuals to view reports while they are awaiting printing or by allowing downloading of sensitive files to microcomputers.

· Availability may be compromised by allowing inappropriate individuals to alter the parameters of access control, operating system, database management system, teleprocessing monitor, or telecommunications software.

yes    no

 FORMCHECKBOX 
    FORMCHECKBOX 

OPERATING SYSTEMS
General

 FORMCHECKBOX 
    FORMCHECKBOX 
  Do all operating systems with network access require secure sign-ons and passwords at boot-up?(NIST 3.11 p. 43)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Do any operating systems allow command level access (C:\ prompt)?(NIST 3.9 p.38)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Does the operating system allow installation of unauthorized software?(NIST 3.9 p.38)

Windows NT

During implementation, the system is tested and installed or fielded.  Security controls should be turned-on.  While obvious, this activity is often overlooked. When

acquired, a system often comes with security features disabled. These need to be enabled and configured (GAPP - Section 3.4.4).

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is NT File System (NTFS) used on all NT servers?(NT 3.5 p.214)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is encryption turned-on?(NIST 3.4.4 p.23)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are audit logs turned-on and backed-up? (NIST 3.4.4 p.25)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are all audit logs reviewed? (NIST 3.4.4 p.25)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are there any software security enhancements installed? (NIST 3.4.4 p.25)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Do Systems Administrators periodically attempt to “hack” the system or “crack” passwords? 
 

(NIST 3.4.4 p.25)

APPLICATION SOFTWARE
Controls should be placed on system software commensurate with the risk. The controls should include: 1) policies for loading and executing new software on a system, 2) use of powerful system utilities, 3) authorization of system changes, and 4) license management.  Configuration management should ensure that changes to the system do not unintentionally or unknowingly diminish security. The goal is to know how changes will affect system security (GAPP - Section 3.9).

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are new application software packages or upgrades evaluated for network compatibility? (NIST 


3.9 p.38)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are new application software packages or upgrades evaluated for network security? (NIST 3.9 


p.38,39)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is new or upgraded application software installed by qualified personnel? (NIST 3.9 p.39)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are there procedures in place for functions (i.e., Examination, Collection, Criminal Investigation) to notify ISD when new software is installed? (NIST 3.9 p.38,39)

ACCOUNT MANAGEMENT

Identification and Authentication is a critical building block of computer security since it is the basis for most types of access control and for establishing user accountability. Identification and Authentication is a technical measure that prevents unauthorized people (or unauthorized processes) from entering a networked computer system. Access control usually requires that the system be able to identify and differentiate among users. For example, access control is often based on least privilege, which refers to the granting to users of only those accesses minimally required to perform their duties. User accountability requires the linking of activities on a networked computer system to specific individuals and, therefore, requires the system to identify users (GAPP - Section 3.11). 

Data Security
 FORMCHECKBOX 
    FORMCHECKBOX 
  Does segregation of duties exist between the function of WAN/LAN administration and WAN/LAN security? (NIST 3.13.2 p.50)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are all network users required to enter an individual logon ID and password to access the WAN/ LAN and are appropriate password/logon controls in place?(NIST 3.11 p.42)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are “group” or shared ID/passwords permitted on the WAN/LAN? (NIST 3.11 p.42)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Does the system force the user to change passwords on a regular basis; are IDs disabled if passwords are not changed? (NIST 3.11.3 p.44)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are user IDs logged off the network after a period of inactivity? (NIST 3.11.1 p.42)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are ID logons and passwords monitored for activity and valid users? (NIST 3.11.1 p.42)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Do System Administrators have ability to effectively review for invalid accounts? (NIST 3.13.3 


p.49,50)

Organizations should ensure effective administration of users' computer access to maintain system security, including user account management, auditing and the timely modification or removal of access (GAPP - Section 3.5.2).
 FORMCHECKBOX 
    FORMCHECKBOX 
  Is there centralized accounting for all employees with local area network access?(NIST 3.5.2 p.28)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are user accounts periodically reviewed for validity and accuracy?(NIST 3.5.2 p.28)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Does the District ISD function have formal procedures to close out trusted user network 
accounts?(NIST 3.5.2 p.29)

Audit Trails

Audit trails maintain a record of system activity by system or application processes and by user activity. In conjunction with appropriate tools and procedures, audit trails can provide a means to help accomplish several security-related objectives, including individual accountability, reconstruction of events, intrusion detection, and problem identification. Audit trails should be used for the following (GAPP - Section 3.13):

· individual accountability;

· reconstruction of events;

· intrusion detection; and

problem identification.

yes    no

 FORMCHECKBOX 
    FORMCHECKBOX 

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are there password/logon audit trials that show user activity such as logins/outs, type of access, and invalid access attempts? (NIST 3.13.1 p.49,50)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are security, system, and application audit trails retained and secured for a reasonable period of 


time?(NIST 3.13.2 p.50)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are exceptions reports produced from audit trails and reviewed by management on a timely basis?(NIST 3.13.3 p.50)

Telecommunications Security

ENCRYPTION
Cryptography is a branch of mathematics based on the transformation of data. It provides an important tool for protecting information and is used in many aspects of computer security.  Cryptography is traditionally associated only with keeping data secret. However, modern cryptography can be used to provide many security services, such as electronic signatures and ensuring that data has not been modified. Several important issues should be considered when designing, implementing, and integrating cryptography in a networked computer system (GAPP - Section 3.14).
Encryption is a basic way of protecting data communications from unauthorized interception.  Communications can be encrypted using end-to-end or link-based encryption (SAC - Module - 8-34).

yes    no

 FORMCHECKBOX 
    FORMCHECKBOX 

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are passwords stored as clear text anywhere on the LAN, including workstations? (NIST 3.11.2 


p.43)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are passwords encrypted at the workstation before being sent to the server for verification? (NIST 


3.11.1 p.43)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are all network links (data encryption devices) activated? (NIST 3.14 p.53)

 FORMCHECKBOX 
    FORMCHECKBOX 
  If not, why are they turned off?

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is someone accountable for encryption within the district? (NIST 3.14 p.53)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are there policies and procedures when encryption fails or needs to be turned off? (IIA 8-11)

yes    no

 FORMCHECKBOX 
    FORMCHECKBOX 

E-MAIL

The risks associated with E-Mail include 1) data privacy, 2) network failure, 3) data errors and omissions, and 4) E-Mail as legal evidence (SAC - Module 8-94).

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is someone accountable for assignment and management of E-Mail accounts?(NIST 3.5.2 p. 28)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are E-mail users trained on security and privacy issues related to using E-mail?(IIA 8-94)

INTERNET
 FORMCHECKBOX 
    FORMCHECKBOX 
  Does access to the Internet have to be formally requested? (NIST 3.5.2 p.28)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is Internet software installed by authorized personnel?(IS-Ref. 3.8.2, p.195)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Does the District monitor Internet use?(IS-Ref. 3.6.2, p.192)

SECURED DIAL-IN POLICY
Users who are not in physical proximity to a network connection frequently use the public switched telephone networks to dial into the internal network. This introduces several risks, in that any individual having the proper equipment can attempt to gain access to the internal network through the public switched network.  The security risks vary depending on the type of dial-in connection established with the public network (SAC - Module 8-34).
 FORMCHECKBOX 
    FORMCHECKBOX 
  Have National/Regional dial-in policies been effectively communicated districtwide?(IIA 8-34)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Do approved deviations to the dial-in policy have an impact on system security?(IIA 8-34)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Have security alternatives been implemented for approved deviations?(SDI)

VIRUS DETECTION
The range of threats posed by computer viruses is limited only by the imagination and ethics of their creators.  The types and effects of virus attacks can be classified as follows (SAC - Module 9-116):

· malicious or destructive;

· passive;

· life threatening;

· interruption of operations;

· financial statement impact; and

· embarrassment.

yes    no

 FORMCHECKBOX 
    FORMCHECKBOX 

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is current virus detection software installed on all computers with LAN access?(IIA 9-120)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Can virus detection software be disabled by end users?(IIA 9-120)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is there an effective process to periodically monitor the presence of virus detection software?(IIA 9-120)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is there an effective process to update virus detection software throughout the District?(IIA 9-120)

CONTINGENCY PLANNING
Contingency planning directly supports an organization's goal of continued operations.

Organizations should practice contingency planning because it makes good business sense.  Contingency planning addresses how to keep an organization's critical functions operating in the event of disruptions, both large and small. This broad perspective on contingency planning is based on the distribution of computer support throughout an organization.  Whether the strategy is on-site or off-site, a contingency planning strategy normally consists of three parts: emergency response, recovery,

and resumption (GAPP - Section 3.6).
Risks and consequences resulting from in adequate contingency planning and disruptions in information systems processing include the following (SAC - Module 10-35):

· inability to continue operations;

· loss of revenue/cash flow (tax revenue/payments);

· loss of competitive advantage (taxpayer burden);

· loss of customer base or market share (compliance);

· increased cost or expense;

· fines and sanctions; and

· employee morale degradation.

yes    no

 FORMCHECKBOX 
    FORMCHECKBOX 

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are all the District’s critical network hardware items covered by maintenance contracts? (NIST 
3.72 p.35)
 FORMCHECKBOX 
    FORMCHECKBOX 
  Does the District ISD function have an adequate plan for the timely and logical recovery of processing operations following an interruption? (NIST 3.6.1 p.32)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Does the contingency plan include securing data files and application recovery procedures?(NIST  3.6, p.31)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is the list of documentation and files maintained off-site?(IIA 10-21)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is contingency plan timely updated to reflect changes to system and/or application changes? (NIST 3.6.5 p.33)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Has the contingency plan been tested in simulation on a frequent basis? (NIST 3.65 p.33)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are regular backups made for all systems?(NIST Handbook II (1)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Is on-site storage of all system media adequate to prevent unauthorized access?(NIST 3.9 p.39)

It is critical to back up software and data. Frequency of backups will depend upon how often data changes and how important those changes are. Program managers should be consulted to determine what backup schedule is appropriate. Backup copies should be tested to ensure they are usable. Backups should be stored securely (GAPP - Section 3.9).

yes    no

 FORMCHECKBOX 
    FORMCHECKBOX 

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are back-ups periodically tested for reliability?(NIST 3.9, p.39)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are back-ups under lock and key and stored off-site?(NIST 3.9, p.39)

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are back-ups encrypted?

FLEXIPLACE
Flexiplace is a program that allows employees to work at home or at other approved locations’ remote to their “official Duty Station.”  General Services Administration (GSA) defines Flexiplace as the government’s “telecommuting program” since it involves use of electronic media, such as computers or telephones to conduct normal work...Generally the nature of most IRS work involves sensitive taxpayer data which raises concerns about security.  GSA suggests that sensitive information can generally be worked from home with appropriate precautions.  GSA suggests flexiplace security guidance from FIRMR Bulletin C-22 and publications issued by the National Institute of Standards and Technology (NIST).  As long as Flexiplace computers have connectivity to the Services networks, they must have the same security protection as computers located in conventional workspaces.

The risks associated with Flexiplace include the following:

· unauthorized access to computer equipment;

· possible loss or destruction of equipment;

· unauthorized access to the media library; and

· theft, unauthorized copying, modification, or destruction of sensitive data.

yes    no

 FORMCHECKBOX 
    FORMCHECKBOX 
  Does the District have a formal flexiplace agreement with the employee?

 FORMCHECKBOX 
    FORMCHECKBOX 
  Do flexiplace employees use personally owned computer equipment?
 FORMCHECKBOX 
    FORMCHECKBOX 
  Is official information transmitted between the flexiplace site and IRS servers?

 FORMCHECKBOX 
    FORMCHECKBOX 
  Do flexiplace specialist visit flexiplace homes to inspect security procedures in place?

 FORMCHECKBOX 
    FORMCHECKBOX 
  Are flexiplace security requirements the same as security requirements for government owned or rented office space?

 FORMCHECKBOX 
    FORMCHECKBOX 
  Do all flexiplace computers have adequate security and access controls including: password security, audit trail, file encryption, virus detection and data overwriting capabilities?

Attachment III

POTENTIAL RISKS RELATED TO INFORMATION SYSTEMS AND DATA

Physical Security Deficiencies 

· Physical damage to network hardware and telecommunications equipment needs to be prevented (i.e. disgruntled employee).

Unavailability of Information

· Disruption in computer system assets (hardware / software /data) must be prevented to be sure information is available to authorized parties when needed.

Manipulation or Alteration of Information

· Taxpayer account information, account assignments and statute expiration dates, etc., need protection.

Inappropriate Disclosure of Taxpayer Account Information and Privacy

· Federal laws that regulate taxpayer account information need compliance.
Destruction of Data

· The Service needs complete and reliable information to provide effective and efficient operations.

Inappropriate Use of Information

· Data must be used only for official purposes; i.e. prevent browsing, selling taxpayer information, harassment of employees, etc.

Damage from Future Attacks

· Computer systems need protection against unauthorized access by contractors, programmers and employees; i.e., back doors, packet sniffers, and use of old passwords, etc.
